Acceptable Evidence for Unit 93

Understanding the Potential of IT (UPT)

1.1and 1.2 Describe the potential of IT to improve, at least two examples for each of the bullets:
e internal communications

e external communications

e and business processes

Chat — It can improve our internal communications as it allows users to see which other users are
logged into the system and then to send them instant message and get an instant response. It is
useful when you are working on a task and need clarification from another team member. In our
telesales department if you are on the phone to a customer it can also improve external
communication as you do not have to put them on hold to ask someone a question you can chat at
the same time. It improves the whole business process for Telesales as it provides much better
customer service — the customer is not passed from one department to another. One person
answers the phone and deals with them whilst reading on-screen answers from experts in various
different teams. Feedback in our survey for February from customers showed 52% disagreed they
were dealt with effectively, reasons given were because they were put on hold and because they
were transferred to several different employees. Our survey in July, once chat had been introduced
showed that 78% of customers strongly agreed they were dealt with effectively, reasons being that
they were dealt with effectively by the operator.

IT can be used to brand an organisation. You can create a logo using software and then incorporate
that logo with other company information to produce a professional corporate image. Internally we
have a company layout that we use for email that includes our internal signature, rules for out of
office and forwarding messages so they are dealt with by other people in our department to save
delays in responses. Externally we have a letter template, a company website and a newsletter all
based on our corporate image and we use these to ensure our external communications are
professional and standardised. This also enables us to be more effective as the templates are
already set up with the corporate branding and therefore saves time and presents a more
professional image of our organisation.
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1.3 Describe at least two positive and two negative impacts on employees in the deployment of IT

Two negative impacts on employees using IT are:

1

That they have to be able to find the information they require sometimes there can be
information overload for example our quality system is now available on our company
intranet but it contains 72 processes so it can take a while to locate the correct one. Once
you get used to the system it is much easier.

When using the Internet to do research, employees have to be able to search smartly and be
aware that the internet can have information on that is out of date and that may not be
factual. It depends what you are searching for, the Internet can be a minefield but is also
very useful.

Two positive impacts on employees using IT are:

1

As an employee you become more skilled using a computer, typing speed improves,
confidence in using IT, ability to find information etc as you use the computer more and
more and as you attend training, ask others for advice etc.

It can be much quicker than trying to find information manually in books or by telephoning
organisations, you can search on the internet to find the information and it brings instant
results.

2.1 and 2.4  Describe at least two benefits of new technologies on personal and social
communication and interaction and identify at least two possible drawbacks of new technologies
for individuals and society

Mobile Technology
Benefits

1.

Mobile Technology takes many forms from laptops to mobile phones, they are light and easy
to carry around and use mobile technology to connect to the Internet, Email etc This means
that you can take it with you wherever you go. It is very portable.

2. Mobile Technology has lots of features so it can be set up to make and receive phone calls,
text messages, instant messages, emails and for accessing the Internet or secure sites. It can
also be used as a camera, to store and access files, play music and games. It is multi-
functional.

Drawbacks

1. It can be damaged easily if it is dropped, lost or comes into contact with liquid. Once it is
damaged you may not be able to access any information stored on the device so it is very
important to backup your data regularly. It can be expensive to replace.

2. There is not always a good connection depending on the area that you are in and the type

of connection you have. When purchasing a mobile device it is important to research which
areas you will be using the device in and therefore which provider can offer the best
connection in that area.
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2.2 and 2.3 Describe at least two examples for each bullet of how IT can improve access to:

— education

Using on screen instructions are a good way to learn
about a topic. For example for a recent report | wanted
to use multi level bullets, it had been a while since | had
used them so | just searched on the help facility and the
information provided was a step by step guide to using
multi level bullets.

<] 4 stach - More >
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Synchronizing your personal inforation via BlackBerry Desktop Software 6.0 for PC
BlackBerry 1,067 videos (¥ Subscios

The BlackBerry Discovery Serles
Synchronizing your personal
information via BlackBerry®
Desktop Software 6.0 for PC

“izBlackBerry.

— government services
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how to use multi level bullets -~ B Search -

1. Click where you want to begin your list

2. On the Home tab, in the Paragraph group
click the arrow next to Multilevel List

m

Paragraph

3. Click a multilevel list style in the gallery of
styles

4. Type your list. Press the TAB key or n
SHIFT+TAB to change levels !

| have watched a couple of videos
on Youtube about synchronising
my blackberry with my PC which
talked me through and showed
me step by step how to
synchronise my new device. It
was quick to find the video, easy
to follow and from a reliable
source.

Our main sources of information are the environmental agency and direct gov websites. The
information on here is factual and updated regularly. Previously we used to receive bulletins in the
post with updates and have manuals to look at with regulations in, this was very time consuming as
we had to search through vast documents. It is much easier to find the information on the website

and subscribe just to relevant updates.

From the local government website | can easily find information on recycling in our local area by
searching for our local County Council and WEEE. This gives me further information on sites where
individuals can take things to that | can give to individuals when they ask about disposing of their

personal WEEE.
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— products and services

Two IT tools | use for my own development are forums and ebulletins. Because of the role | am
involved in there are constant updates and news stories regarding Health and Safety. | subscribe to
a forum with other businesses who post comments about risks and strategies and we review some
of the relevant comments in our netmeeting. | recently found a forum that is specifically for WEEE
and has helped with questions | have posted and reading other posts. The forums are a way of
discussing with people in a similar job role. | am very careful when using them that | do not reveal
any confidential information about myself or my organisation. |1 am also aware that anyone can join
a forum and post any comments that may not necessarily be true or the best solution for me and my
organisation so | am careful to follow up any responses given with further research.

BB ;o /o heaithandsaetytips.co.uk/forums/y O ~ B € X | 3 Health and Safety for Begin.
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Sorting WEEE Waste?

Dby Keith1083 » Thu Oct 06, 2011 2:18 pm

x| User avatar

Does anyone have any sort of system or tool to help with Sorting WEEE waste into hazardous and non hazardous? There are a couple of items that are well documented
s being hazardous but lots that | simply have no idea? They are pieces of kit that we have had a long wihile and den't have much information on. Ve need to be
sorting out WEEE waste into the two sorts but are strugsling with identifying what goes in which category?

So when the whole world is safe..............what are we going to do then?

08, 2008 4:08 pm

Re: Sorting WEEE Waste?
Dby Alexis » Thu Oct 06, 2011 3:32 pm

wil this help for the time being Keith until someone with a system responds?
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Administrator
e Posts: 26761
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E-bulletins are quick summaries of things that are happening. They help me in my line of work
because they include recent additions/amendments to the HSE website, new and updated HSE
publications or guidance, recently issued HSE press releases and news about HSE events and
initiatives. | can change my preferences to subscribe or unsubscribe to other bulletins from HSE as
well. It is a quick way of keeping up to date. The emails arrive weekly and if | need further
information | can follow the links in the bulletin or do other research.
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= Legislation

safety bulletins

Keep up to date with failures in
equipment, process,
procedures and substances.

Podcasts

Listen to the latest news on a
wide range of workplace health
and safety issues.

RSS feeds

Instant updates - latest news
and updates about workplace
health and safety in your
industry or topic.



3.1 Describe the purpose of key components of the IT system include at least two examples of

each:

hardware

Screen - these can be in the form of a computer screen, a touch screen, a projector and can
come in various sizes. The purpose of the screen is to see what the device is processing.
You can set the screen settings to different colours, resolutions, to display images, videos,
text etc

Camera — several of our departments use cameras to record customers requirements,
previously we had a variety of still digital cameras and video cameras. Now those who need
this facility have it built into their mobile device so they can use it with software and add
comments as well as using the camera facility. We had to have cameras that allowed zoom
and recorded sound as well as picture. The files are then stored straight onto the mobile
device so it saves time and equipment as we used to transfer files

software

Bespoke software — we have software that has been developed especially for our
organisation to allow us to record our customers details and link it with sales information
and link the sales information with purchasing information etc. The system was designed in-
house and has been developed over a number of years to ensure it is still the most effective
and efficient way to store our information.

Imaging Software — as a large number of our customers require bespoke products it is
important we record their requirements effectively and work with them to achieve a
suitable design of the final solution. We use cameras to produce original images and then
we edit and amend these images in imaging software packages to show customers several
planned solutions. The imaging software allows us to import images, create and edit
images, use colour, use 2d and 3d.

communications

Email — a software package that is used to communicate internally and externally. It is very
simple to use as. There is a template with the fields To: From: Date: Subject: Addresses can
be stored for frequently used contacts. Emails are sent instantly and stored in an inbox for
the recipient to access. Itis a quick and cheap way of communicating.

Chat — a piece of software that is used to allow users to chat with others. Users login and
can see which other users are logged in and send messages and replies to each other
instantly.
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3.2 Describe at least two roles and the responsibilities of those involved in operating and
supporting the IT function

My role is to look after IT regulations including IT equipment. Me and My colleague who | share an
office with look after IT regulations including information, so Data Protection. She is responsible for
ensuring the company policies regarding data protection are accurate and up to date and ensuring
all staff are aware of the policies and comply with it. The 3rd colleague in our office looks after IT
security. He is responsible for security settings on PCs, networks and mobile technology. He works
with our equipment suppliers and ensures all staff are aware of the IT security policies and comply
with them. So we also work very closely with the IT Manager in our Head Office who is responsible
for purchasing and disposing of equipment and how the systems are set up so; IT and Data security
and passwords etc.

3.3 Describe at least two guidelines and procedures for accessing IT help and support

In our organisation we have guidelines for our employees when they need IT support. In the first
instance they should email the IT helpdesk, this is then checked by the Helpdesk operator who
forwards it to the mobile device of an appropriate IT department member of staff. They should then
deal with it. They can escalate the problem and give it a higher priority or they can notify the
employee with the problem and tell them a proposed solution and an estimated repair time.

For employees within the IT department we have a policy established for making contact with
external support. If we are required to find further information then one person makes the contact
and updates the information on our helpdesk database so other colleagues can see what is
happening. We can also set reminders to chase up the external support if there has been no update.

4.1 and 4.2 Compare two different approaches to introducing new IT tools and systems and
describe at least two potential benefits from the introduction of new IT tools and systems

Systems Analysis is the process of analysing system needs and deciding on whether a change of
system is required. All our projects begin with systems analysis and then depending on the findings
we may then have to implement a new system. Recently, following a systems analysis, we decided
to change the hardware we were using so instead of PCs on desks in the office every member of staff
would be given a mobile device. They could then use it in and out of the office. We spent time
looking at the best hardware to purchase and established that for different job roles there were
different requirements so we would buy the device that best suited the job role. We met several
times with the users to establish how to introduce the new technology, there were some training
needs and security issues that would need to be addressed before the technology was introduced.
For the role of the sales team they are based in a central office and on the road travelling from
customer to customer, they also can work from home. We discussed the best way to introduce the
mobile computer to them would be to set up security devices, ie trackers, backups, cloud storage
and passwords and checking their car and our business insurance covered the device out of the
office. Then, to train staff in the use of the device in the office in a taught training session in small
groups of 6 at a time and then pilot them using it so 6 would start using it the first week and then we
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can roll it out to the other 30 staff over a period of 5 weeks. We also discussed leaving the PCs in the
office they currently had so they can still use them as backup if there were any teething problems
and their current mobile phones they could keep for a further 2 months as their back up whilst on
the road. For the purchasing team they are mainly based in the office, occasionally they will visit a
supplier or attend meetings but most of the time they are at a desk. The devices we purchased for
them were laptops that had the same software on as they had previously used, we wrote guidelines
on how to connect peripherals, charge the device etc and felt that we could introduce these devices
without any training. Overnight we removed the old PCs from their office and replaced them with
the laptops their manager gave them a demonstration on their first session in work that week and
they transferred to working on the new mobile devices immediately. It was best to use apiloot
group in sales and run it alongside the old system and transfer groups over a period of time as they
needed training and they are not all in the office so this was the best approach to ensure they were
comfortable with the new hardware before they went out to use it with a customer. For the
purchasing team it was easier to implement the system immediately and remove the old system as it
was only a change of equipment that was very similar to their old equipment. The benefit of
introducing new mobile devices are that the company are ensuring all employees can access our
systems when out of the office without the added expense of additional IT devices as they will be
portable enough that the employees will carry them around and use them in the office instead of a
PC. It also means the workforce are being upskilled and becoming familiar and confident with the
latest technology and have up to date access to information when they are on the road or at home.

4.3 Describe at least two methods used by manufacturers and publishers to control usage of
digital content and devices

We had to be careful when purchasing the new mobile devices that they were all compatible with
our existing systems as we were only replacing hardware and keeping our existing software. Many of
the manufacturers include user guides to use their appliances and these are controlled by the
manufacturers as they are creating the user guides as a pdf file so they cannot be edited. This has
meant that we had to create some of our own summary user guides so it was quite time-consuming
for us. But manufacturers use it to ensure that their manuals cannot just be edited and to ensure
the user receives all the information that the manufacturer includes in the manual.

We also have to purchase licences for our software so for Sage we have 50 licences. We have to
ensure that all users who need to use Sage are aware of the username and password and we have
set up a system so that if a user tries to login and 50 people are already logged in then, the system
broadcasts a message asking if anyone is currently not using Sage to logout. Sage use the licence to
ensure that users are not copying their software and have paid a licence fee to use it. On first
installing it on all the devices there is a key code we must install which is our licence to use the
software.
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5.1 Describe at least two risks to security for IT users

For our new mobile computers for the sales team the two main risks we have looked at are:

1

5.2

Theft or loss of device - We have invested in up to date technology and this has been
expensive. The sales team travel from customer to customer and may have the device in
their car or in customers’ premises as well as at home so they may be vulnerable to theft or
losing them., ie trackers, backups, cloud storage and passwords and checking their car and
our business insurance covered the device out of the office.

Loss or theft of data — we store employees data, customer data, sales data, purchasing data
etc so it is important that data is kept safe. We have decided to store everything in cloud
technology and backup to a different suppliers cloud technology so if one is not available the
second is. Work can be downloaded onto devices and uploaded at a later data if the user
may be working in an area where they do not have a good connection. Each device has a
password and there is a password to access the cloud technology storage area. Data is
encrypted when it is uploaded and downloaded so it reduces the risk of hacking.

Describe at least two control measures and policies organisations can put in place to

maximise personal and data protection

1

In relation to theft or loss of device we have set up a tracker device on each mobile device
so if we are unsure where it is we can activate the tracker. We have also logged the serial
number of each device on our database so we can report it missing if needs be. We have set
up passwords for each device so if the device was found or stolen the information is
protected.

The users have also had training in protecting the device and data, training included the best
place to store it whilst with customers, at home or travelling and the contact arrangements
if they realise it is no longer in their possession. Training also covered the importance of
keeping a password and user details confidential.

5.3 Describe how organisations can exploit at least two new developments in technology to
improve cyber security

1

We have decided to store everything in cloud technology and backup to a different suppliers
cloud technology so if one is not available the second is. This is a much lower cost than
having our own servers to store things and the provider is responsible for the security and
currently they are rated as more secure than traditional servers.

Tracking devices for mobile devices are often provided free or at a small cost by the
manufacturer. These devices can then be used to help locate the device if it is lost or stolen.
Our organisation has trackers in all the mobile IT devices as they can be lost, misplaced or
stolen and this is a very simple way of locating it.
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