What is a computer virus?

A computer virus is a piece of
software or programming
code.



Main Types

True Virus — can only be spread by human
assistance

Worm — reproduces itself and can spread over

a network or the internet W

Trojan horse — disguised as a safe program

Hoax — fake email warning of virus



Infection

e Removable media — memory sticks, cds

e Downloads from websites

e .exe attachments on email



Damage

Nuisance emails
Stealing confidential information
Deleting files
Malicious




Minimising Risks

Check for security patches and updates for
operating systems

www.microsoft.com

Install anti-virus software
Scan the computer for viruses

Firewalls can help prevent worms viruses



Controls in place

My system is set to automatically check for security
patches and updates for operating systems

It then prompts me to allow the update

| have Mcafee anti-virus software which is updated
automatically

It scans the computer for viruses every time it is
switched on and every time an external device is
added

We have a firewall on our server that can help prevent
worms viruses from entering our organisation



Running anti virus
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Free anti virus software

Grisoft's AVG 8.0 sells virus protection to small businesses, and
offers free home-user versions as a means of promoting its
professional service. It will regularly auto-update. No technical
support.

Alwil Softaware's Avast! 4 is free for non-commercial users and
offers regular updates, as well as proper technical support via e-
mail or phone. Protection-wise it's very similar to AVG, covering all
the same bases and not hogging system resources, but it has a
funkier interface. The only downside is that you have to re-register
it after each year of use.

AntiVir by Alvira actually offers better standard virus detection
than both of the above, but lacks in other areas. It won't scan your
emails before you open them, uses more resources (less of a
problem if you've a more powerful PC), and maintains a perhaps-
too-visible presence on your desktop. You'll also have to
occasionally re-register it to keep it going.



