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Resources Link is an e-resource, provided by OCR, for teachers of Cambridge 
Technicals in IT. It provides descriptions of, and links to, a variety of teaching and 
learning resources that you may find helpful.

Where appropriate, we have mapped these resources to this OCR unit and 
Learning Outcomes (LOs), and provided information about their cost and format.

If you know of other resources you would like to see included here, or discover 
broken links, please let us know. We would also like to hear from you if have any 
feedback about your use of these, or other, OCR resources.  Please contact us at 
resources.feedback@ocr.org.uk 

To find out more about this qualification please go to: 

http://www.ocr.org.uk/qualifications/cambridge-technicals-it-level-3-certificate-
extended-certificate-introductory-diploma-foundation-diploma-diploma-05838-
05842-2016-suite/

TYPES OF RESOURCE
OCR Produced Resources
These are resources devised and produced directly by the Resources Development 
Team at OCR.

Publisher Partner Resources
For many subjects OCR works with a publisher partner to ensure that good quality 
resources such as textbooks are available for first teaching.

Whilst the publisher partner has access to our subject experts and we quality 
check and endorse these resources they are produced by, and remain the property 
of, the publisher partner.  There is no financial link between OCR and its publisher 
partners and we do not pay for the development of, or receive any royalties from, 
these resources.

Endorsed Resources
These resources were produced entirely independently of OCR, but we have 
quality checked them for their suitability as a resource to support our qualifications.

Other Resources
Unless specifically stated these resources are completely independently produced 
and are not endorsed by OCR. We have looked at them though, and we think they 
could be useful in supporting our specifications.  

We leave it to you, as a professional educator, to decide if any of these resources 
are right for you and your students, and how best to use them.

INTRODUCTION

2016 Suite
•	 New suite for first teaching September 2016
•	 Externally assessed content
•	 Eligible for Key Stage 5 performance points from 2018
•	 Designed to meet the DfE technical guidance

mailto:resources.feedback%40ocr.org.uk?subject=
http://www.ocr.org.uk/qualifications/cambridge-technicals-it-level-3-certificate-extended-certificate-introductory-diploma-foundation-diploma-diploma-05838-05842-2016-suite/
http://www.ocr.org.uk/qualifications/cambridge-technicals-it-level-3-certificate-extended-certificate-introductory-diploma-foundation-diploma-diploma-05838-05842-2016-suite/
http://www.ocr.org.uk/qualifications/cambridge-technicals-it-level-3-certificate-extended-certificate-introductory-diploma-foundation-diploma-diploma-05838-05842-2016-suite/
http://www.ocr.org.uk/qualifications/by-type/cambridge-technicals/cambridge-technicals-2016/#quals
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LINKS
Definition of cyber security

Cyber security aims to protect information - this web page provides a broad 
definition of cyber security.  It refers to the main aim of cyber security as protecting 
the confidentiality, integrity and availability of information.
Supports: LO1
Cost: Free to use
Format: Web page
http://www.itu.int/en/ITU-T/studygroups/com17/Pages/cyber security.aspx

Cisco Cyber security 101

Cyber security aims to protect information - this video provides a short 
introduction to cyber security.  It refers to the types of cyber security incidents that 
are faced by individuals, organizations and countries.
Supports: LO1
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=sdpxddDzXfE

10 Cyber Security Facts - WMNews Ep. 4

Types of cyber security incidents - this video provides a short introduction to cyber 
security incidents.  It refers to the types of cyber security incidents that are faced 
by individuals, organizations and countries.
Supports: LO1
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=0p3787JiFgQ

Financial services sector attracts most cyber crime, says PwC study

Types of cyber security incidents - this web page discusses cyber security incidents 
faced by the financial sector.
Supports: LO1
Cost: Free
Format: Web page
http://www.computerweekly.com/news/2240215532/Financial-services-sector-
attract-most-cyber-crime-says-PwC-study

UK sales teams are the most exposed to cyber  
attacks, study reveals 

Types of cyber security incidents - this news article discusses breaches of cyber 
security in business and industry.
Supports: LO1
Cost: Free
Format: Web page
http://www.computerweekly.com/news/4500249735/UK-sales-teams-are-the-
most-exposed-to-cyber-attacks-study-reveals

Top US Official Quits After Massive Government Hack  

Types of cyber security incidents - this news article discusses a cyber attack on the 
government in the United States.
Supports: LO1
Cost: Free to use
Format: Web page
http://www.securityweek.com/top-us-official-quits-after-massive-government-
hack-0

http://www.itu.int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx
https://www.youtube.com/watch?v=sdpxddDzXfE
https://www.youtube.com/watch?v=0p3787JiFgQ
http://www.computerweekly.com/news/2240215532/Financial-services-sector-attract-most-cyber-crime-says-PwC-study
http://www.computerweekly.com/news/2240215532/Financial-services-sector-attract-most-cyber-crime-says-PwC-study
http://www.computerweekly.com/news/4500249735/UK-sales-teams-are-the-most-exposed-to-cyber-attacks-study-reveals
http://www.computerweekly.com/news/4500249735/UK-sales-teams-are-the-most-exposed-to-cyber-attacks-study-reveals
http://www.securityweek.com/top-us-official-quits-after-massive-government-hack-0
http://www.securityweek.com/top-us-official-quits-after-massive-government-hack-0
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Catching the Big Phish: What are the Security Risks 

Facing Financial Organisations?               

Types of cyber security incidents - this news article provides information on cyber 
security incidents in the financial sector.
Supports: LO1
Cost: Free
Format: Web page
http://www.huffingtonpost.co.uk/david-emm/security-risks-facing-financial-
organisations_b_7601596.html

All your devices can be hacked

Types of cyber security incidents – this online article provides an overview of the 
potential for mobile devices to be affected by cyber security incidents.
Supports: LO1
Cost: Free
Format: Web page
http://www.ted.com/talks/avi_rubin_all_your_devices_can_be_hacked

NATO and cyber security, Information by NATO on  
the cyber security issues that it faces.

Types of cyber security incidents – this online article provides a discussion on the 
cyber security issues that are faced by NATO.
Supports: LO1
Cost: Free
Format: Web page
http://www.nato.int/cps/en/natolive/topics_78170.htm

Ryanair remains tight-lipped over £3.3m hacker theft

Ryanair remains tight-lipped over £3.3m hacker theft
The importance of cyber security - this news article discusses a hacking incident at 
Ryanair that resulted in theft.
Supports: LO1
Cost: Free
Format: Web page
http://www.computerweekly.com/news/4500245366/Ryanair-remains-tight-
lipped-over-33m-hacker-theft

NHS has repeated data breaches

The importance of cyber security - this news article provides information on cyber 
security breaches in the NHS.
Supports: LO1
Cost: Free
Format: Web page
http://www.bbc.co.uk/news/health-30037938

Internet of things: businesses must overcome data and  
privacy hurdles 

The importance of cyber security - this news article discusses the implication of 
cyber security incidents on the Internet of things.
Supports: LO1
Cost: Free to use
Format: Web page
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-
businesses-data-privacy

LINKS

http://www.huffingtonpost.co.uk/david-emm/security-risks-facing-financial-organisations_b_7601596.html
http://www.huffingtonpost.co.uk/david-emm/security-risks-facing-financial-organisations_b_7601596.html
http://www.ted.com/talks/avi_rubin_all_your_devices_can_be_hacked
http://www.nato.int/cps/en/natolive/topics_78170.htm
http://www.computerweekly.com/news/4500245366/Ryanair-remains-tight-lipped-over-33m-hacker-theft
http://www.computerweekly.com/news/4500245366/Ryanair-remains-tight-lipped-over-33m-hacker-theft
http://www.bbc.co.uk/news/health-30037938


CA
M

BRID
G

E TECH
N

ICA
LS IN

 IT
RESO

U
RCE LIN

KS

6

Smart TVs pose major security risk to government,  
healthcare and energy companies           

The importance of cyber security - this news article discusses how some smart 
televisions pose considerable risks to individuals, organisations and governments.
Supports: LO1
Cost: Free
Format: Web page
http://www.ibtimes.co.uk/samsung-smart-tvs-pose-major-security-risk-
government-healthcare-energy-companies-1504223

Cyber War, Cyber Space: National Security and Privacy  
in the Global Economy

The importance of cyber security - this video discusses the need to protect a state’s 
data, such as economic data and national security.
Supports: LO1
Cost: Free
Format: Video (42 minutes)
https://www.youtube.com/watch?v=hmQOiV8j6E0

2015 Cyber Security Intelligence Index

Threats to cyber security – this article discusses types of cyber security targets and 
trends.
Supports: LO2
Cost: Free
Format: Web page
http://www-03.ibm.com/security/data-breach/2015-cyber-security-index.html

Security Concepts: Computer Security Lectures 2014/15 S2

Threats to cyber security – this video provides an overview of cyber security issues.
Supports: LO2
Cost: Free
Format: Video (39 minutes)
https://www.youtube.com 
watch?v=pLEVNl8KtO4&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs

New Threats and Security Trends - CompTIA  
Security+ SY0-401: 2.6

Threats to cyber security – this video provides a short introduction to threats and 
emerging cyber security concerns.
Supports: LO2
Cost: Free
Format: Video (2 minutes)
https://www.youtube.com/watch?v=Tec1Yg7HMMg

Sophos Threatsaurus The A-Z  of computer and  
data security threats

Threats to cyber security – this document provides an overview of the different 
types of threats that digital systems face.
Supports: LO2
Cost: Free to use
Format: A pdf document
https://www.sophos.com/en-us/medialibrary/PDFs/other/sophosthreatsaurusaz.
Pdf?la=en

LINKS

http://www.ibtimes.co.uk/samsung-smart-tvs-pose-major-security-risk-government-healthcare-energy-companies-1504223
http://www.ibtimes.co.uk/samsung-smart-tvs-pose-major-security-risk-government-healthcare-energy-companies-1504223
https://www.youtube.com/watch?v=hmQOiV8j6E0
http://www-03.ibm.com/security/data-breach/2015-cyber-security-index.html
https://www.youtube.com/watch?v=pLEVNl8KtO4&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs
https://www.youtube.com/watch?v=pLEVNl8KtO4&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs
https://www.youtube.com/watch?v=Tec1Yg7HMMg
https://www.sophos.com/en-us/medialibrary/PDFs/other/sophosthreatsaurusaz.pdf?la=en
https://www.sophos.com/en-us/medialibrary/PDFs/other/sophosthreatsaurusaz.pdf?la=en
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
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25 Biggest Cyber Attacks In History           

Threats to cyber security – this video provides information on types of cyber 
security threats.
Supports: LO2
Cost: Free
Format: Video (14 minutes)
https://www.youtube.com/watch?v=Zl_BQoJqClM

The secret lives of hackers

Threats to cyber security – this video provides a short introduction to hacking – 
who does it and what are their motivations?
Supports: LO2
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=DKzi5CYNFAg

Insider Threats - CompTIA Network+ N10-006 - 3.2

Threats to cyber security – this video provides a short introduction to the issue of 
threats posed by ‘insiders’.
Supports: LO2
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=Urc-My8AnBY

Password Attacks - CompTIA Security+ SY0-401: 3.2

Threats to cyber security – this video provides a short introduction to the issue of 
password attacks.
Supports: LO2
Cost: Free
Format: Video (10 minutes)
https://www.youtube.com/watch?v=p4pLVN_hVsU

Introduction to Computer Security - Information 
Security Lesson #1 of 12

Threats to cyber security – this video provides an overview of threats, 
vulnerabilities and risks to cyber security.  It also discusses types of attackers, their 
targets and the impact of cyber security incidents.
Supports: LO2
Cost: Free
Format: Video (41 minutes)
https://www.youtube.com/watch?v=zBFB34YGK1U

Malware Overview - CompTIA Security+ SY0-401: 3.1
Threats to cyber security – this short video provides an introduction to the issue of 
malware.
Supports: LO2
Cost: Free to use
Format: Video (8 minutes)
https://www.youtube.com/watch?v=fpx5mym4Lfg

LINKSLINKSLINKS

https://www.youtube.com/watch?v=Zl_BQoJqClM
https://www.youtube.com/watch?v=DKzi5CYNFAg
https://www.youtube.com/watch?v=Urc-My8AnBY
https://www.youtube.com/watch?v=p4pLVN_hVsU
https://www.youtube.com/watch?v=zBFB34YGK1U
https://www.youtube.com/watch?v=fpx5mym4Lfg
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
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McAfee’s malware list       

Threats to cyber security - this website provides details of the latest malware 
affecting digital systems.
Supports: LO2
Cost: Free
Format: Website
http://www.mcafee.com/threat-intelligence/malware/latest.aspx

What Is the Difference: Viruses, Worms, Trojans, and Bots?

Threats to cyber security - this webpage provides an overview of viruses, worms, 
Trojans and Bots?
Supports: LO2
Cost: Free
Format: Web page
http://www.cisco.com/web/about/security/intelligence/virus-worm-diffs.html

Viruses and Worms - CompTIA Security+ SY0-401: 3.1

Threats to cyber security - this short video provides an introduction to virus and 
worm malware.
Supports: LO2
Cost: Free
Format: Video (10 minutes)
https://www.youtube.com/watch?v=O4xrTQyhr4g

Logic Bombs - CompTIA Security+ SY0-401: 3.12

Threats to cyber security – this short video provides an introduction to logic 
bombs malware.
Supports: LO2
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=1fJLS-Y-lUk

Trojans and Backdoors - CompTIA Security+ SY0-401: 3.1

Threats to cyber security = this short video provides an introduction to the issue of 
Trojans malware and backdoors.
Supports: LO2
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=T3VfcH0GpLg

Armored Virus - CompTIA Security+ SY0-401: 3.1
Threats to cyber security – this short video provides an introduction to the issue of 
armored virus malware.
Supports: LO2
Cost: Free to use
Format: Video (2 minutes)
https://www.youtube.com/watch?v=Nst7gqtWzgw 

LINKS

http://www.mcafee.com/threat-intelligence/malware/latest.aspx
http://www.cisco.com/web/about/security/intelligence/virus-worm-diffs.html
https://www.youtube.com/watch?v=O4xrTQyhr4g
https://www.youtube.com/watch?v=1fJLS-Y-lUk
https://www.youtube.com/watch?v=T3VfcH0GpLg
https://www.youtube.com/watch?v=Nst7gqtWzgw
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SQL Injection, XML Injection, and LDAP Injection  
- CompTIA Security+ SY0-401: 3.5   

Threats to cyber security = this short video that introduction to the issue of 
malware injections.
Supports: LO2
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=Tjc6xYjh46g

Heartbleed malware

Threats to cyber security – this web page provides an introduction to the issue of 
Heartbleed malware.
Supports: LO2
Cost: Free
Format: Web page

http://www.interpol.int/Crime-areas/Cybercrime/Advice/Heartbleed-bug

An Unprecedented Look at Stuxnet, the 
World’s First Digital Weapon
Threats to cyber security – this web page provides a discussion of Stuxnet 
malware. 
Supports: LO2
Cost: Free
Format: Web page
http://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/

Beware document based malware warns Sophos researcher

Threats to cyber security – this web page news article on macro attachments and 
malicious macros.
Supports: LO2
Cost: Free
Format: Web page
http://www.computerweekly.com/news/4500245083/Beware-document-based-
malware-warns-Sophos-researcher-James-Lyne

Zero-day Attacks - CompTIA Network+ N10-006 - 3.2

Threats to cyber security – this short video provides an overview of the issue of 
Zero Day malware.
Supports: LO2
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=KG8kFakfS7w

Adware and Spyware - CompTIA Security+ SY0-401: 3.1
An introduction to the issue of adware or spyware infection.
Supports: LO2
Cost: Free to use
Format: Video (6 minutes)
https://www.youtube.com/watch?v=thZNqWY2GVM

LINKSLINKS

https://www.youtube.com/watch?v=Tjc6xYjh46g
http://www.interpol.int/Crime-areas/Cybercrime/Advice/Heartbleed-bug
http://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
http://www.computerweekly.com/news/4500245083/Beware-document-based-malware-warns-Sophos-researcher-James-Lyne
http://www.computerweekly.com/news/4500245083/Beware-document-based-malware-warns-Sophos-researcher-James-Lyne
https://www.youtube.com/watch?v=KG8kFakfS7w
https://www.youtube.com/watch?v=thZNqWY2GVM
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Cisco Networking 101: Botnet       

Threats to cyber security – this short video provides an introduction to the issue of 
Botnets.
Supports: LO2
Cost: Free
Format: Video (7 minutes)
https://www.youtube.com/watch?v=GrFQLYMRJpg

Botnets - CompTIA Security+ SY0-401: 3.1

Threats to cyber security – this short video provides an introduction to Botnets.
Supports: LO2
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=Z8KtojO5eGI

Action Fraud - Phishing

Threats to cyber security – this web page provides an overview of the issue of 
phishing.
Supports: LO2
Cost: Free
Format: Web page
http://www.actionfraud.police.uk/fraud-az-phishing

How to recognise phishing scams and fraudulent e-mail

Threats to cyber security – this web page provides advice on how to recognize 
phishing scams and fraudulant emails.
Supports: LO2
Cost: Free
Format: Web page
https://www.natlbank.com/NBCT/media/pdfs/phishing.pdf

Spear Phishing

Threats to cyber security – this document provides an overview of spear phishing.
Supports: LO2
Cost: Free
Format: A pdf document
http://www.cpni.gov.uk/documents/publications/2013/2013053-spear-phishing-
understanding-the-threat.pdf?epslanguage=en-gb

Mitigate risk of a spear phishing attack
Threats to cyber security – this webinar provides an overview of a spear phishing 
attack.
Supports: LO3
Cost: Free to use
Format: Webinar
http://www.youtube.com/watch?v=NTChOFG9osQ

LINKS

https://www.youtube.com/watch?v=GrFQLYMRJpg
https://www.youtube.com/watch?v=Z8KtojO5eGI
https://www.natlbank.com/NBCT/media/pdfs/phishing.pdf
http://www.cpni.gov.uk/documents/publications/2013/2013053-spear-phishing-understanding-the-threat.pdf?epslanguage=en-gb
http://www.cpni.gov.uk/documents/publications/2013/2013053-spear-phishing-understanding-the-threat.pdf?epslanguage=en-gb
http://www.youtube.com/watch?v=NTChOFG9osQ
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Fake ‘Urgent billing update’ email leads to Virgin Media, PayPal 
phishing page       

Threats to cyber security – this web page provides an overview of the issue of 
phishing and spear phishing.
Supports: LO2
Cost: Free
Format: An online news article online.
http://www.net-security.org/secworld.php?id=18153

Tip of the Spear: Phishing or Spear Phishing?

Threats to cyber security – this web page provides an overview of the issue of 
phishing and spear phishing.
Supports: LO2
Cost: Free
Format: Web page
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing

Whaling? These scammers target big fish

Threats to cyber security – this web page provides an overview of whaling.
Supports: LO2
Cost: Free
Format: Web page
http://www.scambusters.org/whaling.html

Whaling - CompTIA Security+ SY0-401: 3.3

Threats to cyber security – this short video provides an introduction to the issue of 
whaling.
Supports: LO2
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=IasCyIKGwlA

Man-in-the-Middle Attacks - CompTIA Security+ SY0-401: 3.2

Threats to cyber security – this short video provides an introduction to Man-in-the-
Middle attacks.
Supports: LO2
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=p4pLVN_hVsU

Vishing - CompTIA Security+ SY0-401: 3.2
Threats to cyber security – this short video provides an introduction to vishing.
Supports: LO2
Cost: Free to use
Format: Video (3 minutes)
https://www.youtube.com/watch?v=aL_m6jelF1M

LINKS

http://www.net-security.org/secworld.php?id=18153
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing%0D
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing
http://www.scambusters.org/whaling.html
https://www.youtube.com/watch?v=IasCyIKGwlA
https://www.youtube.com/watch?v=p4pLVN_hVsU
https://www.youtube.com/watch?v=aL_m6jelF1M
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Denial of Service - CompTIA Security+ SY0-401: 3.2       

Threats to cyber security – this short video provides an introduction to the issue of 
denial of service attacks.
Supports: LO2
Cost: Free
Format: Video (7 minutes)
https://www.youtube.com/watch?v=AlamrKauXrg

Denial of Service and Intrusion Detection - Information  
Security Lesson #11 of 12 - an overview of denial of service  
and intrusion detection

Threats to cyber security – this video provides an overview of denial of service and 
intrusion detection.
Supports: LO2
Cost: Free
Format: Video (27 minutes)
https://www.youtube.com/watch?v=0_59AocrBVo

Spam - CompTIA Security+ SY0-401: 3.2

Threats to cyber security – this short video provides introduction to spam and 
types of spam.
Supports: LO2
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=ffMmcUss2KY

Social Engineering - CompTIA Network+ N10-006 - 3.2

Threats to cyber security  - this short video provides an introduction to social 
engineering.
Supports: LO2
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=xcJV2JGeVn0

Net Losses: Estimating the Global Cost of Cybercrime  
Economic impact of cybercrime II

Impacts of cyber security incidents – this document provides an overview of the 
impacts and costs of cyber security incidents.
Supports: LO2
Cost: Free
Format: A pdf document
http://www.mcafee.com/uk/resources/reports/rp-economic-impact-cybercrime2-
summary.pdf

The Law and Ethics
Other considerations of cyber security – this set of documents includes a session 
plan, a presentation, questions and answers on hacking, the legal implications of 
hacking and what constitutes ‘good’ and ‘bad’ hacking.
Supports: LO2
Cost: Free to use
Format: A set of pdf documents
http://www.bigambition.co.uk/secure-futures/resources/teachers3/

LINKS

https://www.youtube.com/watch?v=AlamrKauXrg
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing%0D
https://www.youtube.com/watch?v=0_59AocrBVo
https://www.youtube.com/watch?v=ffMmcUss2KY
https://www.youtube.com/watch?v=xcJV2JGeVn0
http://www.mcafee.com/uk/resources/reports/rp-economic-impact-cybercrime2-summary.pdf
http://www.mcafee.com/uk/resources/reports/rp-economic-impact-cybercrime2-summary.pdf
http://www.bigambition.co.uk/secure-futures/resources/teachers3/
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A sensible way forward on surveillance?   

Other considerations of cyber security – this online news article discusses the issue 
of surveillance and the ethical considerations associated with it.
Supports: LO2
Cost: Free
Format: Online news article
http://www.bbc.co.uk/news/uk-33092737

Personal Privacy and Security: Computer Security Lectures  
2014/15 S2 An overview of personal privacy  
and cyber security

Other considerations of cyber security – this video provides discussion on the 
issues relating to personal privacy and security and cyber security.
Supports: LO2
Cost: Free
Format: Video (39 minutes)
https://www.youtube.com/
watch?v=ffLlhPszqbo&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs&index=2

Cyber Risks

Cyber security risk management – this video provides an overview of the risks to 
cyber security from various threats and vulnerabilities.
Supports: LO3
Cost: Free
Format: Video (36 minutes)
https://www.youtube.com/watch?v=K1BKhPzW8TA

Information Classification - CompTIA Security+ SY0-401: 2.6

Cyber security risk management – this short video provides an introduction to 
how information can be classified.
Supports: LO3
Cost: Free
Format: Video (2 minutes) 
https://www.youtube.com/watch?v=qlowAtwWAmU

Introduction to Risk Assessment

Cyber security risk management – this video provides an overview of risk 
assessment.
Supports: LO3
Cost: Free
Format: Video (57 minutes)
https://www.youtube.com/watch?v=KXuKFckeHzs

Information Security Management: Computer  
Security Lectures 2014/15 S1
Cyber security risk management – this video discusses risk analysis and risk 
management.
Supports: LO3
Cost: Free to use
Format: Video (29 minutes)
https://www.youtube.com/watch?v=IkJ7x6yI8W0

LINKS

http://www.bbc.co.uk/news/uk-33092737
https://www.youtube.com/watch?v=ffLlhPszqbo&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs&index=2
https://www.youtube.com/watch?v=ffLlhPszqbo&list=PLUhmDd3hiISlAbnD8eWlDjetsj1eJmiZs&index=2
https://www.youtube.com/watch?v=K1BKhPzW8TA
https://www.youtube.com/watch?v=qlowAtwWAmU
https://www.youtube.com/watch?v=KXuKFckeHzs
https://www.youtube.com/watch?v=IkJ7x6yI8W0


CA
M

BRID
G

E TECH
N

ICA
LS IN

 IT
RESO

U
RCE LIN

KS

14

Assessment Types - CompTIA Security+ SY0-401: 3.7  

Cyber security risk management – this short video provides an introduction to the 
differences between risks, vulnerabilities and threats.
Supports: LO3
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=KXuKFckeHzs

Critical Security Controls Guidance

Cyber security risk management – this web page provides an overview of cyber 
security control methods.
Supports: LO3
Cost: Free
Format: Web page
http://www.cpni.gov.uk/advice/cyber/Critical-controls/

Vulnerability Scanning - CompTIA Security+ SY0-401: 3.8

Testing and monitoring measures – this short video provides an introduction to 
vulnerability testing.
Supports: LO3
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=kC3EgfI53VE

Cisco Intrusion Prevention System

Testing and monitoring measures – this short video provides an introduction to 
intrusion prevention systems.
Supports: LO3
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=3Tvqo41Mhc0

Cisco Network-Based Intrusion Prevention Case  
Study on network-based intrusion prevention

Testing and monitoring measures – this web page provides a case study of a 
network-based intrusion method used by Cisco.
Supports: LO3
Cost: Free
Format: Web page
http://www.cisco.com/web/about/ciscoitatwork/security/csirt_network-based_
intrusion_prevention_system_web.html

Fuzzing - CompTIA Security+ SY0-401: 4.1
Testing and monitoring measures – this short video provides an introduction to 
the fuzzing technique of system testing.
Supports: LO3
Cost: Free to use
Format: Video (4 minutes)
https://www.youtube.com/watch?v=CdAekWEN4wA

LINKS

https://www.youtube.com/watch?v=KXuKFckeHzs
http://www.cpni.gov.uk/advice/cyber/Critical-controls/
https://www.youtube.com/watch?v=kC3EgfI53VE
https://www.youtube.com/watch?v=3Tvqo41Mhc0
http://www.cisco.com/web/about/ciscoitatwork/security/csirt_network-based_intrusion_prevention_system_web.html
http://www.cisco.com/web/about/ciscoitatwork/security/csirt_network-based_intrusion_prevention_system_web.html
https://www.youtube.com/watch?v=CdAekWEN4wA
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The Honeypot Project

Testing and monitoring measures – this website provides an overview of the use of 
honeypots.
Supports: LO3
Cost: Free
Format: Website
http://www.honeynet.org/

CPNI UK 20 Critical Security Controls for Cyber Defence

Cyber security controls – this short video provides an introduction to security 
controls.
Supports: LO3
Cost: Free
Format: Video (7 minutes)
https://www.youtube.com/watch?v=2xWYMhy-Zds

Physical Security Controls - CompTIA Network+  
N10-006 - 3.4 - an introduction to physical security controls.

Cyber security controls – this short video provides an introduction to physical 
security controls.
Supports: LO3
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=xatI10UGTRU

Hardware Security - CompTIA Security+ SY0-401: 4.3

Cyber security controls – this short video provides an introduction to hardware 
security controls.
Supports: LO3
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=BqvV6SOBVLs

Operating System Security and Settings  
- CompTIA Security+ SY0-401: 4.3

Cyber security controls – this short video provides a short introduction to 
operating system security controls.
Supports: LO3
Cost: Free
Format: Video (2 minutes)
https://www.youtube.com/watch?v=pT_aSqHq3hU

Patch Management - CompTIA Security+ SY0-401: 4.3
Cyber security controls – this short video provides an introduction to patch 
management.
Supports: LO3
Cost: Free to use
Format: Video (4 minutes)
https://www.youtube.com/watch?v=lDCgSbrKKGc

LINKS

http://www.honeynet.org/
https://www.youtube.com/watch%3Fv%3DKXuKFckeHzs
https://www.youtube.com/watch?v=2xWYMhy-Zds
https://www.youtube.com/watch?v=xatI10UGTRU
https://www.youtube.com/watch?v=BqvV6SOBVLs
https://www.youtube.com/watch?v=pT_aSqHq3hU
https://www.youtube.com/watch?v=lDCgSbrKKGc
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
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Patching: prevention against attack

Cyber security controls – this web page provides an overview of software patching.
Supports: LO3
Cost: Free
Format: Web page
http://www.cpni.gov.uk/advice/cyber/Patching/

Anti-Malware - CompTIA Security+ SY0-401: 4.3

Cyber security controls – this short video provides an introduction to anti-malware.
Supports: LO3
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=7Kq1bBxUqLM

States of Data - CompTIA Security+ SY0-401: 4.4

Cyber security controls – this short video provides a short introduction to securing 
data that is in-transit, at-rest and in-use.
Supports: LO3
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=OfWZmxrvUgI

Data Encryption - CompTIA Security+ SY0-401: 4.4

Cyber security controls – this short video provides an introduction to data 
encryption.
Supports: LO3
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=7CfinirgcI4

Encryption Part II: Security on the Web 1

Cyber security controls – this short video provides an overview of selecting and 
securing passwords.
Supports: LO3
Cost: Free
Format: Video (7 minutes)
https://www.youtube.com/watch?v=_wlMJDFyP_E

Encryption Part II: Security on the Web 2

Cyber security controls – this video provides an overview of the need for robust 
passwords.
Supports: LO3
Cost: Free
Format: Video (14 minutes)
https://www.youtube.com/watch?v=0OUat9K-6RE

LINKS

http://www.cpni.gov.uk/advice/cyber/Patching/
https://www.youtube.com/watch%3Fv%3DKXuKFckeHzs
https://www.youtube.com/watch?v=7Kq1bBxUqLM
https://www.youtube.com/watch?v=OfWZmxrvUgI
https://www.youtube.com/watch?v=7CfinirgcI4
https://www.youtube.com/watch?v=_wlMJDFyP_E
https://www.youtube.com/watch?v=0OUat9K-6RE
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Encryption Part II: Security on the Web 5
Cyber security controls – this video discusses security methods that can be can be 
applied when accessing the Internet.
Supports: LO3
Cost: Free to use
Format: Video (18 minutes))
https://www.youtube.com/watch?v=M5z6o6SbdE4

Hardware-based Encryption - CompTIA Security+  
SY0-401: 4.4

Cyber security controls – this short video provides an introduction to hardware 
based encryption.
Supports: LO3
Cost: Free
Format: Video (6 minutes)
https://www.youtube.com/watch?v=eWCCYXywfOI

Mobile BYOD Concerns - CompTIA Security+ SY0-401: 4.2

Cyber security controls – this short video provides an introduction to the issues of 
security and bringing devices to work.
Supports: LO3
Cost: Free
Format: Video (8 minutes)
https://www.youtube.com/watch?v=hiHLGSTCDf8

Bring your own devices (BYOD)

Cyber security controls – this document provides an overview of bring your own 
device issues (BYOD) issues.
Supports: LO3
Cost: Free
Format: PDF document
https://ico.org.uk/media/for-organisations/documents/1563/ico_bring_your_
own_device_byod_guidance.Pdf

Mobile Application Security - CompTIA  
Security+ SY0-401: 4.2

Cyber security controls – this short video provides an introduction to mobile 
application security.
Supports: LO3
Cost: Free
Format: Video (6 minutes)
https://www.youtube.com/watch?v=2ZJtxvhqvTA

Data Policies - CompTIA Security+ SY0-401: 4.4

Cyber security controls – this short video provides an introduction to various 
policies that can be produced and referred to for securing data.
Supports: LO3
Cost: Free
Format: Video (5 minutes)
https://www.youtube.com/watch?v=K6VudXYafZw

LINKSLINKS

https://www.youtube.com/watch?v=M5z6o6SbdE4
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
https://www.youtube.com/watch?v=eWCCYXywfOI
https://www.youtube.com/watch%3Fv%3DKXuKFckeHzs
https://www.youtube.com/watch?v=hiHLGSTCDf8
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing
https://www.fishnetsecurity.com/6labs/blog/tip-spear-phishing-or-spearphishing
https://www.youtube.com/watch?v=2ZJtxvhqvTA
https://www.youtube.com/watch?v=K6VudXYafZw
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Identification, Authentication, and Authorization  
- CompTIA Security+ SY0-401: 5.2
Cyber security controls – this short video provides an introduction to identification, 
authentication and authorization methods of security.
Supports: LO3
Cost: Free to use
Format: Video (3 minutes)
https://www.youtube.com/watch?v=bv6QL0H8kAY

Authorization and Access Control - CompTIA  
Security+ SY0-401: 5.2

Cyber security controls – this short video provides an introduction to authorization 
and access control.
Supports: LO3
Cost: Free
Format: Video (3 minutes)
https://www.youtube.com/watch?v=6aXMuJPkuiU

Managing Password Policies - CompTIA  
Security+ SY0-401: 5.3

Cyber security controls – this short video provides an introduction to managing 
password policies.
Supports: LO3
Cost: Free
Format: Video (4 minutes)
https://www.youtube.com/watch?v=wu3CNkaoVmI

Six tips for building a 2015 proof BYOD policy

Cyber security controls – this web page provides an overview of procedures for 
securing mobile devices at work.
Supports: LO3
Cost: Free
Format: Web page
http://www.information-age.com/technology/mobile-and-
networking/123459392/six-tips-building-2015-proof-byod-policy

Contingency Planning: Computer Security  
Lectures 2014/15 S1

Responding to a cyber security incident – this video provides an overview of 
contingency planning.
Supports: LO4
Cost: Free
Format: Video (24 minutes)
https://www.youtube.com/watch?v=2ZJtxvhqvTA

Live System Analysis - part 2: Computer Security 

Lectures 2014/15 S1

Responding to a cyber security incident – this video discusses how to respond to a 
cyber security incident.
Supports: LO4
Cost: Free
Format: Video (25 minutes)
https://www.youtube.com/watch?v=7MhCz6KI1To

LINKS

https://www.youtube.com/watch?v=bv6QL0H8kAY
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
https://www.youtube.com/watch?v=6aXMuJPkuiU
https://www.youtube.com/watch%3Fv%3DKXuKFckeHzs
https://www.youtube.com/watch?v=wu3CNkaoVmI
http://www.information-age.com/technology/mobile-and-networking/123459392/six-tips-building-2015-proof-byod-policy
http://www.information-age.com/technology/mobile-and-networking/123459392/six-tips-building-2015-proof-byod-policy
https://www.youtube.com/watch?v=2ZJtxvhqvTA
https://www.youtube.com/watch?v=7MhCz6KI1To
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Cisco’s Computer Security Incident Response Team (CSIRT)
Responding to a cyber security incident – this web page provides an overview of 
Cisco’s computer security incident response team (CSIRT).
Supports: LO4
Cost: Free to use
Format: Web page
https://tools.cisco.com/security/center/emergency.x?i=56#3

CSIRT Monitoring for the Cisco House at the London 
 2012 Olympics Games

Responding to a cyber security incident – this short video provides a discussion of 
cyber security and the London 2012 Olympics Games.
Supports: LO4
Cost: Free
Format: Video
http://www.youtube.com/watch?v=Hx8iGQIJ-aQ

Cisco’s Playbook

Responding to a cyber security incident – this web page provides an overview of 
Cisco’s Playbook.
Supports: LO4
Cost: Free
Format: Web page
https://blogs.cisco.com/security/using-a-playbook-model-to-organize-your-
information-security-monitoring-strategy/

The Centre for Protection for National Infrastructure (CPNI):  
First Responder’s Guide Policy and Principles (Incident Management)

Responding to a cyber security incident – this document provides an overview of 
how to respond to a cyber security incident.
Supports: LO4
Cost: Free
Format: A pdf document
http://www.cpni.gov.uk/Documents/Publications/2007/2007011-First_
responders_guide.pdf

2014 Cyber Security Session 24 - Cyber Security Incident Response

Cyber security incident report – this video provides an overview of how to respond 
to a cyber security incident.
Supports: LO4
Cost: Free
Format: Video (39 minutes)
https://www.youtube.com/watch?v=gAb8G0Poj5Y

Incident response and management

Responding to a cyber security incident – this web page provides an overview of 
how to respond to and manage an incident.   
Supports: LO4
Cost: Free
Format: Web page
http://www.sans.org/critical-security-controls/control/18

LINKS

https://tools.cisco.com/security/center/emergency.x?i=56#3
http://www.theguardian.com/media-network/2015/jun/01/internet-of-things-businesses-data-privacy
http://www.youtube.com/watch?v=Hx8iGQIJ-aQ
https://www.youtube.com/watch%3Fv%3DKXuKFckeHzs
https://blogs.cisco.com/security/using-a-playbook-model-to-organize-your-information-security-monitoring-strategy/
https://blogs.cisco.com/security/using-a-playbook-model-to-organize-your-information-security-monitoring-strategy/
http://www.cpni.gov.uk/Documents/Publications/2007/2007011-First_responders_guide.pdf
http://www.cpni.gov.uk/Documents/Publications/2007/2007011-First_responders_guide.pdf
https://www.youtube.com/watch?v=gAb8G0Poj5Y
http://www.sans.org/critical-security-controls/control/18
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