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Unit 2.3 Robust Programs; Lesson 1 Defensive Design Considerations
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Unit 2.3 Robust Programs; Lesson 2 Testing Programs












How will I encourage engagement?





Watch the video about the Sony hack and discuss this issues


	


Notes: 


What caused the SONY hack?


What are the outcomes of this hack?


How could SONY have prevented the attack?


How might SONY alter their programs to prevent this kind of attack in the future?








Engagement





The Big Picture





Why is this relevant for the learners? 





Introduce how software and program bugs can lead to issues for the user and also the business





Notes: 





Ask students to discuss any stories or experiences that they have had regarding software problems


Make a list of these


Have they discovered any bugs in their own programs and code?








Objectives





What should the learners be confident/able to do at the end of the session? 





To understand the elements of defensive program design 


Know how comments and indentation can support maintainability


Describe the role of testing, including how to identify errors and select appropriate test data.	


Notes: These are the core learning that the students should develop during the lesson. This will link to the activities that provide ability to assess the Objectives.











Assessment for Learning





Key Words





The Sticking Points





Expected Progress: 


Define the term secondary storage


Completes the two activities and can identify the areas that they got incorrect


Makes some contribution towards discussions


Expected Progress: This is likely to be activities and Learning tasks that meet your expectations for the class progress towards the objectives


Good Progress: 


Completes two activities and demonstrates a reasonable understanding of the content


Requires some support / help to move understating forward


Participates in discussion


Good Progress: This would show a development from basic understanding and be indicative that some students use stretch and challenge material during the lesson


Exceptional Progress: 


Student completes all three activities well.


Uses the correct terminology and can explain the various keywords


Leads discussions 


Exceptional Progress: This would indicate the level of progress if all extension activities have been completed and at 8/9 levels of understanding








Learners should be able to use the following words confidently:





Data Validation


Data Sanitisation


Authentication


�
Maintainability 


Comments


Indentation


�
�



Multiple Choice Questions will assess these keywords; use the MCQs supplied. 





You may wish to customise these as needed.





What activities will the learners undertake?


 


What is data sanitation?


What is data validation?


Why are they used?


How coders can anticipate misuse and use authentication to stop it


Examples of authentication


The use of comments and indentations in programs





Notes: A list of concepts that you want the learner to remember by the end of the lesson.





Notes





Differentiation





How will I enable access to each area of learning for my learners?





Level of discussion regarding answers


Use of everyday examples to place content in accessible content


20 MCQ increasing in difficulty


A range of Plenary activities





Notes:  Use of Stretch Task Ideas supplied may support high end differentiation.


You will need to modify the resources to meet the needs of your pupils specifically. You may wish to refer to Departmental or School policies on differentiation methods used within your centre.





How will I check that students have retained the knowledge?





Play Pictionary draw words / terms related to the lesson content.


Evaluate your programs, are they robust, make a list of features that are and that are not


Apply defensive design to your own programs.








Notes: Use the MCQs to check basic understanding of Key Words and Topics.


Use the LOR to develop deeper knowledge and allow Peer Assessment and Review.  This can be developed to use the LOR ideas as homeworks etc.








Homework / Flipped Learning





Students create a poster called “Top 10 tips for programmers”


This could be set as an extension task or as a homework task








Summary / Plenary





Activity 3 / Extension





How will I challenge high ability learners, or extend the lesson activities if needed?





Slide 22 – students research and make lists of programs that require authentication before allowing access


Create a list of programs and describe what authentication takes place


Comments on any validation checks that may take place





Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.








Activity 1





What tasks will I ask the pupils to complete to develop their understanding during the lesson?





Students are given a set of cards which they sort into a table.


This will name of the validation technique, give a definition and also an example


Students could stick them into their books for future reference.





Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.








Activity 2





What tasks will I ask the pupils to complete to develop their understanding during the lesson?





Look at the input sanitisation examples on slide 13 and identify the errors, 


Students discuss their answers and the possible associated issues.





Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.





Why is this relevant for the learners? 





Introduce how software errors and bugs can cause major issues for business and users


STARTER: Students make a list of tests, one for each letter of the alphabet.





Notes: 


Ask students to discuss any stories or experiences that they have had regarding software problems


Make a list of these


Have they discovered any bugs in their own programs and code?











How will I encourage engagement?





Watch the video about the HEART BLEED bug and discuss this issues


Students read the Twitter news story about a code bug and the impact


Lead into a need for effective testing	





Notes: 


What errors have you come across?


Could the Heartbleed have been avoided?


Who is responsible for the Heartbleed bug?








Engagement





The Big Picture





Objectives





What should the learners be confident/able to do at the end of the session? 





Understand the purpose of testing


Identify different types of program errors


Know the difference between iterative and terminal testing


Be able to select suitable test data	





Notes: These are the core learning that the students should develop during the lesson. This will link to the activities that provide ability to assess the Objectives.











Assessment for Learning





Key Words





The Sticking Points





Expected Progress: 


Completes the two activities and can identify the areas that they got incorrect


Identifies some errors


Makes some contribution towards discussions


Expected Progress: This is likely to be activities and Learning tasks that meet your expectations for the class progress towards the objectives


Good Progress: 


Completes two activities and demonstrates a reasonable understanding of the content


Identifies the errors and can classify some


Requires some support / help to move understating forward


Participates in discussion


Good Progress: This would show a development from basic understanding and be indicative that some students use stretch and challenge material during the lesson


Exceptional Progress: 


Student completes all three activities well.


Uses the correct terminology and can explain the various keywords


Can explain identify the Syntax / Logic errors and explain their reasoning


Leads discussions


Exceptional Progress: This would indicate the level of progress if all extension activities have been completed and at 8/9 levels of understanding








What activities will the learners undertake?


 


What is an error and how they are caused?


The purpose of testing


The difference between iterative and final/ terminal testing


To be able to identify Syntax and Logic errors


Know what data is suitable test data.





Notes: A list of concepts that you want the learner to remember by the end of the lesson.





Learners should be able to use the following words confidently:





Iterative testing


Final/terminal testing


Syntax Errors


Logic errors


Test Data


�
�
�



Multiple Choice Questions will assess these keywords; use the MCQs supplied. 





You may wish to customise these as needed.





Notes





Differentiation





How will I enable access to each area of learning for my learners?





Level of discussion regarding answers


Stretch students by playing ‘sabotage’ 


Level of discussion regarding answers


Use of everyday examples to place content in accessible content


20 MCQ increasing in difficulty


Notes:  Use of Stretch Task Ideas supplied may support high end differentiation.


You will need to modify the resources to meet the needs of your pupils specifically.  You may wish to refer to Departmental or School policies on differentiation methods used within your centre.














Summary / Plenary





Homework / Flipped Learning





How will I check that students have retained the knowledge?





Share with another student three new elements that you have learnt this lesson


Open a program that you have written and test it for errors.


Identify the errors in terms of syntax or logic


Create an example of a logic error in a programing language of your choice





Notes: Use the MCQs to check basic understanding of Key Words and Topics.


Use the LOR to develop deeper knowledge and allow Peer Assessment and Review.  This can be developed to use the LOR ideas as homeworks etc.





Activity 2





What tasks will I ask the pupils to complete to develop their understanding during the lesson?





Know students have an understanding of Syntax and Logic errors they return to the code on slide 11 and classify the error as either Syntax or Logic


Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.





Activity 1





What tasks will I ask the pupils to complete to develop their understanding during the lesson?





Students look at the code on slide 11 and identify the errors


Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.








Activity 3 / Extension





How will I challenge high ability learners, or extend the lesson activities if needed?





Students create a test plan with suitable data.  This could be a practice task or related to a program which they have created


Notes:  Use the Activities given to develop the student’s knowledge of the topic.  Each activity may need further differentiation/adaptation for you needs.


Reference the Common Misconceptions/FAQ guide to support your delivery of the topic.


�
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