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Module 2 – Mitigating risks for a project
Beating your attackers at their own game!
15 minutes

Instructions and answers for teachers
Introduction – for the teacher

Your learners will answer questions in this activity – they may use the internet to do so, their mobile phones, or other resources.
Teacher instructions/answers

If possible, email Activity 1 to your learners; if not, hand out the hard copies and ask them to complete the answers that they know, then to look on the internet using their mobile phones or a computer.

Answers:

1) 1D, 2C, 3A, 4B
· Never visit untrusted websites for any reason whatsoever.
· Don’t click on pop-up ads.
· Never click on any links in an email unless you know the sender really well.
· Keep up-to-date anti-virus on your computer.
· Keep your operating system and other software up to date.
· Don’t use other peoples’ memory sticks on your computer.
· Don’t lend your memory stick to anyone.
· Keep your anti-virus software up to date.
· Don’t open email attachments unless you are expecting it/know what it is/who sent it.
2) A Trojan horse is a computer program that disguises itself as being useful but it really contains a virus.

3) It is when you go with someone who has authorised entry but you haven’t.
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Activity 1 – Beating your attackers at their own game!
Learner Activity

Introduction – for the learner


Learner instructions
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We appreciate that practitioners are knowledgeable in relation to what works for them and their learners. Therefore, this resource should not restrict or impact on practitioners’ creativity to deliver excellent learning opportunities. Whether you are an experienced practitioner or new to the sector, we hope you find something in this resource which will help you to deliver excellent learning opportunities.


This resource does not cover all the content in the specification.





OCR Resources: the small print�OCR’s resources are provided to support the delivery of OCR qualifications, but in no way constitute an endorsed teaching method that is required by the Board, and the decision to use them lies with the individual teacher.   Whilst every effort is made to ensure the accuracy of the content, OCR cannot be held responsible for any errors or omissions within these resources. �© OCR 2018 - This resource may be freely copied and distributed, as long as the OCR logo and this message remain intact and OCR is acknowledged as the originator of this work.


OCR acknowledges the use of the following content: n/a


Please get in touch if you want to discuss the accessibility of resources we offer to support delivery of our qualifications: � HYPERLINK "mailto:resources.feedback@ocr.org.uk" �resources.feedback@ocr.org.uk�





We’d like to know your view on the resources we produce. By clicking on ‘�HYPERLINK "mailto:resources.feedback@ocr.org.uk?subject=I%20liked%20the%20OCR%20Cambridge%20Nationals%20in%20Information%20Technologies%20–%20Lesson%201%20–%20Activity%201%20–%20Module%202"��Like�’ or ‘�HYPERLINK "mailto:resources.feedback@ocr.org.uk?subject=I%20disliked%20the%20OCR%20Cambridge%20Nationals%20in%20Information%20Technologies%20–%20Lesson%201%20–%20Activity%201%20–%20Module%202"��Dislike�’ you can help us to ensure that our resources work for you. When the email template pops up please add additional comments if you wish and then just click ‘Send’. Thank you.


Whether you already offer OCR qualifications, are new to OCR, or are considering switching from your current provider/awarding organisation, you can request more information by completing the Expression of Interest form which can be found here: � HYPERLINK "http://www.ocr.org.uk/expression-of-interest" �www.ocr.org.uk/expression-of-interest�


Looking for a resource? There is now a quick and easy search tool to help find free resources for your qualification: ��HYPERLINK "http://www.ocr.org.uk/i-want-to/find-resources/"�www.ocr.org.uk/i-want-to/find-resources/


�





You are going to fill in answers using firstly, your own knowledge, then you will research the questions and complete the answers.





Pair up a SAFETY number with the letter for an ACTION to show which go together


�
SAFETY �
�
ACTION�
�
1�
Install a firewall�
A�
Protection against hackers�
�
2�
Install antivirus software�
B�
Helps protect against rootkits and other threats�
�
3�
Use strong passwords�
C�
Protects your computer against unauthorised software or code�
�
4�
Install all up-to-date patches to your software�
D�
Creates a barrier between a malware program from the internet and your computer�
�



List 4 ways to avoid being a victim of ransomware. You may use this link, or find your own: � HYPERLINK "https://ukba.co.uk/blog/news/ransomware-what-it-is-and-how-to-avoid-it-2/" �https://ukba.co.uk/blog/news/ransomware-what-it-is-and-how-to-avoid-it-2/�





………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………





List 4 or more ways you can reduce the risk of getting a virus. You may use this link, or find your own: � HYPERLINK "https://www.bbc.com/education/guides/zrpycdm/revision/2" �https://www.bbc.com/education/guides/zrpycdm/revision/2� 


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………





What is a Trojan Horse?


………………………………………………………………………………………………………………





Use the internet to find out what ‘tailgating’ or ‘piggybacking’ is and write it clearly below.


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………


………………………………………………………………………………………………………………
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