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Module 4 – Mitigating risks for a project
Could my identity be stolen?
15 minutes

Instructions and answers for teachers
Introduction – for the teacher

You will need to give the instructions to the learner and ask them to complete the two forms.
Teacher instructions/answers

The idea is that your learners will have a clearer view of the current risks they run for identity theft.

You may need to help some learners with the SWOT analysis.

It is advisable to leave 5 minutes spare at the end of the lesson for a plenary for guidance in case some of your learners have concerns.

[image: image5.png]



[image: image6.jpg]OCR

Oxford Cambridge and RSA



[image: image7.jpg]OCR

Oxford Cambridge and RSA




Activity 1 – Could my identity be stolen?
Learner Activity

Introduction – for the learner
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Learner instructions
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	STRENGTHS


	WEAKNESSES

	OPPORTUNITIES


	THREATS


We appreciate that practitioners are knowledgeable in relation to what works for them and their learners. Therefore, this resource should not restrict or impact on practitioners’ creativity to deliver excellent learning opportunities. Whether you are an experienced practitioner or new to the sector, we hope you find something in this resource which will help you to deliver excellent learning opportunities.


This resource does not cover all the content in the specification.
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You are going to look at the opportunities you allow for your identity to be stolen.


You will first fill in a risk assessment to assess your online and computer use, then you will complete a SWOT analysis so that you can see the situation clearly.





Risk assessment for identity theft


Tick the boxes to show what your passwords usually contain? 


Letters


Numbers


Other characters





Who else knows your passwords?


No-one


Family members


Friends





Which of these online services do you use?


Social networking sites


Chat rooms


Forums


Internet banking








What security measures do you take?


Burglar alarm


PC firewall


Home safe


Passwords to open files





Do you use the same password for more than one site or computer?


Yes


No





Do you ever write your password down?


Yes


No





Where is your wallet or purse at the moment?


……………………………………….……………





Have you ever put any images of yourself or your school online?


Yes


No





When you are online, have you ever given out your:


Name


Age


Address





SWOT analysis for identity theft


Using your risk assessment, please fill in the boxes below to show what you do well (strengths), what your weaknesses are, what opportunities you have to make yourself more secure, and finally, what threats could there be if your identity was stolen. 
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