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Module 8 – Cyber security – threats and preventions
Activity 2 – Project emoji Cushions
25 minutes

Instructions and answers for teachers
Introduction – for the teacher

Your learners have a given a scenario and will list in a spreadsheet the types of data they will need to store, and the online activities they may need to carry out. They will rank these in order of value, then give a value should an unauthorised person gain access to the stored data.

Teacher instructions/answers
Go through the scenario thoroughly with your learners before asking them to start. 

(This scenario will be following through to Lesson 2 in this set).

Answers:

1. Compile a list, in a spreadsheet of the different types of information you will need to store on your computer or online.
[personal correspondence, photographs, work documents or personal details such as your National Insurance number, insurance policy details and passwords for online services].

2. Now add to your list the online activities you may need to carry out. 
[online banking, shopping or social networking services].
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Learner instructions
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We appreciate that practitioners are knowledgeable in relation to what works for them and their learners. Therefore, this resource should not restrict or impact on practitioners’ creativity to deliver excellent learning opportunities. Whether you are an experienced practitioner or new to the sector, we hope you find something in this resource which will help you to deliver excellent learning opportunities.


This resource does not cover all the content in the specification.
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Your project is going to be selling emoji cushions online. You will be considering what data you will need to collect, process and store online as well as the cost of threats to it.





Scenario


You are going to set up a business to sell eMoji Cushions online. You will need to collect data, process it and store the information on computer. 


When you carry out your market research to ensure your project is viable, some of the data collected may be personal. 


You will be using home-workers to make the cushions and will need to keep their contact details as well as for your customers. You will buy the materials to for the cushions online and keep details of your materials suppliers.


You may need to use online banking, online shopping to buy in the materials, and social networks to advertise your emoji Cushions.


Compile a list, in a spreadsheet of the different types of information you will need to store on your computer or online in relation to your project.


Think of the value to you in terms of replacing the information, the impact of its loss to your reputation, then, for each type of information, label the most valuable types of information as ‘1’, the least valuable as ‘3’ and those that are in between as ‘2’. Sort this data on the spreadsheet so that it reads from 1-3 to show the highest cost first.


Now add to your list the online activities you may need to carry out. 


This time, label the online activities in terms of the potential costs if an unauthorised person accessed it.
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