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Module 8 – Cyber security – threats and preventions
Activity 1 – Mitigating against password theft
15 minutes

Instructions and answers for teachers
Introduction – for the teacher

Your learners will work in pairs to research the items from slide 3 to discover ways of mitigating against the issue of password theft.

Working in pairs will share the task and reduce the time necessary to perform it.

Teacher instructions/answers

1) Sample answers:
	How to mitigate against password theft

	INTERCEPTION
	Download a password manager to store all your passwords which will be kept safe with one master password

	STEALING
	Never write your password down

Have a different password for every site

	SEARCHING
	Find out from the server manager if passwords are stored on it. Change your password daily to minimise the risk.

	SHOULDER SURFING
	Make sure no one is looking over your shoulder when entering a password into the computer, a cash machine, mobile phone etc.

	SOCIAL ENGINEERING
	Verify the caller. Ring them back. Never click a link to gain access to something in an email, copy the web address into the internet browser instead. Don’t send personal information in response to an email.

	KEY LOGGING
	Use a firewall. Change your password often. Get a password manager (so you don’t have to type your password in), use an on screen keyboard.

	SHOULDER SURFING
	Tilt your screen away from anyone next to you. Don’t work in crowded places. Use a privacy screen on the device. Be aware of anyone who may be able to see your screen and move accordingly.


2) Fair processing

· be open about your identity

· state how you intend to use the personal data you collect

· do not use their information in a way that could unjustifiably have a negative effect on them
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Activity 1 – Mitigating against password theft
Learner Activity

Introduction – for the learner
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OCR Resources: the small print�OCR’s resources are provided to support the delivery of OCR qualifications, but in no way constitute an endorsed teaching method that is required by the Board, and the decision to use them lies with the individual teacher.   Whilst every effort is made to ensure the accuracy of the content, OCR cannot be held responsible for any errors or omissions within these resources. �© OCR 2018 - This resource may be freely copied and distributed, as long as the OCR logo and this message remain intact and OCR is acknowledged as the originator of this work.


OCR acknowledges the use of the following content: n/a


Please get in touch if you want to discuss the accessibility of resources we offer to support delivery of our qualifications: � HYPERLINK "mailto:resources.feedback@ocr.org.uk" �resources.feedback@ocr.org.uk�





We’d like to know your view on the resources we produce. By clicking on ‘�HYPERLINK "mailto:resources.feedback@ocr.org.uk?subject=I%20liked%20the%20OCR%20Cambridge%20Nationals%20in%20Information%20Technologies%20–%20Lesson%201%20–%20Activity%201%20–%20Module%208"��Like�’ or ‘�HYPERLINK "mailto:resources.feedback@ocr.org.uk?subject=I%20disliked%20the%20OCR%20Cambridge%20Nationals%20in%20Information%20Technologies%20–%20Lesson%201%20–%20Activity%201%20–%20Module%208"��Dislike�’ you can help us to ensure that our resources work for you. When the email template pops up please add additional comments if you wish and then just click ‘Send’. Thank you.


Whether you already offer OCR qualifications, are new to OCR, or are considering switching from your current provider/awarding organisation, you can request more information by completing the Expression of Interest form which can be found here: � HYPERLINK "http://www.ocr.org.uk/expression-of-interest" �www.ocr.org.uk/expression-of-interest�


Looking for a resource? There is now a quick and easy search tool to help find free resources for your qualification: ��HYPERLINK "http://www.ocr.org.uk/i-want-to/find-resources/"�www.ocr.org.uk/i-want-to/find-resources/


�





We appreciate that practitioners are knowledgeable in relation to what works for them and their learners. Therefore, this resource should not restrict or impact on practitioners’ creativity to deliver excellent learning opportunities. Whether you are an experienced practitioner or new to the sector, we hope you find something in this resource which will help you to deliver excellent learning opportunities.


This resource does not cover all the content in the specification.





You are going to research the steps you could take to mitigate against the problems shown in the third slide of the presentation.





Passwords


Research to find ways to mitigate against the problems listed below.


Enter your responses in the right-hand column.
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