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INTRODUCTION

This resource brings together the questions from the January 2018 examined unit (Unit 3), the marking guidance, the examiners 
comments and the exemplar answers into one place for easy reference.

We have also included exemplar candidate answers with commentary for Questions 2(a), 2(d) and 6.

The marking guidance and the examiner’s comments are taken from the Report to Centre for this question paper.

The Question Paper, Mark Scheme and the Report to Centre are available from:

https://interchange.ocr.org.uk/Modules/PastPapers/Pages/PastPapers.aspx?menuindex=97&menuid=250

PRE-RELEASE MATERIAL
The question paper is based on a pre-release research brief which is issued to centres 6-8 weeks before the examination.

Learners should refer to this pre-release material to answer questions in the question paper.

The pre-release Research Brief can be found on Interchange. 

https://interchange.ocr.org.uk/Modules/PastPapers/Pages/PastPapers.aspx?menuindex=97&menuid=250
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GENERAL EXAMINER COMMENTS ON THE PAPER

Candidates seemed far better prepared both in terms of content and exam technique. The quality of answers were stronger and this 
was most marked in those answers requiring an extended answer. Candidates were also less likely to simply restate the question 
when answering or simply not attempting the question.

All of these factors contributed to a performance by the cohort that produced some excellent scripts with a good range of skills and 
understanding shown.

Resources which might help address the examiner comments:

From the link below, you’ll find ‘The OCR guide to examinations’ (along with many other skills guides)
http://www.ocr.org.uk/i-want-to/skills-guides/

Command verbs definitions 
http://www.ocr.org.uk/Images/273311-command-verbs-definitions.pdf

http://www.ocr.org.uk/i-want-to/skills-guides/
http://www.ocr.org.uk/Images/273311-command-verbs-definitions.pdf


UNIT 3 FEEDBACK

5

OCR LEVEL 3 CAMBRIDGE TECHNICALS IN IT

5 © OCR 2018

Questions 1 and 2(a)

TWO marks available, one e.g.:
• Loss of customers (1)
• Loss of sales(1)
• Fine(1)
• legal action (prosecuted under DPA)(1)
• Loss of reputation (1)

Two marks available per explained answer.
Answer need not deal solely with security

Security answer
• Breaking Data Protection Act (1) as the data has not been appropriately secured (1)
• Hackers will be able to get into the system with ease (1) because holes in the 

software will be known (1)
• If hacked, may be liable to pay individual damages (1) because it is the legal 

responsibility of OCR phones to update the software (1)

Non security answer
• Bugs in the software will not be fixed (1) and so customer service may be adversely 

affected (1)
• Customer service impacted (1) resulting in customers going elsewhere (1)
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Mark Scheme Guidance

Question 1:

Must be an impact on OCR phones and not to the customer.

“Customers lose faith/confidence” type answers can be accepted.

“Customers will be forced to shop elsewhere” type answers can NOT be accepted.

Accept any awareness of legal action.

Question 2(a):

Only award two marks for an answer where there is an explanation of the implications. Answers should usually be in the form of 
identify implication (1) explain the implication (1).

Examiner comments

Question 1 – This question was answered extremely well across the cohort as a whole, with the vast majority achieving full marks.

Question 2(a) – For question 2a, candidates did not need to focus solely on an e-safety implication of  an out-of-date system 
and, indeed, candidates did identify the servers themselves would not be working as well as they should or were likely to be 
incompatible with other features of modern computing systems. Other answers obviously focussed on the cyber impact, but overall, 
question 2a was well answered.
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Exemplar candidate work

Question 2(a) – Low level answer

Commentary

This is a low level answer because the candidate has identified one implication of the failure to update the software in the first 
section of the answer. Candidate has identified that the system would be easier to hack.

The question has asked to explain three implications. The suggested second and third implications are not acceptable as second 
section do not answer the question and third section is, at best, a weak repeat of the first point for which mark had already been 
awarded. Where the suggested implication was incorrect, no marks were available for the explanation.

In order to explain the implication, the candidate needed to have explained why it was an implication or how it had occurred, 
without repeating the question itself. For the first suggested explanation, the candidate has simply repeated the question as an 
attempt at an explanation and so has been awarded no marks for this section of the answer.
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Exemplar candidate work

Question 2(a) – Medium level answer

Commentary

This candidate has identified three implications of the failure to update the software used. However, in the case of the first two 
answers, the candidate’s explanation does not explain why it was an implication or how it had occurred. For example, why is it 
easier for hackers to steal customers’ information if the software has not been updated? For answers 1 and 2, this is on the way to be 
being an explanation, but the candidate has not provided clear evidence that they know why their implication is an implication. The 
absence of this means that these answers cannot be awarded the explanation marks.

The third answer is a partial description of the implication (e.g. parts of the software would be inaccessible), but is not an explanation 
of why the software would crash or why it is an implication.  

Had the candidate provided clear explanations, each of the three answers could have been awarded the full two marks.
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Exemplar candidate work

Question 2(a) – High level answer

Commentary

The difference in quality between this answer and the previous example is the extent to which the candidate has shown clear 
understanding of why the implication has been caused or why it is an implication.

In the first section, the candidate has stated that the software may malfunction and lose data, which would then have a cost 
implication. This is a well-structured answer that shows good understanding.

Similarly, second section gives a well-structured answer. It show that the candidate is aware of the lack of update does mean that 
hackers will have found gaps in security and so the company is more vulnerable. This answer could have been better developed by 
explaining that the lack of updates over time has given hackers more opportunity to find gaps in security, or that gaps may already 
have been identified on other systems, but overall, this explanation is worth 2 marks.

The third section shows a clear explanation of the loss of data and the consequent exposure to legal action.
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Questions 2(b) and (c) 

Physical – identify TWO.
Possible answers include:
• Security guards (1)
• Biometric readers/access (accept eye 

scanners etc) (1)
• Alarm systems (1)
• Swipe cards(1)
• Number pads (1)
• Any other valid suggestion (1)

• Extra costs may be incurred if information is missing/not correct (1) as PDT will 
have to be contacted to supply the missing/incorrect information (1).

• The dog may be ‘put to sleep’ (1) if the information/microchip number on the 
paperwork does not match with the scanned results (1).

• The dog may be refused entry/have to stay in quarantine longer (1) If any of the 
information held on the paperwork is missing/incorrect (1).

• The dog may not be able to fly (1) meaning the owner may not be able to 
emigrate on the given date (1)

• Any other valid suggestion.

Hardware identify TWO.
Possible answers include:
• Safes (1)
• Cable locks (1)
• Any other valid suggestion (1)

MAX 4 marks for 2 full descriptions e.g.:
• Operational security policy (1) details what employees are allowed to do/escalation 

paths detailed/for example who to go to in OCR phones to un-filter a website (1)
• Change management process (1) Process that defines how changes are made to 

the network/for example how upgrades are applied to OCR Phones servers – when 
and who does it (1)

• Access control (1) Restrict access to devices that can connect to the network/for 
example not allowing personal phones to connect to the OCR Phones WiFi (1)

• Authorization/access levels (1) Limiting the access of the employees to only that 
which is required/for example not allowing employees access to personnel data (1)

• Introduce firewalls (1) to control the flow of data into and out of the network (1)

Mark Scheme Guidance

Question 2(b):

Cameras do not improve security, they monitor.

Do not allow repetition of answers across control types.

Question 2(c):

Identify operational security measure (1) plus example of that measure as applied (1).

There is no need to identify OCR phone by name.

Accept any change to working procedure (day to day or longer term) (operational practice) to increase security of the network (by 
implication, this includes data on that network).
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Examiner comments

Question 2(b) – brought some interesting answers, but the majority of candidates were able to identify at least one example of both 
physical and hardware controls.

Question 2(c) –For question 2c, candidates had to identify operational security measures. A good proportion of candidates correctly 
described operational security measures but others missed the focus of the question and gave general measures that were not 
considered to be operational.
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Question 2(d)

Mark Scheme Guidance

Level 3: 7–10 marks

Has shown a detailed level of understanding by discussing the use of monitoring as a method of reducing the likelihood of being 
hacked. The learner provides a clear discussion of more than one clear implication.

Relevant examples will be used to support discussion and ideas will be expressed clearly and fluently.

There is a well-developed line of reasoning which is clear and logically structured. The information presented is relevant and 
substantiated.

Level 2: 4–6 marks

Has shown a good level of understanding by explaining the use of monitoring by OCR Phones as a method of reducing the 
likelihood of being hacked. Explanations may concentrate on one implication, with, at the lower end of the mark band, limited 
depth.

Some examples used to support discussion may not be relevant and may at times detract from fluency of narrative.

There will be a line of reasoning presented with some structure. The information presented is in the most part relevant and 
supported by some evidence.

Level 1: 1–3 marks

Has identified points relevant to the use of monitoring to reduce the likelihood of being hacked. Limited use of examples to 
accompany description and ideas poorly expressed.

The information is basic and is communicated in an unstructured way. The information is supported by limited evidence and the 
relationship to the evidence may not be clear.

0 marks – Nothing worthy of credit.

Indicative content
Accept any form of monitoring e.g.:
Employees
• Allows OCR phones to see what their employees are doing – are they following the 

correct procedures?
• Bad behaviour can be seen, such as leaving the account logged on which can lead to 

hacking.
• Can allow re training to occur based on what they employees are actually doing 

wrong.

Network/Firewall
• Can detect any traffic which is from a hacker and reduce the amount of damage that 

can be done.
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Examiner comments

Question 2(d) – asked candidates to discuss the use of monitoring of employees as a method whereby the likelihood of hacking 
could be reduced. As mentioned above, the quality of writing displayed in answer to this question was far superior to that seen in 
previous series. However, even with a range of different methods of monitoring accepted by markers, some candidates managed 
to write answers that were either wrong in their interpretation or so lacking in focus on monitoring as to make marks difficult to 
allocate. That having been said, this question was generally well answered.
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Exemplar candidate work

Question 2(d) – Medium level answer

Commentary

The first point to note here is that this question has been assessed on the use of language as well as on the subject knowledge.  

The answer itself is presented almost as a flow of consciousness and is lacking in detail. Two relevant positive implications and one 
relevant negative have been identified, with some explanation. However, overall this is vague. The reference to “making them do 
something the monitoring is trying to prevent” in the final paragraph is a good example of this lack of clarity.

Had the candidate presented this with a slightly better structure, the full marks for MB2 would have been given. The use of examples, 
and a good deal with more clarity, would have been needed to make this answer a high level answer.
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Exemplar candidate work

Question 2(d) – High level answer
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Commentary

The difference in standard between high level example and the previous example of a medium level answer is clear. This candidate’s 
answer has a structure and a clarity that is missing in that of the previous candidate.  

The discussion itself makes a series of points, all of which are relevant. The fact that the candidate has attempted (and succeeded) 
in making matched dialectical comments. The discussion shows a good level of understanding with detailed answer. In the 
first paragraph, the candidate has made a strong claim at the start and then proceeded to show why the use of monitoring is 
controversial. The second part of this paragraph is not as effective as the first, as the first is clear why the use of monitoring is positive, 
but the opposing argument is not as well made.

For paragraph two, the candidate makes two points. It reads like a good answer but lacks amount of depth required. Especially the 
second point about the cost-benefit analysis which would have been better placed in the conclusion that the candidate has given.

The final closing points are not as strongly made as those made at the start of the answer. There is an assumption that most hacks 
would come from outside of the business and therefore, the cost of any monitoring is largely a waste.

Overall, this answer has some really good points made, but loses its way slightly in the second paragraph and then ends with a 
poorly argued conclusion. The candidate clearly has an understanding of the issues; the answer itself is fairly well structured and 
there are examples, although these could be improved. This answer is a high level answer, but is lacking the full clarity, structure and 
use of examples required for a full mark answer.
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Questions 3(a) and (b)

2 from, 2 marks each e.g.:
• Distributed Denial of Service (1) DOS attack from multiple computers (1)
• Denial of service (1) flooding the server with requests so it cannot respond (1)
• Malware/Virus (1) that deletes files preventing website being shown (1)
• Keylogger (1) gain access to admin password and remove files (1)
• Phishing (1) gain admin usernames and password by getting them entered into 

fake website (1)

1 mark available e.g.:
• a cyber security incident that causes a loss of reputation/disruption of service/

financial loss (1)
• Where there is an impact to the running of one area of the business (1)
• Where there is loss of data that needs to be reported (1)

Mark Scheme Guidance

Question 3(b):

Accept examples where relevant.

Examiner comments

Question 3(a) – For question 3a, markers relaxed their interpretation of a ‘hack’ and instead focussed on whether the attack could 
take a website off line. The majority of candidates correctly identified and described a DNS attack, whilst the second most frequent 
answer was a DDNS attack. Where the description of the DDNS attack was not a repeat of the DNS description, but focussed on the 
distributed nature of the attack, full marks were awarded.

Question 3(b) –Across the cohort, this part of the question was well answered. However, question 3b proved more of a challenge. 
Some candidates stated that ‘significant’ was an indication of how important the attack was and so were really simply repeating the 
question, whilst others attempted to give examples. Where candidates talked about impact on data, or an impact on the ability of 
the business to function, marks were awarded.
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Question 3(c)

Indicative content:
• Will highlight areas of operational weakness in the organisations which can be 

addressed.
• Will show how the hack took place which allows OCR phones to patch the 

vulnerability.
• Highlights bad practices in OCR phones that can be exploited and allow future 

hacks to take place.
• Can be completed by external consultants who will see OCR phones with fresh 

eyes and not be used to exiting practices.

Mark Scheme Guidance

Level of response marking approach

Level 3: 5–7 marks

Has shown a detailed level of understanding by explaining the importance of the report in preventing future incidents.

A conclusion may be given but may be implied. Relevant examples will be used to support explanation.

Level 2: 3–4 marks

Has shown a good level of understanding by describing the importance of the report in preventing future incidents.

Some examples used to support description but may not be relevant.
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Level 1: 1–2 marks

Has identified points relevant to the importance of the report.

Limited use of examples.

0 marks – Nothing worthy of credit.

Examiner comments

For question 3c, many candidates were fully aware of what a cyber-security incident report was and were able to describe the 
impact on future incidents.  However, whilst a large proportion of candidates wrote answers that were of MB2 standard, few gave 
really flowing answers that showed a full understanding. This is suggested as an area on which centres could focus for future series.
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Questions 4(a) and (b)

2 from, 2 marks each e.g.:
• (To) Protect personal data (1) which makes it less likely that your identity is stolen/

your credit record destroyed which can prevent a mortgage in the future (1)
• (To) Prevent unauthorised people accessing your home (1) connecter home with 

video/locks – criminals could steal physical items knowing when you are not 
there (1)

• (To) Prevent theft of money (1) bank account could be emptied – when you try to 
pay at a restaurant there is no money so prevents embarrassment (1)

1 from:
Physical (1) 
Accept e.g.:
• Lack of receptionist on main door (1)
• Lack of challenge to visitors/no identification of visitors (1)
• No access controls on doors.

Environmental (1)
• Natural disaster (1)
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Mark Scheme Guidance

Question 4(a):

Answers should be in the form of an identified reason (1) plus an explanation of that reason (1).

Can be explained through the use of an example.

Take “personal data” as meaning any data about the individual – this includes name etc, as well as bank details.

Question 4(b):

Not system attack.

Allow examples of physical and environmental.

Examiner comments

Question 4(a) – When candidates are asked to explain an implication, marks are generally awarded as one mark for identifying the 
implication and the second mark for explaining why it is significant. With this in mind, many candidates were able to identify an 
implication (such as details may be lost, or the candidate may suffer from identity theft) but few stated why identity theft was of 
importance. To continue the focus on identity theft, in order to achieve the full marks for this question,  candidates had to give some 
indication of the impact of identity theft – such as having to contact a bank to check on standing orders or other outgoings, or 
potential impacts on an individual’s credit rating.

Very few candidates were able to give a correct answer for question 4b.
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Questions 4(c) and 5(a)

Hacker who uses existing computer scripts (1)

2 from, 2 marks each e.g.:
• Identity theft (1) by stealing personal details (1) plus any impact of identity theft (1)
• Financial/wealth (1) to gain bank details (1) plus any impact (1)
• To steal intellectual property (1) to use for financial/reputational/commercial gain (1)
• To target high profile targets (1) such as politicians (1) plus any impact (1)

2 from, 2 marks each e.g.:
• Lacks experience to write their own scripts/younger computer user (1) so relies 

on scripts written by others (1)
• Unskilled in computer programming (1) searches and acquires scripts without 

understanding how they work (1)
• Targets individuals with existing vulnerabilities (1) that they have scripts 

available to exploit (1)
• Teenagers (1) who over emphasise their computing abilities (1)
• Steals code (1) claiming it as their own (1)
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Mark Scheme Guidance

Question 4(c)(i):

Do not mark characteristics.

Question 4(c)(ii):

Must be a characteristic and not just an action.

Question 5(a):

Identification is not required to gain the marks as long as the description has enough detail to know the type of motivation.

Must be a motivation behind the attack. “To get data/information” is not enough.

Examiner comments

Question 4(c) – For question 4c, many candidates achieved good marks across the question as a whole. The vast majority were aware 
that a script kiddie was a person with few actual programming skills, but was more of a dabbler who uses other people’s scripts and 
techniques.

Question 5(a) – The problem with question 5a was that whilst virtually all candidates knew what the term ‘phishing’ meant, they then 
struggled with the motivation. Where candidates gave generic answers, such as ‘for the thrill of it’, these were not accepted.

However, many candidates correctly identified attempts to gain access to personal data, or to gain revenge and so full marks were 
awarded.
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Questions 5(b) and 6

First mark for identification of measure, second mark for how 
reduces risk e.g.:
• Use a password that you have not used before/different 

passwords for different accounts (or equivalent) (1)
– Only one account is affected if hacked (1)

• Combination of character types/Use of numbers and symbols/
Use of capitalisation (1)
– Dictionary attack cannot be used (1)

• Increases the number of possible options (1)
– Correct password may be known but still not let the hacker in 

if the case is wrong – might think actual word is wrong and 
move onto to try a different one (1)

• Do not use family member name/date of birth etc (1)
– Makes the password difficult to guess/password more 

random (1).

1 mark for identified example, second mark for matched difference, repeat to max 4 overall 
e.g. :

Intentional
• Deliberate actions (1)
• Result of a harmful decision (1)
• Planned set of actions designed to cause threat/damage (1)
• Aware of the consequences of the actions (1)

Examples e.g.:
• Deliberate planting of computer virus (1)
• Unauthorised use of username and password (1)
• Social engineering (1)

Accidental
• Threat introduced without being aware of it (1)
• Unintended consequence of an action (1)
• Not following policies (e.g. online store password policies) (1)

Examples:
• Leaving computer on when going for lunch (1)
• Opening link on email (1)
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Mark Scheme Guidance

Question 5(b):

Only award answer to do with choosing a password. Do not award answers to do with maintaining security once the password has 
been chosen.

Only award “password harder to figure out/guess/takes longer to work out password” as expansion once.

Question 6:

1 mark for example of intentional, one mark for example of accidental.

2 marks for differences can be obtained through a single contrasting statement

Mark the whole answer.

The example must be an activity. Stating that the activity is to hack is not enough.

This must be a threat and not a consequence.

Examiner comments

Question 5(b) – For question 5b, where candidates gave answers that were applicable to the choice of password, the vast majority 
achieved full marks for this question.  Some candidates missed the point of the question and discussed measures such as changing 
a password regularly and so did not achieve full marks.

Question 6 – Candidates generally did extremely well at this question with most fully aware of the difference between accidental 
and intentional threats.
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Exemplar candidate work

Question 6 – Medium level answer

Commentary

The question asks for candidates to use examples to describe the difference between the types of security threat. This candidate has 
not given examples of either intentional or accidental threats other than explaining what an accidental or an intentional threat is. 
Therefore cannot achieve full marks for this question.
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