 
	
	 
	Cambridge Technicals, Level 3
Information Technologies (05838–05842, 05877)

Unit 1 LO3 Content Test
	[image: ]

	
Please note that you may see slight differences in font and formatting between this paper and the original. The difference does not impact how the questions should be interpreted

Other materials required:
•   Pencil
	

Duration: 50 mins     

	  



	




	Name
	



INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 34. 


 
	 
	
	 
	
	

	1.
	Put a tick (✓) in the box next to the one correct answer.

Which network topology is shown in this diagram?
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	(a)
	Bus
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	(b)
	Client server
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	(c)
	Peer to peer
	[image: ]

	(d)
	Ring
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	2.
	Put a tick (✓) in the box next to the one correct answer.

Which of the following may be an indication of an ineffective Customer Relationship Management (CRM) process within an organisation?
 
	(a)
	Increased customer base.
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	(b)
	Increased customer loyalty.
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	(c)
	Increased customer complaints.
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	(d)
	Increased sales.
	[image: ]

	[1]


 







	
 
	
	 
	
	

	3.
	This question relates to the case study on Progress DogTravel (See Insert for Unit 2, January 2018). 

The dog’s travel paperwork can be uploaded to an online storage area.

Identify one method which could be used to maintain the confidentiality of this information.
Justify your choice.
 
	Method
	 


 
	Justification
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	4.
	This question relates to the case study on Progress LakeSailing (see Insert for Unit 2, June 2018).

It has been recommended that Progress LakeSailing backs up the entry database to a memory stick.

There is currently no security on the entry database or on the laptop used during the regatta.

Explain how using passwords would increase the security of the entry database.
 

 

 

 

 

[3]
 







	
 
	
	 
	
	

	5.
	This question relates to the case study on Progress Vision (see Insert for Unit 2, Specimen).

Progress Vision is reviewing its information security and personal data protection measures.

Confidentiality is one of the principles of information security.

Identify two other principles of information security.
 
	1.
	 



 
	2.
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	6.
	Put a tick (✓) in the box next to the one correct answer.

What is the purpose of an IP address?
 
	(a)
	To allow host identification
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	(b)
	To identify the operating system on the computer
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	(c)
	To restrict the number of clients who can connect to the host server
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	(d)
	To split the network into subnetworks
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	7.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

E5RQ Films uses a client server network to connect the three Personal Computers (PCs) in each individual cinema.

Explain two advantages and two disadvantages of using a client server network.

Advantage 1
 
 
 
 


Advantage 2
 
 
 
 


Disadvantage 1
 
 
 
 



Disadvantage 2
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	8.
	Put a tick in the right hand column of the table to show the correct answer.
Which of these does not need configuring to allow a device to communicate on the Internet?
 
	 Item
	 Tick

	 Default gateway
	 

	 DNS server
	 

	 IP address
	 

	 Subnet mask
	 



 
	[1]
	 


 







	
 
	
	 
	
	

	9.
	Progress Mutual is a bank with eight branches, based in the West Midlands. Its main business is to provide savings accounts to local people. 

The bank has been open for nearly 100 years and has over 500 000 customers. Many of these customers use a passbook that lists all of their transactions and is updated every time they visit a branch. A new online banking system has recently been launched and a number of customers have started to use this. 

As well as a mainframe, the bank has a number of other servers housed in a data centre in its head office. It also has a back-up data centre in an off-site location.
Progress Mutual uses an MIS to help it run the bank.

Explain, using examples, how Progress Mutual could use an MIS.
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	10(a).
	Tablet computers are connected to a network using the TCP/IP protocol. The addressing information must be configured manually.

Identify three pieces of information that must be configured to allow the tablet computers to access websites on the internet.
 
	1
	 



 

 
	2
	 



 

 
	3
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	  (b).
	Explain one benefit of not using automated methods to configure the addressing information.
 

 

 

[2]
 







	
 
	
	 
	
	

	11.
	This question relates to the case study on Progress Vision (see Insert for Unit 2, Specimen).

Progress Vision is reviewing its information security and personal data protection measures.

Identify one reason why Progress Vision might store backups of systems off–site. Justify how this action would secure the information.
 
	Reason
	 


 
	 
	 



 
	Justification
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END OF QUESTION PAPER




Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions.
 
	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	 
	b
	Client server



	1
	

Examiner’s Comments

Answer: B. The diagram shows the Client/Server topology, with each edge device communicating through the central device.

	
	
	
	Total
	1
	

	2
	
	
	 
	c
	Increased customer complaints



	1
	

Examiner’s Comments

Answer: C. An ineffective CRM process could lead to increased customer complaints.

	
	
	
	Total
	1
	

	3
	
	
	· (User names and) Passwords (1st) When combined with user names secures the on-line areas (1) as only those with the correct / matching user name / password (1) can access the secure location of the storage area / documents (1).
· Encryption (1st) Uses an algorithm to convert the text to an unreadable format (1) Documents can be encrypted so only these with the correct key (1) will be able to read the documents (1).
· Document password (1st) provides 2nd level security (1) if unauthorised persons accessed the on-line storage area (1) the document password would stop them accessing the actual document / the contents of the document would be secure (1).
· Any other valid suggestion.
	4
(6.1)
	Points marking approach



The method must be correct and appropriate to PDT to be awarded the justification marks. 

Examiner’s Comments

The focus of this question was on a method that could be used to maintain the confidentiality of information uploaded to an online storage area. Candidates needed to identify a suitable method, justifying their choice. This question linked to part of bullet point 5 in the research points in the case study.

if candidates failed to identify a suitable method then they were unable to access the marks allocated for the justification.

Many candidates provided an acceptable method and so were able to access the justification marks. Acceptable methods included passwords and encryption. Many candidates failed to justify their choice of method with many responses simply describing the method.

	
	
	
	Total
	4
	

	4
	
	
	Possible explanations of how password use would increase the security of the entry database include:
· A password restricts access to the database (1) without a correct password (1) the contents of the database cannot be accessed (1)
· Can be used with a user ID (1) to authenticate the user (1) so access to the database can be limited to a specific group of users (1)
· Can be used to encrypt the database (1) so will be harder to access the data (1) if unauthorised access occurs (1)
· Any other valid suggestion
	3
	Up to three marks for explanation



Accept answers relating to the reason why NOT having a password would increase security.

Examiner’s Comments

The focus of this question was on the use of a memory stick to backup the entry database and the different protection methods that could be used. This question linked to bullet points 1 & 2 of the research points.

Part (c) of the question required candidates to explain how a password could be used to increase the security of the entry database. Many candidates were able to explain that a password would only give access to those who knew that password. However, there were many instances of candidates explaining what a password is and how it should be constructed. For example, a password should include a range of characters including numbers, letters and special characters. This type of response did not answer the question and, as such, gained 0 marks.

	
	
	
	Total
	3
	

	5
	
	
	· Integrity (1)
· Availability (1)
	2
	Points marking approach.

One mark for each correct identification up to a maximum of two identifications.

	
	
	
	Total
	2
	

	6
	
	
	a To allow host identification
	1
	

	
	
	
	Total
	1
	

	7
	
	
	Advantages: 2 from:
· Centralisation of control (1) for ease of back up / updates (1)
· Shared resources (1) e.g printer / files / software (1)
· Scaleability (1) adding more clients to the network (1)
· Any other valid suggestion
Disadvantages: 2 from.
· Traffic congestion (1) will cause the network to slow down (1)
· Server fault (1) whole network goes down (1)
· Technical staff required (1) to manage the network (1)
· Viruses (1) can travel around the network (1)
· Any other valid suggestion
	[8]
	DNA Information as substitute for files / data

DNA answers relating to costs for either advantages or disadvantages

Accept mix and match of answers.

Examiner’s Comments

Most candidates were able to partially explain one advantage of using a client server network, such as sharing files. A few also realised that if the server failed the network would go down. Others had little idea what a client server network was or gave responses that covered network topology or comparison with a different type of network selected by the candidate.

	
	
	
	Total
	8
	

	8
	
	
	DNS server (1)
	[1]
	For one mark:

	
	
	
	Total
	1
	

	9
	
	
	Indicative content:
· MIS – a system to collect, analyse, store and present data.
· Looking at numbers of customers that visit each branch.
· Forecasting takings based on historical data.
· Profiling customers.
· Identifying customers who haven’t saved recently to target them for email.
· Any other valid suggestion.
	[6]
	Levels of response marking approach.
 
	 5 - 6 marks
	 Has explained what an MIS is and given two or more examples.

	 3 - 4 marks
	Has described what an MIS is and given at least one example or has explained what an MIS is and given no examples.

	 1 - 2 marks
	 Has identified what an MIS is. May be no example

	 0 marks
	 Nothing worthy of credit




	
	
	
	Total
	6
	

	10
	a
	
	For three marks:
· IP address (1).
· Subnet mask (1).
· Default gateway (1).
	3
	Correct answer only. 

Examiner’s Comments
Candidates were asked to identify three pieces of information that must be configured to allow the tablet computer to access a web site on the internet. A few good responses provided IP address, subnet mask and default gateway to achieve full marks. Many others provided IP address.

	
	b
	
	Possible benefits of not using automated methods to configure the addressing information include:
· If an unauthorised device connects to the network (1) they won’t be able to get an IP address (1).
· It increases security (1) as the address must be configured before device can be used (1).
· Any other valid suggestion.
	2
	Up to two marks for explanation. 

Examiner’s Comments
Candidates were asked to explain one benefit of not using automated methods to configure the addressing information. To get marks for this question, candidates needed to show an understanding of how manual configuration of addressing information restricts access to a network and increases security by not allowing a device to connect to the network automatically. Good responses were able to identify that one benefit would be to increase security. There was a distinct lack of knowledge and understanding shown by candidates here.

	
	
	
	Total
	5
	

	11
	
	
	· To ensure that an organisation’s data is kept secure (1) if anything happened to the location of the original data, there would be a backup copy which could be accessed (1)
· Backup data can be accessed from any remote location (1) via the internet or FTP e.g. using the cloud (1)
	2
	Points marking approach.


One mark for correct identification plus an additional one mark for valid justification.

	
	
	
	Total
	2
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