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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 32. 


 
	 
	
	 
	
	

	1.
	Put a tick (✓) in the box next to the one correct answer.

Which of the following is an input device?
 
	(a)
	Barcode reader
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	(b)
	Headphones
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	(c)
	Printer
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	(d)
	Speaker
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	2.
	Monty Bella Retail operates five retail parks throughout the UK. After years of underinvestment, the information technology (IT) of the company is aging and is no longer fit for purpose.
Monty Bella Retail has decided to move its IT infrastructure from its own data centre to the Cloud using public cloud providers. Monty Bella Retail also wants to upgrade all IT in its retail parks.

Monty Bella Retail would like to use technology to improve the customer experience whilst shopping. Each retail park will feature similar equipment to allow data about customers, their purchases and shopping habits to be shared amongst the business. Shoppers will also be tracked as they move through the retail parks. This information will be used for marketing purposes, to create promotions and to ensure the items that shoppers are looking for can be easily located.

Shops in each retail park are all connected to a wired Local Area Network (LAN).

Identify one piece of communications hardware needed to create a wired LAN.
[1]
 







	
 
	
	 
	
	

	3.
	Put a tick (✓) in the box next to the one correct answer.

How do quantum computer systems differ from traditional computer systems?
 
	(a)
	Quantum computers do not rely on binary logic.
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	(b)
	Quantum computers do not require secondary storage.
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	(c)
	Quantum computers use Open Source Operating Systems.
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	(d)
	Quantum computers utilise anti-static to minimise energy consumption.
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	4.
	Progress Jewellers is a jewellery company, with stores throughout the UK. Each store is connected to the company’s data centres in Manchester and London via a leased line connection. A backup link is available via an ADSL connection.

Each store has Point of Sale (POS) terminals, connected to a wired local area network (LAN), which the staff use to serve customers as well as report sales to the Head Office. A separate wireless network is provided for customers use while they are in the store.

POS terminals in each of the stores feature the same computer components. 

Describe the purpose of the following components:
 
	Solid state drive
	 


 
	 
	 

	 
	 

	 
	 



 
	Graphics card
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	5.
	Progress Mutual is a bank with eight branches, based in the West Midlands. Its main business is to provide savings accounts to local people. 

The bank has been open for nearly 100 years and has over 500 000 customers. Many of these customers use a passbook that lists all of their transactions and is updated every time they visit a branch. A new online banking system has recently been launched and a number of customers have started to use this. 

As well as a mainframe, the bank has a number of other servers housed in a data centre in its head office. It also has a back-up data centre in an off-site location.

Explain one reason why Progress Mutual uses a mainframe to process customer information.
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	6.
	RGIS is a virtualisation specialist company. The company provides IT services to small and medium sized businesses in the UK. The majority of the IT services are delivered from a data centre in Birmingham. The data centre has many racks of servers running a variety of services including virtualisation, file and print, backup and database. Customers of RGIS must purchase a WAN link to the data centre to allow them to access services.

RGIS runs a central help desk to provide support for customers. This can be accessed via a web-site, email or over the telephone.

RGIS has many racks of servers in its data centre.

The servers contain different types of memory.

Explain the purpose of the following types of memory:
 
	RAM
	 


 
	 
	 

	 
	 

	 
	 



 
	ROM
	 


 
	 
	 

	 
	 

	 
	 



 
	Cache
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	7.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

E5RQ Films IT department is to upgrade the Personal Computers (PCs) in the cinemas with new components.

E5RQ Films will need to dispose of the old components.

Identify two pieces of legislation that need to be followed when disposing of the old components.
 
	1
	 

	 


 
	2
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	8.
	Monty Bella Retail operates five retail parks throughout the UK. After years of underinvestment, the information technology (IT) of the company is aging and is no longer fit for purpose.
Monty Bella Retail has decided to move its IT infrastructure from its own data centre to the Cloud using public cloud providers. Monty Bella Retail also wants to upgrade all IT in its retail parks.

Monty Bella Retail would like to use technology to improve the customer experience whilst shopping. Each retail park will feature similar equipment to allow data about customers, their purchases and shopping habits to be shared amongst the business. Shoppers will also be tracked as they move through the retail parks. This information will be used for marketing purposes, to create promotions and to ensure the items that shoppers are looking for can be easily located.

Monty Bella Retail has decided to use virtualisation technologies to replace hardware in its data centre.

* Discuss, using examples, the benefits and limitations to Monty Bella Retail of using virtualisation technologies.
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	9.
	This question relates to the case study on OCR Phones (see Insert for Unit 3, January 2018).

Following the disclosure, OCR Phones conducted a review of its procedures. The review identified several areas where its network is vulnerable to being hacked.

The review also highlighted that the security of the OCR Phones network had minimal physical or hardware controls.

Identify two physical and two hardware controls that OCR Phones could use to improve the security of the network.
 
	Physical Control
	Hardware Control

	
	

	
	



 
	[4]


 









END OF QUESTION PAPER




Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions.

	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	A Barcode reader
	1
	Examiner’s Comments

Answered well. Very few candidates gave an incorrect response.

	
	
	
	Total
	1
	

	2
	
	
	· Switch (1)
· Hub (1)
	1
	For one mark.

Examiner’s Comments

Candidates were asked to identify one piece of communications hardware needed to create a wired LAN. Correct responses identified a hub or switch. Others identified a router or occasionally a NIC. These would be needed to create a WAN.

Some candidates offered ‘ethernet cable’.

	
	
	
	Total
	1
	

	3
	
	
	 
	a
	Quantum computers do not rely on binary logic.



	1
	

Examiner’s Comments

Answer: A. Quantum computer systems do not rely on binary logic.

	
	
	
	Total
	1
	

	4
	
	
	Two marks what it does e.g.

Solid State Drive
· Used as (secondary) storage (1) to store work for future use (1)
· Store/save (1) data (1)
· Any other valid suggestion.
Graphics Card
· Converts signals from terminal (1) so they can be displayed on a monitor (1)
· Enhance the visual display (1) for display on the monitor (1)
· Display (1) output (1)
· Any other valid suggestion.
	4
	Max 1 mark for each component for describing a characteristic of that component

Must be a description of what it does, NOT a comparison with other technologies


Examiner’s Comments

Candidates were asked to describe the purpose of a solid state drive and a graphics card. Many candidates were able to successfully describe the purpose of a solid state drive, although a number of candidates described characteristics, rather than explaining the purpose. For example, candidates stated that solid state drives were ‘faster’ than a hard drive. Fewer candidates were able to describe the purpose of a graphics card, with many believing it was removable storage such as a USB flash drive.

	
	
	
	Total
	4
	

	5
	
	
	· Mainframes are reliable (1) and have been around for a long time (1). Customers expect to have access to their money (1).
· Can process many transactions at the same time (1). Bank has a lot of customers (1) so mainframe provides the performance needed (1).
· Any other valid suggestion.
	[3]
	Points marking approach.

One mark for correct identification plus up to a further two marks for a valid explanation.

	
	
	
	Total
	3
	

	6
	
	
	Up to two marks for each of three explanations.

e.g.
RAM
· Stores parts of the operating system/running programs (1) for access by the CPU/so data can be processed (1)
· Store data from programs (that are open) (1) providing fast access to data (1)
· Any other valid suggestion
ROM
· Holds the boot program/BIOS (1) that is used to start the server/that executes before OS loads (1)
· Any other valid suggestion
Cache
· Stores data that is accessed frequently (1) to allow faster access to the data (1)
· Any other valid suggestion
	[6]
	1 mark for each memory type (max 3) for describing the characteristic of the memory type.

Do not accept a definition (e.g. Ram is Random Access Memory – 0 marks)







Reference to web cache should not be credited.

Examiner’s Comments

Candidates were asked to explain the purpose of RAM, ROM and Cache memory. Some candidates were able to do this successfully, although a number of candidates described characteristics of the memory types, rather than explaining the purpose. Many candidates described the caching if web-sites rather than cache memory. This may be down to poor examination technique; not reading the question correctly, or a lack of subject knowledge.

	
	
	
	Total
	6
	

	7
	
	
	Two from:
· The Data Protection Act / General Data Protection Regulation (GDPR) (1)
· The Environmental Protection Act (1)
· The Environment (Waste) Act (1)
· Hazardous Waste Directive (1)
· Waste Electronic and Electrical Equipment directive (WEEE) (1)
	[2]
	

Examiner’s Comments

Most candidates were able to recall the name of one piece of legislation that was relevant here. Some missed the legislative aspect of the question and gave responses more suitable to previous question papers and green IT. Some candidates did not read the question properly and offered methods of hardware disposal.

	
	
	
	Total
	2
	

	8
	
	
	Indicative Content

Benefits:
· No need to purchase server hardware
· Can build in geo-redundancy as part of the design
· Don’t need large data centres
· Save cost on ancillaries such as power, cooling etc
· Can add capacity easily without having to purchase additional equipment
· Capacity can be flexible/on demand
· Any other valid suggestion.
Limitations:
· Loss of control – servers are not physically under Monty Bella Retail control
· Recurring cost of the public cloud.
· Don’t know exactly where data is
· Reliant on someone else keeping the hardware running
· Any other valid suggestion.
	10
	Level 3 [7-10 marks]
The learner has explained, using examples, benefits AND limitations to Monty Bella Retail of using virtualisation technologies.

Subject specific terminology and knowledge will be clearly used to support and inform the explanations.

There is a well-developed line of reasoning which is clear and logically structured. The information presented is relevant and substantiated.

Level 2 [4-6 marks]
The learner has described at least one benefit OR limitations to Monty Bella Retail of using virtualisation technologies. The description may be supported by examples, some of which may be relevant.

At the bottom of the mark band, learners may describe generic features of virtualisation.

There is a line of reasoning presented with some structure. The information presented is for the most part relevant and supported by some evidence.

Level 1 [1-3 marks]
The learner has identified generic points in relation to virtualisation technologies.

Subject specific terminology may be limited or missing.

The information is basic and communicated in an unstructured way. The information is supported by limited evidence and the relationship to the evidence may not be clear.

0 marks = Nothing worthy of credit.





Examiner’s Comments

This question was marked using a banded response mark scheme. Candidates were asked to discuss the benefits and limitations to MBR of using virtualisation technologies.

Good responses included detailed discussions on either side of the argument. Others produced discussions relating more to limitations or benefits.

Some candidates were able to describe a range of reasons. Very few candidates identified only generic points to do with virtualisation technologies.

The candidates generally answered this question well mainly giving advantages for the reduced costs for hardware and disadvantages for training staff and expertise.

	
	
	
	Total
	10
	

	9
	
	
	Physical – identify TWO:

Possible answers include
· Security guards (1)
· Biometric readers/access (accept eye scanners etc) (1)
· Alarm systems (1)
· Swipe cards(1)
· Number pads (1)
· Any other valid suggestion (1)


Hardware identify TWO:

Possible answers include
· Safes (1)
· Cable locks (1)
· Any other valid suggestion (1)
	4
(4×L)
	Cameras do not improve security, they monitor.

Do not allow repetition of answers across control types

Examiner’s Comments

This question brought some interesting answers, but the majority of candidates were able to identify at least one example of both physical and hardware controls.

	
	
	
	Total
	4
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