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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 38. 


 
	 
	
	 
	
	

	1.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

The E5RQ Films IT department is to produce a booklet for the cinema staff to highlight security issues relating to the use of the Personal Computers (PCs).

Identify and describe three security threats, other than unauthorised access, that could be included in the booklet.
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	2.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

Staff at one cinema may need to telephone another cinema to check merchandise availability for promotions. The telephone call could be made using either PSTN or cellular methods.

Compare the use of PSTN and cellular methods to make the telephone calls.
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	3.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

E5RQ Films IT department is to upgrade the Personal Computers (PCs) in the cinemas with new components.

Describe the purpose of the following components in a Personal Computer (PC):

Motherboard
 
 
 
 
 
 
 


RAM
 
 
 
 
 
 
 



Hard drive
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	4.
	E5RQ Films has a number of small cinemas throughout the country. Each cinema has three Personal Computers (PCs) which are connected in a client server network.

E5RQ Films uses a client server network to connect the three Personal Computers (PCs) in each individual cinema.

Explain two advantages and two disadvantages of using a client server network.

Advantage 1
 
 
 
 


Advantage 2
 
 
 
 


Disadvantage 1
 
 
 
 



Disadvantage 2
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	5.
	Monty Bella Retail operates five retail parks throughout the UK. After years of underinvestment, the information technology (IT) of the company is aging and is no longer fit for purpose.
Monty Bella Retail has decided to move its IT infrastructure from its own data centre to the Cloud using public cloud providers. Monty Bella Retail also wants to upgrade all IT in its retail parks.

Monty Bella Retail would like to use technology to improve the customer experience whilst shopping. Each retail park will feature similar equipment to allow data about customers, their purchases and shopping habits to be shared amongst the business. Shoppers will also be tracked as they move through the retail parks. This information will be used for marketing purposes, to create promotions and to ensure the items that shoppers are looking for can be easily located.

Monty Bella Retail would like to track shoppers as they move through the retail parks using wireless technologies.

Identify and describe two wireless technologies that could be used to track shoppers as they move through the retail parks.
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	6.
	Monty Bella Retail operates five retail parks throughout the UK. After years of underinvestment, the information technology (IT) of the company is aging and is no longer fit for purpose.
Monty Bella Retail has decided to move its IT infrastructure from its own data centre to the Cloud using public cloud providers. Monty Bella Retail also wants to upgrade all IT in its retail parks.

Monty Bella Retail would like to use technology to improve the customer experience whilst shopping. Each retail park will feature similar equipment to allow data about customers, their purchases and shopping habits to be shared amongst the business. Shoppers will also be tracked as they move through the retail parks. This information will be used for marketing purposes, to create promotions and to ensure the items that shoppers are looking for can be easily located.

Monty Bella Retail has decided to use virtualisation technologies to replace hardware in its data centre.

* Discuss, using examples, the benefits and limitations to Monty Bella Retail of using virtualisation technologies.
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Mark scheme
 
	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	First mark for threat, one mark for description of threat e.g.
· Social engineering (1st) Deception to manipulate a person into giving away confidential information (1)
· Phishing (1 st) Deception to manipulate a person into giving away confidential information – often an email (1)
· Interception (1st) Capturing data whilst en route(1)
· Virus(1st) Malicious software often an executable(1)
· Trojan (1st)Malicious software hidden behind software that appears useful(1)
· Eavesdropping (1st)real-time interception of private communication(1)
	[6]
	To be awarded the description mark, a correct identification mark must have been awarded.

Malware/ spyware are umbrella terms and are TV

DNA Hacking/ unauthorised access in question

Examiner’s Comments

A high proportion of candidates were able to identify three security threats. A smaller number were able to describe all three adequately. It was very clear when candidates had been introduced to the terminology as given in the specification as they were able to identify threats without repetition and sometimes with good description. Weaker candidates wrote in more generic terms about malware, hacking and spyware or spent their time putting their response into the context of the scenario rather than responding to the question prompt.

	
	
	
	Total
	6
	

	2
	
	
	Max 4 marks for comparison e.g.

PSTN is fixed into position or has limited range where a cellular has a greater range as long as it has a signal.

PSTN does not rely on distance form a cell tower for connection but cellular may become unreliable due to distance from the tower/ the environment of the location.

PSTN quality of connection rarely an issue where cellular quality can vary due to tunnels/ thick walls / signal blockers
	[4]
	

 
	4 marks
	2 complete comparisons

	3 marks
	1 comparison + 1 point about either side

	2 marks
	1 complete comparison

	1 mark
	1 point about either side




MAX 1 mark if answer in 2 distinct paragraphs.


Examiner’s Comments

Comparison questions have not been used previously in Unit 1 and because of this the responses were sometimes provided in a structure that could not gain full marks. Very few candidates were able to provide two accurate comparisons and achieve full marks. Others were able to provide accurate points about both PSTN and cellular methods but structured their response as two separate paragraphs and achieved only 1 mark. Quite a number of candidates only knew about cellular methods. Candidates appeared to be answering from experience rather than knowledge and that limited their ability to answer this question well.

	
	
	
	Total
	4
	

	3
	
	
	Two marks for each description e.g.
Motherboard:
· A circuit board(1) that connects components of a computer system(1) such as e.g RAM/ROM (1)
RAM:
· Random Access Memory (1) to store data / Instructions temporarily(1)
· Volatile (1) memory (1)
Hard Drive:
· Magnetic disk (1) to store data permanently (1)
· Can be external/internal (1)
	[6]
	Max 2 marks per description

Examiner’s Comments

A small proportion of candidates provided a response worth 2 marks for each of the descriptions. Some candidates provided almost model responses to all three parts of this question. Hard drive presented the most difficulties with quite a few candidates receiving only one mark for their response.

	
	
	
	Total
	6
	

	4
	
	
	Advantages: 2 from:
· Centralisation of control (1) for ease of back up / updates (1)
· Shared resources (1) e.g printer / files / software (1)
· Scaleability (1) adding more clients to the network (1)
· Any other valid suggestion
Disadvantages: 2 from.
· Traffic congestion (1) will cause the network to slow down (1)
· Server fault (1) whole network goes down (1)
· Technical staff required (1) to manage the network (1)
· Viruses (1) can travel around the network (1)
· Any other valid suggestion
	[8]
	DNA Information as substitute for files / data

DNA answers relating to costs for either advantages or disadvantages

Accept mix and match of answers.

Examiner’s Comments

Most candidates were able to partially explain one advantage of using a client server network, such as sharing files. A few also realised that if the server failed the network would go down. Others had little idea what a client server network was or gave responses that covered network topology or comparison with a different type of network selected by the candidate.

	
	
	
	Total
	8
	

	5
	
	
	Possible wireless technologies that could be used to track shoppers as they move through the retail parks include:
· Bluetooth (1st) pairs devices (within 10m radius) of a receiver (1)
· WiFi (1st) can track the user and map which router connected to (1)
· NFC (1st) showing where payment is made by contactless readers (1)
· RFID (1st) in store card/bag/trolley (1)
· Any other valid suggestion.
	4
	1st Mark – Identification of wireless technology.
2nd Mark – Description of the wireless technology

The wireless technology must be correct to enable marks for the description to be awarded.

NOT cameras

Examiner’s Comments
Candidates were asked to identify and describe two wireless technologies that could be used to track shoppers. Whilst many candidates could identify one or two wireless technologies few could give a description of how they would enable the shoppers to be tracked and so received 2 out of a possible 4 marks.

	
	
	
	Total
	4
	

	6
	
	
	Indicative Content

Benefits:
· No need to purchase server hardware
· Can build in geo-redundancy as part of the design
· Don’t need large data centres
· Save cost on ancillaries such as power, cooling etc
· Can add capacity easily without having to purchase additional equipment
· Capacity can be flexible/on demand
· Any other valid suggestion.
Limitations:
· Loss of control – servers are not physically under Monty Bella Retail control
· Recurring cost of the public cloud.
· Don’t know exactly where data is
· Reliant on someone else keeping the hardware running
· Any other valid suggestion.
	10
	Level 3 [7-10 marks]
The learner has explained, using examples, benefits AND limitations to Monty Bella Retail of using virtualisation technologies.

Subject specific terminology and knowledge will be clearly used to support and inform the explanations.

There is a well-developed line of reasoning which is clear and logically structured. The information presented is relevant and substantiated.

Level 2 [4-6 marks]
The learner has described at least one benefit OR limitations to Monty Bella Retail of using virtualisation technologies. The description may be supported by examples, some of which may be relevant.

At the bottom of the mark band, learners may describe generic features of virtualisation.

There is a line of reasoning presented with some structure. The information presented is for the most part relevant and supported by some evidence.

Level 1 [1-3 marks]
The learner has identified generic points in relation to virtualisation technologies.

Subject specific terminology may be limited or missing.

The information is basic and communicated in an unstructured way. The information is supported by limited evidence and the relationship to the evidence may not be clear.

0 marks = Nothing worthy of credit.





Examiner’s Comments

This question was marked using a banded response mark scheme. Candidates were asked to discuss the benefits and limitations to MBR of using virtualisation technologies.

Good responses included detailed discussions on either side of the argument. Others produced discussions relating more to limitations or benefits.

Some candidates were able to describe a range of reasons. Very few candidates identified only generic points to do with virtualisation technologies.

The candidates generally answered this question well mainly giving advantages for the reduced costs for hardware and disadvantages for training staff and expertise.

	
	
	
	Total
	10
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