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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 36. 


 
	 
	
	 
	
	

	1.
	A school holds records, in a database, about its students and staff. The records include personal details including name, gender, date of birth, any disabilities or medical problems and contact details.

Some of the data held in the database can be classified as private.

Using an example from the database, explain what is meant when classifying information as private.
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	2.
	A dental practice is creating a new contact management system to record details of its patients, appointments and treatments.

Explain why the dental practice should have a disaster recovery policy relating to its contact management system.
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	3.
	This question relates to the case study on PH Disaster Aid (PHDA) (see Insert for Unit 2, June 2019).

When a natural disaster happens, information needs to be accessed and collected by the country’s government.

Explain two issues that may prevent the government from accessing this information.
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	4(a).
	A dental practice is creating a new contact management system to record details of its patients, appointments and treatments.

During the data analysis Data Flow Diagrams (DFDs) may be created.

One component of a DFD is a data store.
 
	Draw and label symbols for two other DFD components.
	[4]



 
	





















 






 
	
	 
	
	

	  (b).
	Describe one benefit and one limitation to the dental practice of using a contact management system.
 
	Benefit
	 

	 

	 

	 


 
	Limitation
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	  (c).
	Identify and describe one physical protection method that could be used to reduce the risk of a disaster occurring to the contact management system.
 
	Physical Protection Method
	 


 
	Description
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	5.
	A dental practice is creating a new contact management system to record details of its patients, appointments and treatments.

The dental practice is updating its website.

* The updated website will include an interactive form which will enable new patients to register and current patients to book appointments.

Discuss how the integration between the interactive form and the contact management system will enable the system to be more efficient in the collecting, retrieving and storing of patient data and information.
	 [10]


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 









END OF QUESTION PAPER


Mark scheme

The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions.
 
	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	Possible explanation of what is meant when classifying information as private include:
· Information that relates to an individual / student / teacher (1)
· Should not be available (1) to anyone (1) without permission from data subject (1)
· Covered by the DPA / GDPR (1)
· Needs to be stored in a way (1) that ensures compliance (1) with DPA / GDPR (1)
· Example – e.g. gender / date of birth / disability / health issues (1)
· Any other valid suggestion
	4
	Up to four marks for valid explanation including example.

To be awarded full four marks an example must be provided.

Example must relate to database given in scenario of question

Examiner’s Comments

The focus of this part of the question was on the private information classification type. Candidates needed to provide an explanation of this classification type and, to be able to access all allocated marks, include an example from the database.

It was pleasing to note that many candidates were able to access the allocated marks with an example being included in their answer. Acceptable answers included that private information should not be available to anyone without the data subject’s permission and that the data refers to a specific individual. Acceptable examples included gender and disabilities.

	
	
	
	Total
	4
	

	2
	
	
	Possible reasons why the dental practice should have a disaster recovery policy relating to its contact management system include:
· A principle of the DPA (1) Personal details must be kept secure (1) having a recovery plan will ensure the details are safe (1) in case of any theft/unauthorised access (1).
· Will detail how / when (1) the contact management system should be backed up (1).
· Will detail the storage media to be used (1) and where this should be kept (1).
· Personal details are being held (1) so the DPA must be considered (1).
· So staff know what to do (1) when they have had a breach (1) to reduce errors when recovering data (1) and getting the dental practice up and running (1)
· Any other valid suggestion.
	4
	Up to four marks for valid explanation.

Examiner’s Comments

This question was another where candidates showed knowledge gaps. The most common misconception was that the policy was responsible for making sure data was safe. A disaster recovery policy provides details of what should happen, and who is responsible, if a disaster happened to the contact management system.

Those candidates who were given marks provided details relating to this. For example the policy will tell staff who has responsibility for ensuring that data from the contact management system is backed up on a regular basis. This will ensure that if a disaster does happen the contact management system can be restored quickly with minimal loss of data.

	
	
	
	Total
	4
	

	3
	
	
	Possible explanations of issues include:
· Power may have been disrupted / power failure (1) so computer records (1) may not be accessible (1)
· Storage devices / computer systems (1) containing information about the affected area (1) may have been destroyed (1)
· Buildings (containing computer systems) (1) may have been damaged / destroyed (1) so the computer systems / storage devices may have been damaged/ destroyed (1)
· Information stored on the Cloud (1) may be inaccessible (1) due to damage to infrastructure (1)
· Damage to infrastructure / roads (1) may mean areas affected by the disaster (1) are inaccessible (1)
· Any other valid suggestion
	6
	Up to three marks for each of two valid explanations.

DNA answers referring to the digital divide.

The focus of the question is the cause / effect of the disaster rather than the situation prior to the disaster.

Examiner’s Comments

The focus of this question was on the accessing and collection of information when a disaster has happened rather than the situation prior to the disaster. Many candidates were able to provide answers that related to the fact that power may have been disrupted, or failed, which meant that any information held on computer systems may not be able to be accessed. Other acceptable answers related to information which has already been collected about, for example, population in the affected areas may be stored on the Cloud and would be inaccessible due to power failure.

Candidates who provided answers relating to the information not being able to be accessed due to legislation or the country not having any technology because of the digital divide were not given.

	
	
	
	Total
	6
	

	4
	a
	
	DFD components include:
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	External Entity
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	Process
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	Data Flow



	4
	Max two marks per symbol.

Symbol must be labelled to award full marks.

No marks if symbol is not drawn.

These are the symbols shown in the textbook, allow others if correct.

Examiner’s Comments

Again, many candidates demonstrated a knowledge gap about this part of the specification. The question asked for DFD symbols, but many candidates provided answers that related to flow charts.

Where candidates did demonstrate some knowledge about DFD symbols they didn’t read the question correctly and provided a symbol, and label, for a data store which had been provided in the question.

	
	b
	
	Possible benefits and limitation to the dental practice of using a contact management system include:

Benefits
· Patients’ details are stored (1) and can be edited (1).
· Searches can be carried out (1) on specified criteria/ example (1).
· Appointments can be made (1) against the patients’ details (1).
· Search/Sort facility (1) speeds up data finding (1)
· Any other valid answer.
Limitations
· If there is no back-up (1) then patient’s details can be lost (1).
· Data must be correctly (1) input (1).
· The DPA must be considered (1) as holding personal details (1).
· Any other valid suggestion.
	4
	Up to two marks for each of two valid descriptions.

Two from list.
MAX two marks per benefit/limitation.

Examiner’s Comments

This question was generally answered badly with many candidates demonstrating a knowledge gap relating to contact management systems.

Those candidates who were given marks provided benefit answers which related to the fact that patients’ details can be stored with appointments being saved against the patients records. The most common limitation provided was that correct details must be input to ensure patients can be contacted.

	
	c
	
	Possible physical protection methods that could be used to reduce the risk of a disaster occurring to the contact management system include:
· Keypads / locks (1st) on workstations/rooms (1) only people with the correct codes (1) can access the hardware (1).
· Biometrics (1st) scans are taken of characteristics/ example (1) these are matched to the records of authorised users (1) a match enables access (1).
· Off-site backups (1st) provides a copy of the data (1) at the point of back-up (1) so data can be restored (1).
· Putting equipment above ground level (1st) so equipment is out of reach of water (1) and not damaged (1) so business can keep operating (1)
· Any other valid suggestion.
	4
	1st Mark – Identification of physical protection method.
2nd, 3rd and 4th Marks – Description of physical protection method.

The physical protection method must be correct to enable marks for the description to be awarded.

Allow examples for biometrics

Read whole answer and mark to candidates best advantage.

Max 3 marks for description with no identified of method

Examiner’s Comments

It was unfortunate that some candidates didn’t comprehend the fact that this part of the question requires a physical production method and provided answers relating to logical security methods.

There are also many instances of candidates identifying security guards. This would not be appropriate in the context of the dental practice. However, many candidates were able to identify a relevant physical protection method and were able to gain marks for the description.

	
	
	
	Total
	12
	

	5
	
	
	CMS = contact management system

Indicative Content
· Validation routines can be set on the online form.
· The format of the data / information on the form will match that of the fields in the CMS.
· As completed form is submitted the details are automatically input onto the CMS.
· New patient data can be retrieved by searching on a date joining field.
· Patient numbers can be allocated to all patients.
· This can be used to book appointments with an auto-fill on the online form to complete patients details.
· These can be checked by a patient.
· An edit facility can be provided for updating details by current patients.
· Edits can be submitted and overwritten in the CMS.
· Separate sub forms for new & existing patient
· Any other valid suggestion.
	10
	Level 3 [7-10 marks]
The learner has explained how the integration between form and system will allow the system to be more efficient in the collecting, retrieving and storing of patient data and information.

Subject specific terminology and knowledge will be clearly used to support and inform the explanations.

There is a well-developed line of reasoning which is clear and logically structured. The information presented is relevant and substantiated.

Level 2 [4-6 marks]
The learner has described how the integration between form and system will allow the system to be more efficient in the collecting, retrieving and storing of patient data and information.

At the bottom of the mark band, the learner may describe generic aspects of integration between the form and system

There is a line of reasoning presented with some structure. The information presented is for the most part relevant and supported by some evidence.

Level 1 [1-3 marks]
The learner has identified generic points in relation to either the form or system.

Subject specific terminology may be limited or missing.

The information is basic and communicated in an unstructured way. The information is supported by limited evidence and the relationship to the evidence may not be clear.

0 marks = Nothing worthy of credit.




Examiner’s Comments

This question was marked using a banded response method. Candidates were given marks based on the level of detail included in their response, and the application of their response to the scenario.

The question also incorporated the quality of the response in terms of correct use of technical terms and the coherent use reasoning. This is denoted by using a ‘*’ next to the question number with candidates being informed of this in the rubric on the front of the examination paper.

Again, this question demonstrated knowledge gaps relating to how systems can be integrated. The interactive form could be used by two groups of patients – new and existing. To be given a mark in the middle mark band candidates needed to describe the integration between the two systems. A description that included some application to the new patients registering would have their details automatically saved in the contact management system or existing patients could input their patient number when making an appointment which would then be saved against their record would achieve a mark in the middle mark band.

To meet the requirements of the top mark band, candidates should have included some references to the collecting, retrieving and storing of patient data and information.

	
	
	
	Total
	10
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