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INSTRUCTIONS 
•   Write your name, in the boxes above. Please write clearly and in capital letters.
•   Use black ink. HB pencil may be used for graphs and diagrams only.
•   Answer all the questions, unless your teacher tells you otherwise.
•   Read each question carefully. Make sure you know what you have to do before starting your answer.
•   Where space is provided below the question, please write your answer there.
•   You may use additional paper, or a specific Answer sheet if one is provided, but you must clearly show the question number(s). 
INFORMATION 
•   The number of marks is given in brackets [ ] at the end of each question or part question.
•   The total number of marks for this paper is 36. 


 
	 
	
	 
	
	

	1.
	This question relates to the case study on Progress Vision (see Insert for Unit 2, Specimen).

Progress Vision is reviewing its information security and personal data protection measures.

Confidentiality is one of the principles of information security.

Identify two other principles of information security.
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	2.
	This question relates to the case study on PH Disaster Aid (PHDA) (see Insert for Unit 2, June 2019).

Each time a team is sent to a disaster area, PHDA sends records of the attending team members to the network coordinator.

Explain why it is important to maintain the integrity of these records.
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	3.
	A UK–based communications company recently had a breach in security relating to its customer database.

Describe two impacts this breach may have had on the customers of the company.
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	4(a).
	* Discuss how a management information system (MIS) could be used by the Human Resources (HR) department in a multi-national organisation.
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	  (b).
	Identify and describe two security risks to the MIS.
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	5.
	Stored data and information must be kept secure by organisations.

Data and information can be intentionally destroyed.

Identify and describe two methods which could be used to intentionally destroy data and information.
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	6.
	This question relates to the case study on Progress DogTravel (See Insert for Unit 2, January 2018). 

The dog’s travel paperwork can be uploaded to an online storage area.

Identify one method which could be used to maintain the confidentiality of this information.
Justify your choice.
 
	Method
	 


 
	Justification
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END OF QUESTION PAPER




Mark scheme
The examiner comments shown in the “Guidance” column of the mark scheme are taken from the relevant Examiners’ Report. N.B. Examiners’ comments are not available for all questions.

	Question
	Answer/Indicative content
	Marks
	Guidance

	1
	
	
	· Integrity (1)
· Availability (1)
	2
	Points marking approach.

One mark for each correct identification up to a maximum of two identifications.

	
	
	
	Total
	2
	

	2
	
	
	Possible explanation as to the importance of maintaining integrity of the records include:
· The records need to be up to date (1) in case there’s an emergency (1)
· If the records/ example are not accurate (1) could lead to delays in contacting emergency contact (1)
· If passports are lost / damaged (1) then if details are inaccurate (1) may lead to a delay in issuing emergency travel documents / passports (1)
· Incomplete records can lead to delays in travel (1) meaning team members may not get to disaster area (1)
· Team members may have gained extra specialisms (1) and PHDA won’t be able to take advantage of these if they haven’t updated their records (1)
· Team member allocated to more than one location (1) because system is not up to date with where people are (1)
· Any other valid suggestion
	4
	Up to three marks for valid explanation.

Mix and match approach across bullet points is possible.

Read whole answer and mark to candidates advantage.

1 mark can be awarded for:

‘Records need to be accurate / up to date / complete and fit for purpose’

if this has not already been awarded in context. 

Examiner’s Comments
This question focused on the records sent by PHDA to the network coordinator when the team has been assembled and finalised. The team is assembled based on the type of disaster that has occurred and which specialisms are needed. As the teams are being sent to disaster areas it is important that the information held in these records has a high level of integrity.

Many candidates were able to access some of the marks allocated to this part of the question by stating that the records have to be accurate, complete, fit for purpose and up-to-date. Some of the correct reasons for maintaining the integrity of these records include the fact that if the emergency contact is not up-to-date and an emergency happens to a team member then no-one would be notified of the issue. As the records include passport and visa numbers, if the integrity of these fields is not maintained then team members may be delayed in travelling to the disaster area.

Common misconceptions included the fact that the information is sensitive. While it is appreciated that some of the information may be sensitive, this does not have an impact on maintaining the integrity of the records.

	
	
	
	Total
	4
	

	3
	
	
	· Identity fraud (1) as personal details may have been stolen
· Loss of finances (1) credit cards / loans could be taken out (1)
· May have to reset all passwords (1) to ensure details held by other organisations do not get compromised (1)
· May have to spend time (1) contacting other organisations who hold their personal data / checking credit files (1)
· Any other valid suggestion
	









4
	Points marking approach


Max 2 impacts 

Examiner’s Comments

Many candidates failed to correctly read part (a) of this question. The focus was on the impact a security breach may have had on the customers of a company. Many candidates provided responses that related to the customer losing trust in the company or that the company would lose money/customers. Neither of these responses relate to an impact on the customer. Acceptable responses could include identity theft as personal details may have been stolen.

	
	
	
	Total
	4
	

	4
	a
	
	Indicative content

How a MIS could be used by the Human Resources (HR) department in a multi–national organisation include:
· As the organisation is multi-national the MIS will enable all HR departments to share the information.
· Employees can move around the organisation between countries, the MIS will enable their records to be accessed where ever they are.
· Emergency details can be gathered at any time of day or night in the event of e.g. an accident
· Back-ups of information can be taken centrally and kept secure
· Employees can access their records for e.g. holiday requests where ever they are based.
· Holiday requests can be authorised centrally to ensure adequate staff cover is in place
· Job promotions can be handled centrally with MIS being searched for required skills with the existing work force.
· Trends & patterns can be identified e.g. sickness rates at any given location
· Can integrate with Payroll function to ensure pay is correct
· Can analyse HR functions e.g. staffing, succession planning, recruitment & tracking, job role benefits
· Any other valid suggestion
	10
	Mark Band 3 (7–10 marks)
The learner has explained how a MIS could be used by a HR department and a multi–national organisation.

Subject specific terminology and knowledge will be clearly used to support and inform the explanations.

There is a well–developed line of reasoning which is clear and logically structured. The information presented is relevant and substantiated.

Mark Band 2 (4–6 marks)
The learner has described how a MIS could be used by a HR department / a multi–national organisation.

At the bottom of the mark band, the learner may describe generic task(s) that a MIS could be used.

There is a line of reasoning presented with some structure. The information presented is for the most part relevant and supported by some evidence.

Mark Band 1 (1–3 marks)
The learner has identified generic points in relation to the MIS.

Subject specific terminology may be limited or missing.

The information is basic and communicated in an unstructured way. The information is supported by limited evidence and the relationship to the evidence may not be clear.

0 marks = Nothing worthy of credit.

Examiner’s Comments

This question focussed on the use of an MIS system being used by the Human Resources (HR) department in a multi-national company. The title of this unit is ‘Global Information’ and, as such, it is expected that some reference as to how information can be used across the global, multi–nationally, should be included in the teaching of the unit.

This question part (a) was marked using a banded response method. Candidates were awarded marks based on the level of detail included in their response, and the application of their response to the question context. The question also incorporated the quality of the response in terms of correct use of technical terms and the coherent use reasoning. This is denoted by the use of a * next to the question number with candidates being informed of this in the rubric on the front of the examination paper.

To be awarded a mark in the middle mark band candidates need to provide a description of how an MIS could be used with some examples relating to either staff (the HR element) or multi–nationality.

Many candidates were able to achieve a mark in the middle mark band, demonstrating some knowledge of the use of an MIS system and providing some examples relating to either staff or multi–nationality.

In addition to the requirements for the middle mark band, to reach the highest mark band candidates needed to provide an explanation as to the use of an MIS. Examples needed to cover both staff and the multi–nationality of the organisation. The examples did not need to be in any great depth, but both had to be included to be considered for a mark in this mark band.

Acceptable examples could include the use of contact details if there was an emergency if a member of staff was working in a different country, trends and patterns in sickness rates could be identified and compared across different countries and shortages in staff in any given department / country could be quickly identified.

	
	b
	
	Possible security risks to the MIS include:
· Unauthorised access / hackers (1st) accessing sensitive / confidential information (1) with the intention of using data for example e.g. identity theft (1)
· Accidental loss of data (1st) staff not saving updates (1) which can lead to incorrect data being held (1)
· Intentional destruction of data / virus (1st) data being accessed (1) and deleted (1)
· Intentional tampering with data (1st) data being accessed and manipulated (1) example e.g. for increased salary (1)
· Any other valid suggestion
	6
	In each of two cases:



1st Mark – Identification of appropriate security risk.
2nd and 3rd Marks – Description of security risk.

The risk must be correct to enable marks for the description to be awarded.

Examiner’s Comments

This question focussed on the use of an MIS system being used by the Human Resources (HR) department in a multi-national company. The title of this unit is ‘Global Information’ and, as such, it is expected that some reference as to how information can be used across the global, multi–nationally, should be included in the teaching of the unit.

Part (b) of the question focused on the identification and description of 2 security risks to the MIS. If candidates failed to identify a correct risk, they were unable to access the marks allocated for the description.

Most candidates were able to identify hacking / unauthorised access and provide some description. There did, however, appear to be knowledge gap about any further security risks. Acceptable security risks included accidental loss of data or intentional tampering with data.

	
	
	
	Total
	16
	

	5
	
	
	· Virus (1st) a type of malicious software code that can reproduce itself (1) destroying / infecting data files or programs (1).
· Hacking / Hacker (1st) finding a weakness in a system (1) to access sensitive / confidential / personal information (1).
· Electromagnetically wiped (1st) all data from a storage device is wiped (1) so cannot be accessed (1)
· Physical destruction (1st) of storage device (1) to ensure data cannot be accessed (1)
· Burning / shredding (1st) physical data (1) to remove any trace of data (1)
· Any other valid suggestion.
	6
(6.2)
	

Points marking approach


2 from list for up to 3 marks each



Method (1) Process (1) Result (1)


The method must be correct to enable marks for the description to be awarded.

Examiner’s Comments

This part required candidates to identify and describe two methods that could be used to intentionally destroy data and information. Many candidates were able to gain high marks for this part of the question. Acceptable responses included burning/ shredding of paper–based documents and electromagnetically wiping storage devices.

	
	
	
	Total
	6
	

	6
	
	
	· (User names and) Passwords (1st) When combined with user names secures the on-line areas (1) as only those with the correct / matching user name / password (1) can access the secure location of the storage area / documents (1).
· Encryption (1st) Uses an algorithm to convert the text to an unreadable format (1) Documents can be encrypted so only these with the correct key (1) will be able to read the documents (1).
· Document password (1st) provides 2nd level security (1) if unauthorised persons accessed the on-line storage area (1) the document password would stop them accessing the actual document / the contents of the document would be secure (1).
· Any other valid suggestion.
	4
(6.1)
	Points marking approach



The method must be correct and appropriate to PDT to be awarded the justification marks. 

Examiner’s Comments

The focus of this question was on a method that could be used to maintain the confidentiality of information uploaded to an online storage area. Candidates needed to identify a suitable method, justifying their choice. This question linked to part of bullet point 5 in the research points in the case study.

if candidates failed to identify a suitable method then they were unable to access the marks allocated for the justification.

Many candidates provided an acceptable method and so were able to access the justification marks. Acceptable methods included passwords and encryption. Many candidates failed to justify their choice of method with many responses simply describing the method.

	
	
	
	Total
	4
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