Danger of cyber-attacks on small businesses
· Every year thousands of small companies are victims of cyber-attacks
· Cyber-attacks against large businesses are publicised by the media
· Attacks against small businesses generate little attention
· This gives small businesses a false sense of security
· Small businesses are more vulnerable than large ones
· Fewer resources available for security
Open statistics presentation to show dynamic chart comparing cyber-attacks for 2020 with predicted cyber-attacks for 2021 for all businesses (must be able to return to main presentation easily)
Cyber-attacks are a serious risk to business
· 67% suffered a cyber-attack in 2019 compared to 61% for the previous year
· 66% were caused by a negligent employee or an independent contractor
· Many attacks bypassed the businesses’ intrusion detection or antivirus software
· Mobile phones were the most vulnerable entry points to a business’ network
Open statistics presentation to show dynamic chart comparing cyber-attacks for 2020 with predicted cyber-attacks for 2021 for each size of business (must be able to return to main presentation easily)
Types of attacks
· Malware
· Phishing
· Denial of Service
· Man-in-the-middle
· SQL injection
· Zero-day exploits
Man-in-the-middle
· Two parties are carrying out a transaction
· Cyber-criminal places themselves between the two parties
· Steals the data
SQL injection
· Malicious code installed in an SQL server
· SQL server – database management software developed by Microsoft ©
Zero-day exploit
· Attack occurs between:
· The time a vulnerability is publicised, and a fix becomes available

Where are they?
· Inside the business
· usually from unscrupulous employees
· can be accidental
· Outside attacks
· located anywhere in the world
· some are corporate spies
What can we do for you?
· Check your IT systems for vulnerabilities again potential cyber-attacks
· Provide you with advice and guidance on how to mitigate the risks
· Help you to secure your IT systems against potential cyber-attacks
· Offer a regular monitoring of your IT systems
Next steps:
· Email or phone us
· You will be contacted by a member of our ethical hacking team
Thank you for attending



