What is cybercrime?

Cyber-crime is any crime that primarily takes place online.  Cyber-criminals commit crimes by targeting networks and/or devices.  Cyber-crimes includes security breaches and identity theft.

There are many different forms of cyber-crimes and anyone using the Internet should look at different ways to protect themselves.

Cyber-criminals are clever!!!  They can be very convincing!!!  So, when you are online think of this little motto:

STOP!    THINK!	CONNECT!

Immediate Preventative Strategies

1. Never click on links in emails. If you receive an email from a third party or primary retailer, go directly to their site and logon directly.  Whatever service or notification they are offering in the email, will be available to you when you logon to the site.
2. Never open the attachments. Retailers do not usually send emails with attachments. If you are unsure, you should contact the retailer and confirm whether the email with the attachment is from them.
3. Do not give out personal information over the phone or in an email unless you are completely confident who you are speaking to. Social engineering is when cyber-criminals deceive individuals into providing personal information to “trusted” agents. Never give out your personal information over the phone.  Ask them for their name and a call-back number.
4. Use secure passwords and NEVER share them with anyone.  Do not use common words, phrases, or personal information and change your password regularly.  Strong passwords also include letters, numbers and symbols.  Do not repeat your passwords for different sites.
5. Keep your software up to date including your operating system, web browser and anti-virus software. Security updates and patches are usually available for free and can be set up to update automatically.
6. Look at the URLs of websites you access. Malicious websites will use a variation in common spelling of site names or use a different domain (for example, .net instead of .co.uk) to deceive unsuspecting computer users.
7. When using email, disable the option to automatically download attachments.
8. Do not click on links or requests sent through email or text message. Even if you think you know who the sender is, do not be tempted to click on unknown links or answer strange questions sent to your mobile device.

Simple Steps to Protect Yourself

1. Use Internet security software.  Internet security software provides real-time protection against malware including ransomware and viruses.  It helps protect your personal information when you go online.
2. Manage your social media settings.  Social engineering cyber-criminal often get personal information with just a few data points.  So, ensure that you keep your personal and private information locked down.  The less you share publicly the better.  If you post your pet’s name or reveal your mother’s maiden name on a social media platform, you could also be exposing the answers that you have provided for the two most commonly asked security questions.
3. Strengthen your home network.  It is always a good idea to use a strong encryption password and a VPN (Virtual Private Network).  A VPN encrypts the traffic leaving your devices until it arrives at its destination.  If a cyber-criminal did hack into your communication channel, they would only intercept encrypted data.  It is especially important to use a VPN whenever you use a public network regardless of where it is.
4. Talk to your children.  Teach your children the acceptable use of the Internet without overly restricting the communication channels. Emphasise to them the importance of speaking to you if they experience any form on online harassment, stalking or bullying.
5. Take notice of security breaches.  Always take note of the reports of security breaches identified in newspapers, magazines, television etc.  You may well have an account with a company who has had a security breach.  You must find out what information the hackers have accessed and take immediate steps to change your password.
6. Protect yourself against identity theft.  Identity theft happens when someone illegally obtains your personal data through fraudulent and deceptive methods.  This is invariably carried out for financial gain.  You can be tricked into giving out personal information over the Internet or by a cyber-criminal accessing your emails to obtain personal information in relation to your accounts.  A VPN can guard your personal data.
7. Any place, anytime, anywhere.  It is also important to know how to protect yourself when travelling.  You should never put your travel plans on social media and always use a VPN when using the hotel’s WiFi network or accessing WiFi networks in train stations, airports, restaurants and coffee shops.
You should also teach your children how to protect their identity when online.  Cyber-criminals will often target children because their Social Security number and credit histories are frequently classed as “clean”.  You should also be careful what personal information relating to your children you share online.
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