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Introduction

Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the
examinations. They provide useful guidance for future candidates. The reports will include a general
commentary on candidates’ performance, identify technical aspects examined in the questions and
highlight good performance and where performance could be improved. The reports will also explain
aspects which caused difficulty and why the difficulties arose, whether through a lack of knowledge, poor
examination technique, or any other identifiable and explainable reason.

Where overall performance on a question/question part was considered good, with no particular areas to
highlight, these questions have not been included in the report. A full copy of the question paper can be
downloaded from OCR subject web page.

You can now find the results awarded in 2018/19 for your Cambridge Technical subject area.

As a centre approved to offer our Cambridge Technicals qualifications, we wanted to let you know we
have now published the results awarded for 2018/19 Level 2 and 3 Cambridge Technicals (2016 suite).
This information is helpful in allowing you to compare your centre achievements alongside national
outcomes.

To browse the document, log in to Interchange, click on ‘Resources and materials>Past papers and
mark schemes’ in the left-hand menu and select ‘Cambridge Technicals (2016) Results Awarded
2018/2019’ from the drop down list.

K} © OCR 2020
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Unit 2 series overview

A large proportion of the questions are knowledge based and use key words in the stem to guide the
candidates towards the area of the specification being asked — types of cyber security incidents, targets
of cyber security incidents and so on. To gain a good mark in this paper candidates need to make sure
that they have a basic grasp of the basic theory knowledge.

Examination technique is very important; the keyword and number of marks gives an indication of the
depth of response required. Questions that ask for identification as the first part must have an
identification before any further marks can be awarded. Candidates need to get into the habit of making
their first statement in these types of question the identification of the point.

The online system used to sit the examination has tools built into it that can assist the candidate. The
highlighter for example can be used to mark key words and in particular example answers given in the
question that cannot be used in the candidate response. This will hopefully prevent candidates wasting
an answer that has been eliminated by the question itself.
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Question 1 (a)

(a) One type of cyber security incident is data manipulation.

Identify two other types of cyber security incidents.

[2]

This was done very well with most candidates identifying types of cyber security incidents.
Unfortunately, there is still a small proportion of candidates who are losing marks because they are not

reading the question carefully enough — data manipulation is given in the question and therefore cannot
be used as an answer.

Question 1 (b)

(b) An organisation is one target for a cyber security attack.

Identify two other targets for a cyber security attack.

1

[2]

This was done very well with most candidates identifying targets for a cyber security incident.
Unfortunately, the same comment made for 1(a) applies here — organisations were given in the question
and therefore could not be given as an answer.

5 © OCR 2020
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Question 1 (c)

{(c} One purpose of cyber security is to maintain the integrity of information and data.

Identify one other purpose of cyber security.

(11

Another knowledge recall question that was answered very well with the majority of candidates able to
identify a purpose of cyber security.

Question 2 (a) (i)

A cinema has a website with all the pages using the same colours and logo. The website allows customers to book
and pay for tickets to see films. Customers must register and provide an email address to book tickets. The
customers can select the film they want to see and the seats they want to sit in. Payments for the tickets are made
using a credit or debit card.

Some customers have reported that when they navigate to the booking page of the website it does not use the
same colours and logo as the homepage.

(a) (i) Identify the type of threat that may have occurred.

(1]

The most popular wrong answer was phishing. Phishing involves the receipt of an email as the initial
step and although the end result of phishing and pharming are the same, the threat itself is different.

Question 2 (a) (ii)

(ii) Explain how this threat may have accidentally occurred.

[3]

If candidates incorrectly identified the threat they were still able to obtain marks in the part of the
question, and many did. Full marks was rare as responses lacked the detail; many identified a single
action rather than give a full explanation.
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Question 2 (a) (iii)

(iii) Identify and describe one other type of threat that may occur.

[3]

There were many other threats that the candidate could have given and a large proportion gained the
single mark for the identification. Their description of the threat lacked detail with many failing to gain
any additional marks.

Question 2 (b)

(b) Some customers have been receiving emails asking for money to be paid to keep using the online booking
page.

Identify and describe the type of cyber attacker that is sending the emails.

[3]

Phisher was the most popular answer given here with the expansion of it being done via an email
gaining the additional mark. Many failed to go into more detail. The question required three points and
candidates need to be looking over their responses to ensure that there is enough detail to gain all
available marks.

Question 2 (c)

(c) Identify and describe one other possible target of a cyber security attack.

[3]

Many candidates gained the identification mark with data being a popular answer. The description of the
target within the context of the cinema was poorly done with few able to gain any additional marks.
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Question 2 (d)

(d) Explain how encryption can be used to keep the credit and debit card details secure.

[3]

This was a question that required a reasonable level of technical understanding of how encryption works.
This could have been a text book definition or given in context with specific reference to credit and debit
card details. Few candidates achieved full marks. There was a distinct lack of technical terms or
understanding of what encryption was.

Question 3 (a)

An electricity supplier holds customer records in a secure cloud storage area. The records hold personal, contact
and bank details for each customer. The records also include electricity bill information and payment history.

Each customer has a unigue user name and password for access to the secure cloud area. Customers can only
access their own customer record. The customer record is used by customers for entering an electricity meter
reading and for paying the electricity bill.

(a) Identify two reasons why it is important that the electricity supplier uses cyber security for the cloud storage
area.

1

[2]

This was done very well with many candidates achieving both marks.
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Question 3 (b)

(b) The electricity supplier takes secure backups of data each day.

Describe how the secure backups of customer records could be used by the electricity supplier after a cyber
security attack.

[3]

A large proportion of the responses given focused on why the backup was required rather than the focus
of the question which was how they would be used. As with previous questions, there was little
contextualisation seen and many candidates did not write enough points to gain the marks. Many gave
the same answer worded in slightly different ways.

Question 3 (c)

(c) The electricity supplier uses logical protection measures to protect the customer records. It uses user names
and passwords as well as secure backups of data and encryption.

Identify and describe two other logical protection measures that could be used to protect the customer
records.

1

[6]

It is important that candidates are aware of the difference between logical and physical methods of
protection. This question was also another where candidates did not read the whole question and gave
passwords, usernames, backup and encryption amongst their answers.

Candidates that did identify correct logical protection measures did not give enough detail about the
measure the gain full marks. Examples and contextualisation are a useful tool the candidate can utilise
to assist them in their descriptions and will, by their nature, allow the candidate to write more and give
additional details which increase their chances of obtained full marks.
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Question 3 (d)
(d) A cyber attacker has placed a ‘worm’ on the cloud storage area.

Describe what is meant by a worm.

(2]
The definition of a work is very specific and this question was essentially asking for knowledge recall.
Many candidates were not aware of the definition of a worm and scored poorly on this question.
Question 3 (e)
(e) Identify two motivations of the cyber attacker who infected the secure cloud storage area with the worm.
1
2
(2]

This was answered very well with most candidates achieving both marks.
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Question 3 (f)

() A cyber security attack has taken place on the cloud storage area and customer records have been
accessed.

Discuss how the financial disruption caused by the cyber security attack could affect the electricity supplier
and its customers.

(9]

The essay is marked using levels of response. There are three levels — L1 required a basic identification
of the disruption. L2 required more detail including explanation — typically for either the supplier or the
customer and L3 required a detailed level of understanding of how the disruption applied to both parties.

It was pleasing to see candidates scoring higher marks in the essay than previous sessions. Many
candidates were able to give sensible suggestions as to the impact of the disruption. The key to this
essay was the coverage of both the supplier and the customers — this was required to move into the top
level band of marking. The depth and level of explanation is important — merely mentioning a disruption
is not sufficient and candidates should be looking to explain how the disruption identified impacts the
individual or supplier.

The essay is about depth of response, not breadth — a few points made in detail will score higher marks
than lots of superficial points.

Copyright information

Computer Based Test — any reference to existing companies or organisations is entirely coincidental and
is not intended as a depiction of those companies or organisations.
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Supporting you

For further details of this qualification please visit the subject webpage.

Review of results

If any of your students’ results are not as expected, you may wish to consider one of our review of results
services. For full information about the options available visit the OCR website. If university places are
at stake you may wish to consider priority service 2 reviews of marking which have an earlier deadline to
ensure your reviews are processed in time for university applications.

Training

Attend one of our popular CPD courses to hear exam feedback directly from a senior assessor or drop in
to an online Q&A session.

Please find details for all our courses on the relevant subject page on our website.
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to ensure the accuracy of the content, OCR cannot be held
responsible for any errors or omissions within these resources.
We update our resources on a regular basis, so please check the
OCR website to ensure you have the most up to date version.

This resource may be freely copied and distributed, as long as
the OCR logo and this small print remain intact and OCR is
acknowledged as the originator of this work.

Our documents are updated over time. Whilst every effort is made
to check all documents, there may be contradictions between
published support and the specification, therefore please use the
information on the latest specification at all times. Where changes
are made to specifications these will be indicated within the
document, there will be a new version number indicated, and a
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the specification and a resource please contact us at:
resources.feedback@ocr.org.uk.

Whether you already offer OCR quialifications, are new to OCR, or
are considering switching from your current provider/awarding
organisation, you can request more information by completing the
Expression of Interest form which can be found here:
www.ocrorg.uk/expression-of-interest

Please get in touch if you want to discuss the accessibility of
resources we offer to support delivery of our qualifications:
resources.feedback@ocr.org.uk

Looking for a resource?

There is now a quick and easy search tool to help find free resources
for your qualification:

www.ocr.org.uk/i-want-to/find-resources/

Need to get in touch?

If you ever have any questions about
OCR quialifications or services (including
administration, logistics and teaching)
please feel free to get in touch with our
Customer Support Centre.

Vocational qualifications

Telephone 02476 851509

Facsimile 02476 851633

Email vocational.qualifications@ocr.org.uk

www.ocr.org.uk
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