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Introduction

Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the
examinations. They provide useful guidance for future candidates. The reports will include a general
commentary on candidates’ performance, identify technical aspects examined in the questions and
highlight good performance and where performance could be improved. The reports will also explain
aspects which caused difficulty and why the difficulties arose, whether through a lack of knowledge, poor
examination technique, or any other identifiable and explainable reason.

Where overall performance on a question/question part was considered good, with no particular areas to
highlight, these questions have not been included in the report. A full copy of the question paper can be
downloaded from OCR subject web page.

You can now find the results awarded in 2018/19 for your Cambridge Technical subject area

As a centre approved to offer our Cambridge Technicals qualifications, we wanted to let you know we
have now published the results awarded for 2018/19 Level 2 and 3 Cambridge Technicals (2016 suite).
This information is helpful in allowing you to compare your centre achievements alongside national
outcomes.

To browse the document, log in to Interchange, click on ‘Resources and materials>Past papers and
mark schemes’ in the left-hand menu and select ‘Cambridge Technicals (2016) Results Awarded
2018/2019’ from the drop down list.

ExamBuilder

Remember to keep your eye on ExamBuilder as we continue to update the bank of questions post exam
series in line with our past paper policy. Therefore, you can be assured that new assessment material
will continually be fed into_ ExamBuilder on an annual basis.

Online post series external feedback

Keep an eye out for feedback for our post series feedback on Exams for Cambridge Technicals
Webinars available in the autumn term.

- Would you prefer a N
Word version?

Did you know that you can save
this pdf as a Word file using Acrobat
Professional?

|| fS—

Simply click on File > Export to and
select Microsoft Word

(If you have opened this PDF in your browser you will / \\
need to save it first. Simply right click anywhere on the o0
page and select Saveas... to save the PDF. Then open —

the PDF in Acrobat Professional.)

We value your feedback

If you do not have access to Acrobat Professional there We'd like to know your view on the
are a number of free applications available that will also fesolifces we produce. Bycclicking on the
icon above you will help us to ensure that
@nvert PDF to Word (search for pdfto word converter)./ our resources work for you.
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Paper Unit 2 series overview

The overall performance of the candidate continues to improve. However many candidates still
demonstrated knowledge gaps in relation to the unit content. Centres should make sure that candidates
are familiar with all areas of the unit content before being entered for the external examination.

The correlation between content, context and command word still appeared to be limited. Candidates
should be aware of the differing command words, e.g. identify, describe, explain, discuss, and the
demands of each of these. Candidates should also be familiar with the concept that questions may have
a specific focus. It is this focus which should be considered by candidates when composing their responses
to questions.

In this unit, a pre-release case study is issued, this provides the context for Section A of the external
examination. A limited number of candidates appeared to be unfamiliar with the context of the case study,
for this external examination this was Response Team. This apparent lack of familiarity limited candidates’
accessibility to many of the questions in Section A of the external examination where the questions are
directly linked to this case study

The case study also includes some research prompts for candidates. These prompts should not be ignored
as the knowledge gained through completing the research will enhance accessibility to the questions in
Section A.

Section B of the external examination does not require candidates to link their responses to the case study.
It was, however, noted that there was evidence of knowledge gaps from the candidates’ responses in this
section.

There are many resources available which can be used during the teaching of this unit. Centres are
encouraged to access the resources available from the OCR website that relate to the interpretation of the
case study and exemplification/analysis of candidate responses from previous sessions.
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Section A overview

This section of the external examination was directly linked to the case study, Response Team.
Question 1 was directly linked to bullet points 1 and 2 of the research points.

Question 2 was directly linked to bullet point 1 of the research points.

Question 3 was directly linked to bullet point 10of the research points.

Question 4 was directly linked to bullet point 4 of the research points.

Question 5 was directly linked to bullet point 3 of the research points.

Question 6 was directly linked to bullet point 1 of the research points.

Question 1 (a) (i)

1 Details of the cars are stored in the Car Database.

(a) (i) Identify the information style that has been applied to the Date of Registration field.

Part a (i) of the question required candidates to identify the information style that had been applied to the
Date of Registration field in the database. Many candidates provided responses that referred to the date
or numeric information style.
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Question 1 (a) (ii)
(ii) Explain why this information style has been used.

The second part of this question required candidates to explain why the date/numeric information style
had been used. If the response to part (i) of this question was incorrect then the response for this
question could not be considered for marks.

Acceptable responses included the fact that the data stored in this field is a date, as shown in the
excerpt given in the case study. Acceptable responses for the use of the numeric style could include the
fact that calculations could be done on the field to see the time difference between the date of
registration and the date of a service.

Using these information styles would also enable validation, input mask, to be set on the field to reduce
data entry errors so ensuring the data held in this field is in a consistent format. This would mean that
data manipulation could be carried out without any errors.

6 © OCR 2020
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Question 1 (b)

(b) Identify the information classification that the Car Database would be included in. Justify
your choice.

Information classifiCation ............ ... [1]

W LY () o= (o] USRS

Many candidates were able to provide an acceptable response for the information classification.
Acceptable responses included business or confidential. To be considered for the marks allocated for the
justification, the mark for the correct type of software had to have been given.

To achieve all allocated marks for the justification, 3 marks, the response needed to be in the context of
the scenario. Many candidates did not contextualise their response so limiting the marks available to 2.
Candidates should be reminded that all responses in Section A need to be applied to the context of the
case study. Acceptable responses included the fact that confidential details are stored in the Car
Database such as VIN numbers and product recalls.

It was noted that many candidates felt that as customer details are stored these needed to be kept
confidential. This is incorrect as no customer details are shown in the excerpt. Centres should be
cautious about adding data and information to that given in the case study.

Question 2 (a)
2 Each car has a tracking system which enables its location to be found.

(a) Identify the data analysis tool the tracking system would be included in.

Many candidates were able to provide a correct response to this part of Question 2. Acceptable
responses included GPS or location tracking.
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Question 2 (b)

(b) Justify the use of the car’s tracking system by the response team.

Candidates needed to justify the use of the cars tracking system. Details were given in the case study
about how the tracking system was used. These details included how the location can be remotely found
to a variance of 5m.

Those candidates who had a good level of understanding of the case study were then able to expand
their response to include such points as the location will enable help to be sent quickly if the car had
been in an accident and help was needed, or the nearest garage could be located to get to the car for
recovery.

A minority of candidates had picked up on the point that if the car had been in an accident and the air
bags deployed then the SOS button, which enables tracking to begin, would be activated automatically.
These candidates were then able to expand their response to provide details which included the fact that
emergency services could be sent by the Response Team working remotely, which could save the lives
of the driver and any passengers.
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Question 3 (a)
3 The results of a car’s diagnostic test are uploaded to a shared storage area.

(a) Explain the purpose of this shared storage area.

This question focused on the use of the shared storage area which is used by the Response Team to
upload the results of the remotely completed diagnostic check. Details are given in the case study
relating to the use of the shared storage area.

Many candidates were able to provide an explanation that related to the fact that the results of the check
are uploaded in the UK, where the Response Team is based, and it is, therefore irrelevant where the car
is located. Therefore, the accessing of the results via the shared storage area is not location limiting.

© © OCR 2020
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Question 3 (b)

(b) Describe one advantage and one disadvantage of uploading the diagnostic test results to
a shared storage area.

ADVANTAGE .. ..o et e e e e e e e e e e e n e eeeeaens

Most candidates were able to access all marks allocated to this question by providing an acceptable
advantage and disadvantage. Candidates should be encouraged to consider any number requirements
defined in a question. For example, in this question only one advantage and one disadvantage were
required.

The most common advantage given by candidates is that the tests could be accessed from anywhere in
the world as long as an internet connection was available. Other acceptable responses provided
included the fact that these tests can be kept secure as they can only be accessed by using the
automatically generated access code.

The most common disadvantage given by candidates was related to hacking/hackers. Those candidates
who provided responses relating to hackers/hacking were more likely to only be given one of the two
allocated marks. This was because they were unable to provide further relevant description related to
their response. Acceptable expansion responses could include that the results of the tests could contain
sensitive data, or the tests could be deleted by the hacker.
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Level 3 Cambridge Technical in IT - Unit 2 - January 2020 Examiners’ report

Question 3 (c)

(c) Describe one consequence to the car owner of poor-quality information being passed to
the repair and recovery garage.

The focus of this question was on the consequences to the car owner. It appeared that many candidates
did not read the question correctly as responses were provided that related to the consequences to the
repair and recovery garage. These responses focused on the fact that the garage would not fully
understand the problems with the car and so may not be able to repair it.

Acceptable responses focused on the consequences to the owner, such as the correct parts may not be
available so leading to delays in getting the car back on the road to continue the journey. Another
acceptable response was that the repairs may take longer so meaning that the customer may have to
stay in a hotel so incurring extra cost.

11 © OCR 2020
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Question 4

4* Discuss how the principles of information security, including the risks and impacts, should be
considered by the response team when dealing with any SOS call.
[10]

This question was marked using a banded response method. Candidates were given marks based on
the level of detail included in their response, and the application of their response to the case study and
the risks and impacts.

The question also incorporated the quality of the response in terms of correct use of technical terms and
the coherent use of reasoning. This is denoted by the use of a * next to the question number with
candidates being informed of this in the rubric on the front of the examination paper.

To be given a mark in the lower range of the middle mark band, candidates had to describe the
principles of information security including at least one risk and/or impact. These needed to be applied to
the Response Team and their handling of the SOS call.

Acceptable principles included the fact that data integrity should be maintained and only accessed by
members of the Response Team while acceptable risks could include accidental data loss. The impacts
that could have been considered include if data is unable to be accessed then the Response Team
cannot provide help and assistance to the driver of the car.

The greatest barrier to candidates being given the higher mark in the middle mark band was the lack of
application to the case study and the level of detail provided.

The level of detail provided, the evidence of explanations, including risks and impacts, with appropriate
application, and examples, to the Response Team and the handling of the SOS calls could enable
candidates to be considered for a mark in the highest mark band. Candidates who achieved a mark in
the highest mark band provided detailed explanation of the principles of information security, including
consideration of the risks and impacts. Also, incorporated in their responses were valid applications and
examples.
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Question 5 (a)

5 Some of the cars have been sold and registered in the United States of America (USA).
Data about the cars is sent to the USA when the cars are transported.

(a) Identify the global information protection scheme which would be applied to data sent
from the UK to the USA.

The excerpt shown in the case study included cars that were sold in different parts of the world including
France, China and the USA. Research bullet point three required candidates to research the global
information protection legislation that should be considered. When carrying out the research for this
bullet point candidates should have made the link between the counties the cars were sold in and the
legislation that applies in these countries. The Safe Harbour Scheme, which has been superseded by
the Privacy Shield, should have been one of those pieces of legislation researched by the candidates as
this applies to the USA and the UK.

The Safe Harbour Scheme and the Privacy Shield were both acceptable responses. A minority of
candidates were given a mark for this part of the question.

Question 5 (b)

(b) Explain how this scheme aims to protect this data.

Candidates were able to access marks for this part of the question, even if they did not get marks for part
(a). However, the responses provided by many candidates demonstrated a knowledge gap relating to
this part of the unit specification.

Acceptable responses included the fact that both countries had to be deemed to be safe and responsible
for maintaining the principle of information security. As the Response Team is based in the UK any
response had to consider the transferring of data and information from the UK to the USA.

13 © OCR 2020
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Question 6

6 Explain, using an example, how charts and graphs created from the data held in the Car
Database could be used by the car manufacturer.

To access all 3 allocated marks candidates needed to include an example in their response. If no
example was provided, then a maximum of 2 marks were available. As part of exam technique
candidates should be advised that if a question specifically asks for an example then marks will be
allocated for this.

Many candidates were able to access all marks allocated to this question. The responses included the
fact that data could be presented visually so being able to spot trends and patterns such as the product
recall which had happened the most. The excerpt from the Car Database included product recalls where
Brake Calipers was given as an example in three instances in December 2018. The inclusion of this
product recall in the response would have been given the mark allocated for the example.

14 © OCR 2020
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Section B overview

Candidates did not need to apply their responses to the Response Team in this section of the external
examination.

The scenario for this section related to a marketing company. As such, all examples, where required,
should be applicable to this scenario.

Question 7 (a)

7 (a) The online surveys are accessed through the internet.

Describe what is meant by the internet.

This was a knowledge recall question requiring candidates to describe what is meant by the internet.
Many candidates were able to access marks by providing responses that defined the internet as a global
network of interconnected devices.

Some candidates provided responses that related to the World Wide Web (WWW) and appeared to
confuse this and the internet. The WWW is the information that is available through, for example, web
sites while the internet is the infrastructure which facilitates the WWW.

Question 7 (b)

(b) The online surveys could be completed using a portable device.

Identify two portable devices that could be used.

Most candidates were able to access the allocated marks. However, some candidates provided a
response of ‘phone’. This was deemed to be too vague as this could refer to a satellite phone, a mobile
phone or a landline phone.

Candidates should be encouraged to be specific in their responses to help them to access the allocated
marks.
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Question 7 (c) (i)
(c) Primary and secondary data are collected and used by the marketing company.

(i) What is meant by data?

This was a knowledge recall question which required candidates to provide a definition of data. Many
candidates were able to access the marks for this part of the question by providing responses that
included the fact that data is numbers/text without context or meaning.

Question 7 (c) (ii)
(ii) Describe one difference between primary and secondary data.

This question was another knowledge recall question, but it was worrying to see that many candidates
were unable to provide a difference between primary and secondary data. The difference is that primary
data would be collected by the marketing company while secondary data is collected by a third party.

16 © OCR 2020
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Question 8

8* Discuss the impact and consequences of data protection legislation on the marketing
company when collecting, storing and processing data and information.

This question was marked using a banded answer method. Candidates were given marks based on the
level of detail included in their response, and the application of their response to the marketing company
and the impacts and consequences of data protection legislation.

The question also incorporated the quality of the response in terms of correct use of technical terms and
the coherent use of reasoning. This is denoted by the use of a * next to the question number with
candidates being informed of this in the rubric on the front of the examination paper.

It is appreciated that the data protection legislation has been recently updated. As such responses
focusing on the DPA or GDPR were acceptable. The unit specification does advise centres in the
guidance for LO4.1 that ‘candidates should be aware of the most recent legislation when studying this
unit’.

To be given a mark in the lower range of the middle mark band, candidates had to describe at least one
consequence and/or impact of data protection legislation on the marketing company.

To reach the higher mark bands candidates needed to provide an explanation of the consequences and
impact of data protection legislation using examples related to the marketing company. To fully meet the
requirements of the higher mark bands candidates also needed to demonstrate the use of specific
terminology related to data protection legislation.
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Question 9 (a)
9 The marketing company stores the data and information that has been collected.

(a) Explain how firewalls could maintain the security of the stored data.

This question focused on one of the logical protection methods listed in the unit specification. Candidates
were required to explain how firewalls could protect the data and information stored by the marketing
company.

Many candidates were able to access 2 out of the 3 allocated marks but did not provide further detail to
access the final mark. For example, the most common response stated that a firewall will stop
unauthorised traffic accessing the network. To be given the final mark some detail relating to the fact that
rules are used to determine whether the traffic can access the network should have been provided.
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Question 9 (b)

Data analysis is carried out on the data and information to ensure the processing meets
the needs of the client.

(b) Identify and describe two stages of data analysis.

This question focused on the stages of data analysis as defined in LO3.4 of the unit specification.
Candidates were required to identify and describe two of the eight stages listed. Many candidates
demonstrated a knowledge gap relating to these stages.

Centres must make sure that all areas of the unit specification are covered before candidates being
entered for the examination rather than just focusing on the area of the specification required by the
research bullets for the case study.

Question 9 (c)

When the data and information has been processed it can be transmitted.

(c) Explain, using an example, how the data could be transmitted.

Many candidates misinterpreted this question and provided responses that related to connectivity
methods such as Bluetooth and Wi-Fi. Those candidates who gained marks for this question provided
responses that related to the use of email or hard copy. These candidates also provided details about
how the transmission method should meet the needs of the target audience.
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Question 9 (d)

Some of the clients of the marketing company have asked that the results are accessible
to people who have a disability.

(d) Identify and describe two information styles that could be used to ensure the results are
accessible to people with a disability.

This question was answered well by the majority of candidates. Candidates demonstrated a good level
of knowledge relating to this area of the unit specification with the most common responses being Braille
text and subtitles.

Candidates were also able to provide further details relating to who would use these defined information
style and how the style would help them.
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Question 10 (a)
10 ALevel 1 data flow diagram (DFD) has been created to show an open system.

(a) What is meant by an open system?

This question was a knowledge recall question, but many candidates did not provide responses which
were worthy of marks. LO3.6 of the unit specification details two information structures which should be
covered during the teaching of this unit — open and closed. The characteristics, benefits and limitations
of the structures should also be covered.

An open system is one that can interact with other systems to exchange data/information even if different
software/hardware platforms are used.

Question 10 (b)

(b) One connectivity rule for drawing a Level 1 data flow diagram (DFD) is that every flow
must be labelled.

Identify two other connectivity rules.

This was another knowledge recall question with the responses provided by the candidates appearing to
be centre dependant. Those centres who had covered LO 5.2 of the unit specification were able to
provide two connectivity rules for drawing a L1 DFD.

It was noted that some candidates provided the rule given in the question — every flow must be labelled —
as one of their responses. Candidates should be advised that if an example is provided in the question
then this should not be included in their response.

Copyright

Any reference to existing companies or organisations is entirely coincidental and is not intended as a
depiction of those companies or organisations.
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Supporting you

For further details of this qualification please visit the subject webpage.

Review of results

If any of your students’ results are not as expected, you may wish to consider one of our review of results
services. For full information about the options available visit the OCR website. If university places are
at stake you may wish to consider priority service 2 reviews of marking which have an earlier deadline to
ensure your reviews are processed in time for university applications.

Training

Attend one of our popular CPD courses to hear exam feedback directly from a senior assessor or drop in
to an online Q&A session.

Please find details for all our courses on the relevant subject page on our website.

www.ocr.org.uk
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OCR Resources: the small print

OCR'’s resources are provided to support the delivery of OCR
qualifications, but in no way constitute an endorsed teaching
method that is required by OCR. Whilst every effort is made

to ensure the accuracy of the content, OCR cannot be held
responsible for any errors or omissions within these resources.
We update our resources on a regular basis, so please check the
OCR website to ensure you have the most up to date version.

This resource may be freely copied and distributed, as long as
the OCR logo and this small print remain intact and OCR is
acknowledged as the originator of this work.

Our documents are updated over time. Whilst every effort is made
to check all documents, there may be contradictions between
published support and the specification, therefore please use the
information on the latest specification at all times. Where changes
are made to specifications these will be indicated within the
document, there will be a new version number indicated, and a
summary of the changes. If you do notice a discrepancy between
the specification and a resource please contact us at:
resources.feedback@ocr.org.uk.

Whether you already offer OCR quialifications, are new to OCR, or
are considering switching from your current provider/awarding
organisation, you can request more information by completing the
Expression of Interest form which can be found here:
www.ocrorg.uk/expression-of-interest

Please get in touch if you want to discuss the accessibility of
resources we offer to support delivery of our qualifications:
resources.feedback@ocr.org.uk

Looking for a resource?

There is now a quick and easy search tool to help find free resources
for your qualification:
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Need to get in touch?
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OCR quialifications or services (including
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Customer Support Centre.
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