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Introduction 

Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the 

examinations. They provide useful guidance for future candidates.  

The reports will include a general commentary on candidates’ performance, identify technical aspects 

examined in the questions and highlight good performance and where performance could be improved. 

The reports will also explain aspects which caused difficulty and why the difficulties arose, whether 

through a lack of knowledge, poor examination technique, or any other identifiable and explainable 

reason.  

Where overall performance on a question/question part was considered good, with no particular areas to 

highlight, these questions have not been included in the report.  

A full copy of the question paper and the mark scheme can be downloaded from OCR. 

  

Would you prefer a Word version?  

Did you know that you can save this PDF as a Word file using Acrobat Professional?  

Simply click on File > Export to and select Microsoft Word 

(If you have opened this PDF in your browser you will need to save it first. Simply right click anywhere 
on the page and select Save as . . . to save the PDF. Then open the PDF in Acrobat Professional.) 

If you do not have access to Acrobat Professional there are a number of free applications available 

that will also convert PDF to Word (search for PDF to Word converter). 
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Unit 3 series overview 

This unit is mandatory for the Extended Certificate, Diploma and Extended Diploma and optional for all 

pathways for the Introductory Diploma and Foundation Diploma. 

The unit focuses on: 

• An understanding of cyber security and the issues surrounding it 

• Measures that can be used to protect against cyber security incidents 

• An understanding of how to manage cyber security incidents. 

The paper is divided into two sections – A and B.  Section A is worth 60% (40 marks) and are based 

around a pre-release scenario.  The pre-release contains areas for further research that the candidate is 

expected to undertake and which form the basis of the questions to be asked.  Section B is worth 40% 

(20 marks) and each question has its own short scenario. 

Candidates who did well on this paper 

generally did the following: 

Candidates who did less well on this paper 

generally did the following: 

• Used technical terms 

• Related their responses to the scenario in the 
question 

• Used the keywords in the question to give 
appropriate depth to their response. 

• Answered the question they thought was 
being asked, not the one actually being asked 

• Repeating the same point several times in 
different ways 

• Giving a response that has been eliminated in 
the question. 
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Section A overview 

The pre-release identifies key research topics that the candidates should have spent some time working 

on.  They need to have cross referenced the topics against the specification. 

 

Question 1 (a) (i)  

The focus is on how these measures protect data.  Any reference made by candidates to OS updates 

adding new features was not credited. Many did identify that an update would patch an existing 

vulnerability and gained marks.  There are many aspects to anti-malware which allow it to protect data 

and candidates were generally confident in their explanations. 
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Question 1 (a) (ii)  

OS Updates and Anti-malware were in the previous question.  This one asked for two other methods, 

this meant that OS Updates and Anti-malware could not gain any marks. A significant number of 

candidates wrote about these.  Candidates who did give suitable methods did not develop their 

responses with additional detail and often did not gain the subsequent marks.   

 

Misconception A common misconception is that encryption makes the data unreadable.  
The data is still readable, but meaningless. 
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Question 1 (b) (i)  

A large number of responses repeated the question – account lockout is where the account is locked.  

This, unfortunately, does not demonstrate any knowledge or understanding.  Many candidates correctly 

identified that account lockout means no access but did not go beyond that.  Likewise, destruction was 

linked to deleted/destroyed but nothing more to gain the second mark. 

 

Question 1 (b) (ii)  

The list of cyber security incidents that were acceptable are listed in the specification.  This was a 

knowledge regurgitation question and many candidates gained the mark.  It was unfortunate that there 

was a small number of candidates who gave either account lockout or destruction even though they 

were excluded by the question. 
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Question 1 (c)  

This question was answered very well with the majority of candidates demonstrated a good knowledge 

and understanding of the difference.  Those that gave examples to demonstrate their understanding 

were more likely to achieve the second mark. 
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Question 1 (d)  

The focus of the question is not on obtaining generic data but specifically, the passwords in the 

password manager.  Answers, such as change the password do not answer the question.  Answers that 

focused on backups or storing in the cloud also did not gain credit.  Many identified the method but did 

not describe it, instead giving advantages of its use. 

 

Question 1 (e) (i)  

Many candidates misinterpreted the question.  A cyber security attack has taken place and the 

passwords have been stolen.  The focus of the question is how to reduce the impact of the passwords 

being in the hands of the criminal.  The majority gave responses on how to protect the account itself 

rather than focusing on the individual passwords that have been stolen. 
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Question 1 (e) (ii)  

Without giving a satisfactory response to the first part, candidates could not obtain marks here.  Many 

candidates did not give a sensible, usable way of reducing the impact of the theft of the passwords and 

as a consequence were unable to explain how the action reduced the impact of the theft. 

 

Question 1 (e) (iii)  

A small minority of candidates repeated the action they gave in the first part of the question.  This 

required a different action.  As with 1e(i), many actions related to securing the password manager and 

not securing the accounts whose passwords had been stolen. 

 

  



Level 3 Cambridge Technical in Information Technology - Unit 3 - January 2022 Examiners’ report 

 11 © OCR 2022 

Question 2  

The contents of the responses given was generally good and covered a range of ethical considerations.  

There was a lack of examination technique among the candidates which restricted the marks that they 

achieved.  There was limited explanation of the points made.  An evaluation requires both positive and 

negative explanations and a conclusion. 

 

AfL Essays are marked using bands and not using points.  This means that the 
candidate needs to be making a few points but each point needs to show 
the depth of their knowledge and understanding rather than many points 
which demonstrate a superficial breadth.  A discussion requires an 
explanation, back up with examples relevant to the question.  The 
explanation needs to make up the majority of the response rather than be 
added as an afterthought. 
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Section B overview 

This section is not based on the pre-release material.  Each question is given a short context and 

candidates are expected to use it, where appropriate, within their responses.  

Question 3 (a)  

Most candidates achieved full marks on this question. 
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Question 3 (b)  

A large number of candidates did not focus their response on the review section, instead choosing to 

give responses about the content of any section of the cyber security incident report.  The review section 

appears at the end of the report and focuses on which parts of the plan worked and which did not – a 

theoretical plan against real world actions with recommendations for improvements. 
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Question 3 (c)  

Many candidates misread the question and so many candidates evaluated methods that were 

preventative rather than monitoring based and achieved low marks.  Those that did focus on monitoring 

systems often did not give explanations and did not reach the top band.  Many systems will both monitor 

and prevent and it was important that candidates restricted their response to the monitoring element only 

and explanations of the benefits and drawbacks of monitoring. 

 

Question 4  

This was answered very well.  The majority of candidates gained both marks for confidentiality.  Integrity 

was less well understood and answered by the candidates, but most managed to gain 1 mark. 
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Question 5 (a)  

This was answered very well with the majority of candidates achieving full marks. 

 

Question 5 (b)  

Most candidates achieved the mark here.  Candidates who did not gave one of the types of attacker from 

the previous question. 
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departments.
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