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Introduction 

Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the 

examinations. They provide useful guidance for future candidates.  

The reports will include a general commentary on candidates’ performance, identify technical aspects 

examined in the questions and highlight good performance and where performance could be improved. 

A selection of candidate answers is also provided. The reports will also explain aspects which caused 

difficulty and why the difficulties arose, whether through a lack of knowledge, poor examination 

technique, or any other identifiable and explainable reason. 

Where overall performance on a question/question part was considered good, with no particular areas to 

highlight, these questions have not been included in the report. 

A full copy of the question paper and the mark scheme can be downloaded from OCR. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Would you prefer a Word version?  

Did you know that you can save this PDF as a Word file using Acrobat Professional?  

Simply click on File > Export to and select Microsoft Word 

(If you have opened this PDF in your browser you will need to save it first. Simply right click anywhere on 
the page and select Save as . . . to save the PDF. Then open the PDF in Acrobat Professional.) 

If you do not have access to Acrobat Professional there are a number of free applications available that 
will also convert PDF to Word (search for PDF to Word converter). 
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Unit 3 series overview 

This unit is mandatory for the Extended Certificate, Diploma and Extended Diploma and optional for all 

pathways for the Introductory Diploma and Foundation Diploma. 

The unit focuses on: 

• An understanding of cyber security and the issues surrounding it 

• Measures that can be used to protect against cyber security incidents 

• An understanding of how to manage cyber security incidents. 

The paper is divided into two sections – A and B. Section A is worth 60% (40 marks) and are based 

around a pre-release scenario. The pre-release contains areas for further research that the candidate is 

expected to undertake and which form the basis of the questions to be asked. Section B is worth 40% 

(20 marks) and each question has its own short scenario 

Candidates who did well on this paper 
generally: 

Candidates who did less well on this paper 
generally: 

• Used technical terms 

• Related their answers to the scenario in the 
question 

• Used the keywords in the question to give 
appropriate depth to their response 

• Learn the key definitions from the specification 

• Answered the question they thought was being 
asked, not the one actually being asked 

• Repeating the same point several times in 
different ways 

• Giving an answer that has been eliminated in 
the question  
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Section A overview 

The pre-release identifies key research topics that the candidates should have spent some time working 

on. They need to have cross-referenced the topics against the specification. The pre-release material 

assists the candidates in what to study and can be used to give an insight into the answers to certain 

questions. 

 

Question 1 (a) (i) 

The CIA triad is central to an understanding of cyber security and it was disappointing that many 

candidates confused confidentiality and availability, choosing to focus their response on protecting the 

information rather than accessing it. This was a learnt response of a core definition and should have 

been two nice marks for the candidate to start the paper with. 

 

Question 1 (a) (ii)  

Candidates who gave answers in Question 1 (a) (i) that related to the confidentiality of the information 

continued here by giving security measures that matched – passwords for example or encryption which 

do not have anything to do with availability. 
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Question 1 (b)  

The pre-release contained a very clear environmental factor and it was pleasing that some candidates 

had obviously put the work into analysing it prior to the examination and identified fire and overloaded 

plug sockets. For some, environmental was an unknown quantity even though a research point was to 

consider the ‘types of cyber security incidents’.  

 

Question 2 (a)  

Motivations of the different types of attackers was another research point. Many candidates did ‘hone in’ 

on the use of premade scripts and lack of experience but a considerable number confused motivations 

and characteristics losing marks. 
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Question 2 (b)  

The question stem identified the attacker as a script kiddie and a teenager. A number of candidates 

either did not read this, or were unaware of what a teenager was, giving a characteristic as the age being 

between 13 and 18. For those who had done the research, use of premade scripts and inexperience 

were often seen correct answers. 

 

Question 2 (c)  

This was a learnt response based on the list of attackers in the specification. ‘Hackers’ is not an 

acceptable response, even if white, black, or grey is placed in front of it. 

Misconception 

 

The word ‘hacker’ is a generic term and not one that is included in the list in the specification 

or that gains marks when candidates are asked to identify a type of attacker. 
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Question 3 (a) (i)  

The types of incidents are listed in the specification and are very specific. This was a learnt response – 

could the candidate identify the type of incident from the example of use. In many cases, the answer was 

unfortunately no, with candidates giving alternative scenarios including ransomware as a virus attack to 

account lockout. 

 

Question 3 (a) (ii)  

As with Question 3 (a) (i), this was poorly answered with candidates not having learnt the types of 

incidents listed in the specification. 
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Question 3 (b)  

There were many good answers seen here which focused on a variety of topics including job loss, 

mental health, identity theft and accessibility of files. Many candidates were able to identify ways in 

which Charlie’s life had been disrupted but few were able to expand their answers to include an 

explanation of how. 

Candidates who did not score highly did so because they gave disruptions based on finance, privacy or 

reputation – all areas excluded by the question. 
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Question 4 (a)*  

There are two essays in the paper, one worth 7 marks and one worth 10 marks. These are marked using 

a Level of Response mark scheme rather than point marked with the levels being determined by the 

depth of the candidate’s response. It is easier to view these as a collection of explanations as each point 

needs to be in the same depth as an isolated explanation. 
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Exemplar 1 

As can be seen in the script here, the candidate has identified and described impacts relating to privacy 

(health records being shown), financial (taking out bank loans) and reputation (losing job). However, in 

each of the examples there is no depth to the responses – they are descriptive only which limits them to 

a maximum of 5/7. 
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Question 4 (b)  

Penetration testing was generally well-known; with sandboxing, less so. 

Question 4 (c)  

This was poorly done with many candidates not knowing what fuzzing was. A large number of 

candidates gave answers related to the size of the network but many responses were based on 

guessing and achieved no marks. 
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Question 4 (d)  

This question was generally well done with many candidates coming up with suggestions that could be 

implemented by Charlie. Firewall and antivirus were common answers and a few candidates used the 

case study to suggest answers based on extension leads, blinds and changing passwords. Encryption 

was the most common incorrect answer as this does not mitigate the attack, just what the attacker can 

do once the data has been obtained. 
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Section B overview 

This section is not based on the pre-release material. There is a stem to the section and candidates are 

expected to use it, where appropriate, within their responses.  

 

Question 5 (a)  

Many candidates found this question difficult and struggled with it. There was a large proportion of 

students who identified, and went on to describe, other methods that the company should have been 

using – they did not focus on the shortcomings of procedures or cryptography. Candidates who did, 

generally did better on procedures and gained marks. 
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Exemplar 2 

As can be seen in the script here, cryptography is not well known but the candidate has identified a 

shortcoming in the use of procedures. They have also identified a general argument against most types 

of security – the attack by the insider. 
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Question 5 (b)  

Many candidates correctly identified actions for eradicating the incident and thus scored well – the most 

common ones being to pay the ransom, install anti virus in the hope it would remove the ransomware 

and employ a third party. 

Candidates who described preventative measures for future attacks did not score any marks. The 

question was about the current incident and eradication is one of the steps listed in the specification 

related to responding to the current incident. 
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Question 5 (c)*  

Candidates who scored above the first level of response in this question were able to explain how the 

company would use this section of the CSIR relating to business impacts, data impacts, and recovery 

time with good examples.  

Most candidates identified how a company would use the sections – most notable in recovery and 

prevention but as there was no depth or detail to their answers, they failed to score more than 3. 

Candidates who explained how a company would complete the CSIR rather than how it would use the 

CSIR did not gain any marks. 
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