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PH Furniture

PH Furniture is a company that designs and manufactures bespoke furniture for customers.

Locations

The company is based in three locations around the town:

. a showroom in the town centre where:
*  sample pieces of furniture are displayed,

. furniture is designed,

. customer orders are taken;

. an office where the administrative staff, network team and servers are located;
« afactory where the furniture is manufactured.

The three locations are connected by dedicated fibre.

Each location has its own local area network with the internet accessed via the connection in the
office. The hardware used in, and the connectivity between, each location is shown in Figure 1.
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The police have received a list of companies that are targets for a cyber attack. PH Furniture is on
the list and have been contacted by the police. PH Furniture have now decided to review their cyber
security policies and conduct simulated attacks to test their cyber security defences.
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Further research required

To prepare for the exam, you should research the following themes:

. considerations PH Furniture need to take into account when testing;

*  cyber security control methods that PH Furniture could introduce to improve security;
*  how PH Furniture can identify and analyse cyber risks to the company;

* impacts of cyber security incidents on PH Furniture;

+ the targets for cyber security threats within PH Furniture and different methods of attack that can
be used for each;

»  types of attackers that would want to target PH Furniture and their motivations;

« use of vulnerability testing by PH Furniture.
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