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Introduction

Our examiners’ reports are produced to offer constructive feedback on candidates’ performance in the
examinations. They provide useful guidance for future candidates.

The reports will include a general commentary on candidates’ performance, identify technical aspects
examined in the questions and highlight good performance and where performance could be improved.
A selection of candidate responses is also provided. The reports will also explain aspects which caused
difficulty and why the difficulties arose, whether through a lack of knowledge, poor examination
technique, or any other identifiable and explainable reason.

Where overall performance on a question/question part was considered good, with no particular areas to
highlight, these questions have not been included in the report.

A full copy of the question paper and the mark scheme can be downloaded from Teach Cambridge.

Would you prefer a Word version?
Did you know that you can save this PDF as a Word file using Acrobat Professional?
Simply click on File > Export to and select Microsoft Word

(If you have opened this PDF in your browser you will need to save it first. Simply right click anywhere on
the page and select Save as . . . to save the PDF. Then open the PDF in Acrobat Professional.)

If you do not have access to Acrobat Professional there are a number of free applications available that
will also convert PDF to Word (search for PDF to Word converter).

3 © OCR 2025



https://www.ocr.org.uk/qualifications/teach-cambridge/

OCR Level 2 Cambridge Technical in Information Technology - Unit 2 - Summer 2025 Examiners’ report

Unit 2 series overview

This unit is mandatory for the Certificate and for the IT Practitioner and Digital Software pathways for the
Diploma.

The unit focuses on:

e aspects of cyber security
o threats and vulnerabilities that result in cyber security attacks
¢ how impacts from cyber security attacks can be minimised.

The questions in the paper are preceded by a scenario that involves an aspect of cyber security. The
questions are based around this scenario. The paper may contain different scenarios for different
questions.

Candidates who did well on this paper Candidates who did less well on this paper

generally: generally:

e used technical terms e missed questions out

¢ related their responses to the scenario in the | ¢ gave learnt responses from previous mark
question schemes that were not applicable

e used the keywords in the question to give e gave responses using identified keywords
appropriate depth to their responses from other questions in the paper

e applied examination technique to their answer | ¢ gave responses that included answers from
based on the keyword, knowledge and the question that they were told not to use

application to the scenario. e used technical terms incorrectly.
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Question 1 (a)

(a) Cyber security aims to protect information and data.

Identify two other items that cyber security aims to protect.

[2

This question required a learnt response from the specification. Many candidates were able to identify
one item and achieved a mark. Common incorrect answers included variations on protecting information
which was given in the question or targets which is Question 1 (b).

Question 1 (b)

(b) Information and data are targets for cyber security attacks.

Identify one other target for a cyber security attack.

(1]

This question required a learnt response from the specification. Many candidates were able to identify
one of the correct answers and achieve the mark. Common incorrect answers included variations on
information and data, including examples of or items that cyber security protects — which was Question 1

(a).
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Question 1 (c)

(c) Which type of attacker will access a computer system without permission?

(11

This question was very well done with most candidates identifying hacker.

Question 1 (d)

(d) Two of the purposes of cyber security are to protect information and data and keep it confidential.

Identify one other purpose of cyber security.

(1]

Few candidates identified integrity or availability. Many gave responses that reworded protecting
information. This is a learnt, regurgitated part of the specification and fundamental to an understanding

of cyber security.
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Question 2 (a)

A school uses a database to store details about its students. A correct username and password must be entered to access the
database.

(a) Identify two reasons why it is important that the school uses cyber security for the database.

[2]

To gain the marks it was important for the candidate to contextualise their response . The question asked
why it was important for the school — therefore the candidate needed to think about reasons for the
school not just generic answers.

Question 2 (b)

(b) The database is saved on a server which is located in a locked room. Physical protection measures are used.

Explain the purpose of physical protection measures.

[31

A large proportion of the candidates gave answers that identified different types of physical protection
measures rather than giving their purpose. Some candidates, through the verbosity of theirresponse, did
manage to pick up some marks but this was not by design.
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Question 2 (c)

(c) An RFID security badge is needed to unlock and enter the server room.

Explain how using RFID security badges increases the security of the server room.

[3]

This was a very well answered question with many candidates giving a good explanation of how it
increases security.

Assessment for learning

It is important to read the whole question. The first few words of this question look like it is
asking the candidate to explain how RFID works — this is not the case. Candidates need to
read the whole question before attempting their answer.

Question 2 (d)

(d) Teaching staff can use the database to see details of the students they teach.
Senior staff can use the database to see and edit the details of all students at the school.
Identify this logical protection measure that is being used on the database.

1]

This question was very well done with most candidates identifying access rights.
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Question 2 (e)

(e) A cyber security threat occurred. The database was infected by a worm.

Describe what is meant by a worm.

[2

Candidates understood the idea of it spreading/replicating and gained the mark but many were not able
to give any other response to get them the second mark.

Question 2 (f)

(f) Identify two motivations of the attacker who infected the database.
[2]

This question required a learnt response from the specification. Many candidates were able to identify
two motivations and achieved both marks.
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Question 2 (g)

(g) After the attack, staff were asked to change their passwords.

Identify two characteristics of a strong password.

[2

A characteristic is something specific and candidates needed to give detail in order to be awarded the
mark. While many candidates did identify the use of symbols, numbers, capital and lower case letters, in
many responses the features were not given as combinations. A password that has lower case letters for
example is not strong. Length was another common answer that did not gain credit. Candidates said
“long password” — long can mean different things to different people and to remove any ambiguity, a
number was required — over 12 letters for example.

‘ Assessment for learning

Candidates should get into the habit of only giving the required number of answers — for
example, two characteristics were asked for — writing down multiple characteristics across

both boxes is classified as listing and only the first two are marked.

The application of examination technique is important to maximise marks.
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Question 3 (a)

A bank offers online banking to its customers.
Customers log into the bank’s website using a user name and password.
(a) When customers have entered their user name and password, token authentication is used.

Explain the process of token authentication.

[3]

Many candidates described what a token was without explaining how it worked. Sometimes their
understanding of a token was linked either to a physical device or to setting up an account rather than
logging on. There were many instances of extended pieces of writing that gained zero marks because
the question and keyword were not properly read — the question asked for the process once the
username and password had been entered. Those candidates who did score marks on this question
gave a good linear process of the steps in token authentication.

Question 3 (b)

(b) The bank account data is stored in a secure online area.
Identify the legislation that relates to the storing of the customer account data.

[

This question was well answered with most candidates identifying the DPA.
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Question 3 (c)

(c) Two cyber security incidents that could take place on the stored account data are data modification and data manipulation.

Describe one other type of cyber security incident that could take place.

[3]

The cyber security incidents are listed in the specification. Two were given in the question and the
candidate was asked for a third. As a knowledge regurgitation question this should have been
straightforward but alarge number of candidates were unable to give an incident. Of those that did, data

theft was the most common but few were able to describe it in sufficient detail to be awarded the second
mark.

Question 3 (d)

(d) Cyber criminals have attacked the bank’s online storage area and accessed customer account data.

Identify the type of threat that has occurred.

[

Another knowledge regurgitation from the specification was required here and for this one, many
candidates correctly identified unauthorised access from the description given.
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Question 3 (e)

(e) Describe what is meant by a cyber criminal.

[2

Candidates who broke the question down into its two component parts — cyber and criminal and gave
answers relating to each part did very well on this question. However, a large majority, rather than
describing what a cyber criminal was, opted to give examples of activities they would engage in.
Sometimes, with enough detail the marks were able to be awarded but in many cases the response to
too vague or generic to be given credit.

Question 3 (f) (i)

(f) Following the attack, a virus and malware have been found on the online storage area.
(i) What is a virus?

[2]

Candidates struggled with this question. Some tried to answer it in terms of the effects of a virus but very
few were able to give a learnt definition.

Question 3 (f) (ii)

(i) |dentify one type of malware.

[l

This question was generally well answered, although some did give virus as an answer.
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Question 3 (g)

(g) Identify and describe one intentional organisational threat that could take place on the bank’s website.

[3]

Threat

Description

There was a lot to work through in this question. There was the fact that the threat was intentional. That
it was something that could target an organisation (rather than an individual) and was linked to online (a
website). This led to one answer which, unfortunately few candidates knew. Those that did often went on
to score highly.
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Question 3 (h)

(h) Discuss the financial impacts of a cyber securty attack on the bank and its customers.

[9]

The final question on this paper has consistently been an essay. Essays require a longer response from
the candidate that is planned to take into account the context of the question and the keyword.

There were many answers from candidates which neglected the information given in the question — that
they were to write both about the bank and its customers. There was also a significant number that did
not focus on the financial impacts but wrote in general terms about the impacts.

In general, there was an improvement in the quantity and quality of answers for this final essay. There
was evidence, in some candidate’s work, of planning their answer before they started to write it.

Assessment for learning

Essays, such as this require depth of response from the candidate rather than breadth. A few
points are required but the candidate is required to show their understanding of the point and
its application to the question.

Formatting their response can assist this, with each point being made turned into a separate
paragraph; this can help focus the candidate on the point being made rather than moving onto
a different one and reducing the depth of their argument and marks given.

The use of the highlighter to identify the key points in the question is a technique that has
been seen and used to great effect.

This question is worth 20% of the whole paper and both an appropriate time in the exam and
in preparation needs to be given to teaching the candidates how to interpret the question and
formulate a response.
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Make sure you visit our secure website Teach Cambridge to find the full
range of resources and support for the subjects you teach. This includes
secure materials such as set assignments and exemplars, online and
on-demand training.

Don’t have access? If your school or college teaches any OCR
qualifications, please contact your exams officer. You can forward them
this link to help get you started.

If any of your students’ results are not as expected, you may wish to
consider one of our post-results services. For full information about the
options available visit the OCR website.

We send a monthly bulletin to tell you about important updates. You can
also sign up for your subject specific updates. If you haven'’t already,

sign up here.

Attend one of our popular CPD courses to hear directly from a senior
assessor or drop in to a Q&A session. Most of our courses are delivered live
via an online platform, so you can attend from any location.

Please find details for all our courses for your subject on Teach
Cambridge. You'll also find links to our online courses on NEA marking
and support.

ExamBuilder is the exam paper builder platform for a range of our
qualifications. Find out more.

Free for all OCR centres with an Interchange account, it allows unlimited
users per centre. We require an Interchange username to verify your
centre’s users for ExamBuilder.

If you do not have an Interchange account, please contact your centre
administrator (usually the Exams Officer) to request a username.

Once you have an Interchange username, use the form on this page to
sign up for ExamBuilder, or ask an existing user at your centre to create
an ExamBuilder account for you.
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Online courses

Enhance your skills and confidence in internal assessment

What are our online courses?

Our online courses are self-paced eLearning
courses designed to help you deliver, mark

and administer internal assessment for our
qualifications. They are suitable for both new and
experienced teachers who want to refresh their
knowledge and practice.

Why should you use our online
courses?

With these online courses you will:

* learn about the key principles and processes
of internal assessment and standardisation

» gain a deeper understanding of the marking
criteria and how to apply them consistently
and accurately

+ see examples of student work with commentary
and feedback from OCR moderators

* have the opportunity to practise marking and
compare your judgements with those of OCR
moderators

» receive instant feedback and guidance on
your marking and standardisation skills

* be able to track your progress and
achievements through the courses.

How can you access our online
courses?

Access courses from Teach Cambridge. Teach
Cambridge is our secure teacher website, where
you'll find all teacher support for your subject.

If you already have a Teach Cambridge account,
you'll find the link to the Online courses under
the Assessment or Training tab — hover over
Assessment or Training on the horizontal menu
and select Online courses from the dropdown.

If you don’t have a Teach Cambridge account
yet, ask your exams officer to set you up — just
send them this link and ask them to add you as a
Teacher.

Access the courses anytime, anywhere and at
your own pace. You can also revisit the courses as
many times as you need.

Which courses are available?

We recommend all teachers complete the module
on Online courses — NEA for their subject. These
courses provide subject-specific information about
course content; how to prepare for planning,
marking and submitting; and support with
understanding the marking criteria.

The subject-specific courses are tailored for each
qualification that has non-exam assessment (NEA)
units, except for AS Level and Entry Level. They
cover the following topics:

» the structure and content of the NEA units

+ the assessment objectives and marking criteria
for the NEA units

+ examples of student work with commentary and
feedback for the NEA units

* interactive marking practice and feedback
for the NEA units.

We are also developing courses for some of the
examined units, which will be available soon.

How can you get support and
feedback?

If you have any queries, please contact our
Customer Support Centre on 01223 553998 or
email support@ocr.org.uk.

We welcome your feedback and suggestions on
how to improve the online courses and make them
more useful and relevant for you. You can share
your views by completing the evaluation form at
the end of each course.
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o
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