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Introduction

This is Sample Assessment Material (SAM) which has been produced for
the Cambridge OCR Level 3 Alternative Academic Qualification Cambridge
Advanced National in Cyber Security (Certificate) and the Cambridge OCR
Level 3 Alternative Academic Qualification Cambridge Advanced National
in Cyber Security and Networks (Extended Certificate).

The SAM is an example exam paper that we publish alongside a new
specification to help illustrate its intended style and structure when

a qualification is first launched. We wanted to share the story of our
assessment approach with you so when you look through the paper you
will find we have pointed out certain features and explained the decisions
we have made.

Resources to help support in teaching different areas of content can be
found on the Cambridge OCR Level 3 Alternative Academic Qualification
Cambridge Advanced Nationals in Cyber Security and Networks webpage

under Teaching'.

Our exam papers are developed with accessibility in mind. The
Understanding the assessment guide tells you a little more about the
principles and rationale underpinning our approach for the qualifications.
The ‘Command Words' are in both the Understanding the Assessment
guide and the specification. These tell you what we mean by each
command word and how students should approach the question and
understand its demand.

Appendix B of the specification: Command Words, gives detail about
what is expected of each command word that will be included in exams
and mark schemes. You can include teaching around the expectations of
these as part of your teaching.
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You said, we did

During the development of these qualifications, we talked extensively
with teachers, subject experts, higher education institutions and our
senior assessment teams to influence their structure, content and
assessment materials. We then shared our final materials with teachers
to make sure that they met their needs.

You told us that you wanted the exam to take similar approaches to

the exam in the current Cambridge National in Information Technology
qualification. We have tried to do this by using a familiar tone and style of
questioning.

You told us to keep this exam as short as possible but retain time to allow
students to read the scenario and respond to questions. We have done
this by reducing the number of available marks to 60 and setting this
exams duration to 1 hour 15 minutes.

You told us that you wanted the exam to be based on a single context,
that develops through the paper, so that is what we've done.

You told us that scenarios used in the exam should be accessible and
easy for students to understand. We have done this by only using
scenarios with things that students will have encountered.
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All students will sit the exam at the
same time on the same day.

<<Date>> - <<Morning/Afternoon>>
This unit is part of the Certificate and
Extended Certificate qualifications.

o This exam will always be set and
marked by us. Exams will be available
in January and June each year. Students
can resit this unit and the best result
will be used to calculate the certification

The time allowed is designed to give result.
students approximately one minute per
mark plus reading time.

Students may be provided with stimulus
material such as an Insert for use in the
question paper.

If students require additional space

to write their response(s), lined paper

may be available at the end of the exam ——— |
paper in a live exam. Remember the

question number(s) must be clearly

shown.

This exam will always have 60 marks.
There are no sections in this exam.
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This exam will have a range of question
types. Question types include:

+ Forced choice/controlled response
questions. These are typically worth
1 to 4 marks.

+ Short answer closed response
questions. These are typically worth
1 to 4 marks.

+ Extended constructed response
questions with points-based marks
schemes. These are typically worth
1 to 4 marks.

+ Extended constructed response
questions with levels of response
marks schemes. These are typically
worth 6 or 9 marks.

These allow us to assess the following
Performance Objectives:

+  PO1 - Show knowledge and
understanding

+  PO2 - Apply knowledge and
understanding

+ PO3 - Analyse and evaluate
knowledge, understanding and
performance.

The questions will sample content

from across all topic areas. At least one
question (or sub-part) will relate to each
topic area. Sub-content topic areas will
be sampled across exam papers, over
time.
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All questions in this exam will relate to a
single scenario. The scenario will always
be introduced at the start of this exam
and will develop throughout.

The number of marks for each question
will always be given at the end of

the question and will always be right
aligned.

The number of points needed will
always be written as a word in bold.
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The number of ticks (v) required to
answer an MCQ question will always be
written as a word in bold.

The scenario will develop throughout
this exam.

Appendix B in the specification
contains a glossary of Command
Words which could be used in this
exam. The glossary tells you what we
mean by each command word.

AN
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This is an example of a 1 mark multiple
choice question (MCQ). The response
options will always be in alphabetical
order consisting of one correct
response and three distractors.

Students should use a single tick (v)

in one box to indicate their response
to this question. The mark scheme will
allow any other indicator of the chosen
response. If more than one box is
ticked, zero marks are given.

This question assesses PO1 (show
knowledge and understanding) as it
refers to hacking a business server
rather than Lavender Haze's servers.
Student responses will not need to be
applied to the scenario. The question
wording will always indicate when a
question assesses PO1.

In this exam, there will be between 15
and 25 PO1 marks.
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In this question, students need to show

Where context is given, this will be their understanding (PO1). Students will
kept as short as possible and willonly ——* need to describe two responsibilities
include information needed for the .  of a cyber security analyst. Student
questions. responses will not need to be applied to

the scenario.

This is an example of a 4 mark describe
question. 2 marks are available for each
responsibility described. 1 mark is for
identifying a valid responsibility of a

/ cyber security analyst and the second
mark is for adding a description of the
responsibility.
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\ Where a question requires students to
use a stimulus, we may leave a blank

page, so all question parts are together
on adjoining pages.
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Responses to these questions require
students to use the incident report
provided in the Insert. This will be

clearly indicated when students must
use additional stimulus material in their
responses.

Where a response must relate to an
answer given in another question, this
will be clearly indicated.

These identification questions

assess PO2 (apply knowledge and
understanding). Student responses
must be taken from the incident report
provided in the Insert.
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This question assesses PO2 (apply
knowledge and understanding) as it
specifically refers to ‘Lavender Haze'.
The student responses must be applied
to the scenario. The question wording

will always indicate when a question

assesses PO2. /
In this exam, there will be between 20

and 30 PO2 marks.

In this question, students need to apply
their understanding (PO2). 1 mark is
for identifying a form of disruption
Lavender Haze faced during the cyber
security incident and the second mark
is for describing how Lavender Haze
were affected. Student responses must
be applied to scenario.

Students need to apply their
understanding (PO2) by explaining one
reason why the type of information
could have been targeted in the
incident. Student responses must be
applied to scenario.
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This exam will have one level of
response (LOR) question worth 9
marks. This needs an extended written

This is_ an example qf a Qiscuss . response. This question assesses PO3
question. The question is assessing / (analyse and evaluate knowledge,
PO3 (analyse and evaluate knowledge, understanding and performance)

understanding and performance). requiring discussion. The question topic
may be drawn from any relevant aspect
of the unit's teaching content.

Key words will be in bold. Extended response questions give
students an opportunity to show
the extent of their knowledge and
understanding of the subject.
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This question assesses PO2 (apply

knowledge and understanding) as it /,/
specifically refers to “Lavender Haze".

The question The student responses

must be applied to the scenario.

\ Where a question asks students to
explain, they must show (PO1) their

understanding. It is not enough to recall
knowledge alone.
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This is an example of a 4 mark PO2
(apply knowledge and understanding)
explain question. 2 marks are available
for each reason explained. 1 mark

is for identifying a valid reason and /
the second mark is for expanding the This is an example of an extended

reason. constructed response question.
Students will provide a shorter style

Student responses must be applied to extended response.

the scenario.

We will use extended constructed
response questions to assess a range
of performance objectives. These
guestions will enable students to
show and/or apply knowledge and
understanding.

A maximum of 2 marks can be given for
each reason explained.
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This state question assesses PO1 (show /

knowledge and understanding).

The number of lines given for a
question indicates the approximate
length of the response needed.
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This is an example of a 4 mark PO1
(show knowledge and understanding).
describe question. 2 marks are

\ available for each advantage described.

Where a question asks for a specific ;drC:;l;a'S;O_r”;ie:;ég/;%grigilg for
number of points, we will always put describiﬁ .the advantage
numbers or headings against the lines & ge-

to show where students should write

. Student responses will not need to be
each point.

applied to the scenario.
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This is an example of an analyse
guestion. The question is assessing
PO3 (analyse and evaluate knowledge,
understanding and performance).

/
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This exam will have one level of
response (LOR) question worth 6
marks. This needs an extended written
response. This question will assess
PO3 (analyse and evaluate knowledge,
understanding and performance) and
responses will need to include analysis.
The question topic may be drawn

from any relevant aspect of the unit's
teaching content.

Extended response questions give
students an opportunity to show
the extent of their knowledge and
understanding of the subject.
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Where an acronym is used in the
scenario or question such as DPA, we
will write this in its full form in the first
instance and then refer to the acronym
in subsequent instances.

/
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In this question, students need to
explain two actions that Lavender

\ Haze must do to comply with the
Data Protection Act (DPA). As this
guestion assesses the application of

understanding (PO2) responses must
relate to the scenario.

This indicates to students that there are

no more questions to answer.
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