


V Level in Digital systems and data
Sample Scheme of work: Unit F018 – Application of cyber security
This sample resource is based on early unit content. We have produced it to show the structure and level of detail you can expect in the full resource. Content remains provisional and subject to change until the specification is accredited and must not be used for teaching.
About this sample resource 
We have produced this sample scheme of work to give you an early view of how teaching and learning may be planned for this unit. 
The purpose of this sample is to:
illustrate the structure, layout and level of support you can expect in the final published scheme of work
show how a topic area is broken down into lessons, activities, and learning outcomes
help you begin high‑level curriculum planning, while final details are still in development.
What’s included at this stage
This sample includes:
a sample of lessons from a topic area
indicative lesson aims, activities and resources
subject knowledge support for you
a format that matches the structure of the full scheme of work.
It reflects early unit content, which remains provisional and subject to change until the specification is accredited.
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! Content remains provisional and subject to change until the specification is accredited. Do not use for teaching.
How you should use this sample
We recommend using this sample to:
understand the level of support provided in the full scheme of work
begin early planning and resourcing discussions
consider how the unit may fit within wider curriculum sequencing
provide feedback to your centre leadership or curriculum team.
Please do not use this sample for teaching. The content remains provisional and subject to change until the specification is accredited.
What will be added in the full version
Once the specification is accredited we will produce a full version of this resource. The full scheme of work will include:
all topic areas for the unit
lesson content aligned to the accredited specification
links to approved resources
additional subject‑knowledge guidance and common misconceptions
indications of opportunities for assessment, differentiation, stretch and challenge.
Next steps
Our comprehensive schemes of work will become a valuable resource for you, offering unit-specific guidance and ideas to meet teacher and student needs. Designed in an easy-to-edit Word format, they will include detailed lesson-by-lesson plans with guided learning hours (GLH), key words and terms, learning outcomes, and teaching ideas with useful links. They will provide subject knowledge support by topic area, ensuring practical application across varied school schedules. Our schemes of work are just one approach you could use to teach our specification and the use of any resources highlighted is optional.
Once the specification is accredited, the full versions of our schemes of work will be available on Teach Cambridge.
Topic area 1: Identify cyber security concerns
Lessons
	! Content remains provisional and subject to change until the specification is accredited. Do not use for teaching.

	Lesson number
	Specification coverage 
	GLH
	Lesson aims and outcomes
	Lesson ideas, key words and activities 
	Useful resources
	Student independent learning – ideas and resources

	1
	1.1 Security monitoring
Sources of system information
Account activity records
Alert notifications
System alerts
System logs

	1
	By the end of the lesson students should:
understand what cyber security monitoring is and why organisations monitor their systems

understand what account activity records, system logs, system alerts and alert notifications are

understand the types of information these sources can provide

understand how these sources can be used to identify potential cyber security concerns
understand how to use system logs and alerts to view and interpret security-related information.
	Introduction to security monitoring
Starter
What would you monitor?
Give students a simple organisation, such as a college, online retailer or hospital. Ask students to identify what they think the organisation would need to monitor on its digital systems and why. 
Possible answers would include:
who is logging in – usernames/accounts being used
when people are logging in – including unusual times
failed login attempts – particularly repeated attempts
what users are accessing – files, folders, systems or applications
changes being made – to files, accounts, permissions or system settings
network activity – unusual amounts or patterns of traffic.
system performance – systems running slowly, crashing or becoming unavailable
alerts and warnings – messages generated by security or other system software
software activity – new, unexpected or unauthorised software
updates – whether important updates have completed or failed.
Feedback ideas to the class. 
Main task
Why monitor systems? 
Introduce cyber security monitoring and explain its purpose. Discuss reasons why organisations monitor systems, including identifying unusual activity, detecting potential security concerns and checking that systems are operating as expected. 
Give students the following examples of system activity - such as repeated failed login attempts, unusual login times, slow system performance, unexpected downloads or failed system updates:
a user enters the wrong password several times
an employee logs into their account late at night
a computer suddenly starts running much slower than normal
a large number of files are downloaded by one user
a user tries to access a folder they do not normally use
the internet connection keeps dropping out
new software appears on a computer
a system update fails
a large amount of network activity occurs unexpectedly
a user account is accessed from a new location/device.
In pairs, students discuss why an organisation might want to monitor each example and whether it could indicate a potential cyber security concern.
Quick activity
Would you investigate it?
Give students five scenarios and ask them to decide investigate/probably normal and give a reason.
Scenario - investigate or probably normal?
a student logs into the college network at 9:05am - Probably normal
a user enters the wrong password 12 times in two minutes - Investigate
800 students access the network at lunchtime - Probably normal
an account logs in at 3:00am when the college is closed - Investigate
A member of staff accesses a file they use every day - Probably normal
Ask – why do organisations monitor their systems?
Expected answer – to identify unusual activity or potential cyber security concerns so they can investigate them.
Check for learning – students explain in their own words what cyber security monitoring is and give two reasons why an organisation monitors its systems.
	NCSC – 10 Steps to Cyber Security: Logging and monitoring (ncsc.gov.uk/) – logging and monitoring
NCSC – Security monitoring (ncsc.gov.uk/) – security monitoring

	Students to create a glossary of the key terms from the lesson.
Read the NCSC Logging and monitoring guidance and summarise three reasons why organisations monitor their systems.










	2
	1.1 Security monitoring
Sources of system information
Account activity records
Alert notifications
System alerts
System logs

	1
	By the end of the lesson students should:
understand what cyber security monitoring is and why organisations monitor their systems

understand what account activity records, system logs, system alerts and alert notifications are

understand the types of information these sources can provide

understand how these sources can be used to identify potential cyber security concerns
understand how to use system logs and alerts to view and interpret security-related information.
	Sources of system information.
Starter
What has been recorded?
Show students a very simple example such as:
· 08:55 – user logged in successfully
· 09:02 – file accessed
· 09:15 – failed login attempt
· 09:16 – failed login attempt
· 09:17 – failed login attempt
· 09:18 – security alert generated.
Ask - what information has the system recorded? Is there anything you would investigate? Why?
Main task 
Introduce the four sources and give a straightforward explanation of each. Students could complete a table with: 
Source
What does it record/tell us?
Example
How could it identify a potential cyber security concern?
Sources to include - 
· Account activity records
· System logs
· System alerts	
· Alert notifications.
Give students several short scenarios and ask them to identify which source of information would be useful and why.
For example - repeated failed logins; an account being accessed at an unusual time; a system service unexpectedly stopping; a security alert being generated.
Students review a simple fictional log file and identify any information that may indicate a potential cyber security concern, explaining their reasoning.
Check for learning.
Give four statements/examples where students identify account activity record, system log, system alert or alert notification and justify their answer.
	ICO – What is logging? (ico.org.uk/) – logging
	Students add account activity record, system log, system alert and alert notification to their glossary, including a brief description and example for each.


	3
	1.1 Security monitoring
Sources of system information
Monitoring dashboards 
Network activity information


	1
	By the end of the lesson students should:
understand how to use monitoring dashboards and network activity information to identify potential cyber security concerns

understand how linking multiple indicators helps identify potential threats.
	Starter
What can you see?
Show students an example/screenshot of a simple monitoring dashboard.
Ask students to identify:
what information can you see?
what do you think is being monitored?
is there anything that might draw your attention?
Main task
Monitoring the system
Briefly introduce monitoring dashboards and network activity information.
Give students a simple dashboard or fictional set of monitoring information showing things such as:
number of users logged in
failed login attempts
network traffic
system availability
alerts/warnings
changes in activity over time.
Students identify what is being monitored and what the information tells them about the system.
Introduce a few changes, for example a sudden increase in network traffic, unusually high numbers of failed logins or a system becoming unavailable. 
Students identify what has changed and why it might require investigation.
Activity – what is the dashboard telling us?
Give students a simple fictional college monitoring dashboard:
Dashboard information - Current information
users currently logged in - 1,247
failed login attempts - 38
network usage - 82%
security alerts - 3
devices connected - 1,410
systems unavailable – 1.
Ask students to work in pairs and answer:
what information is being monitored?
which information would you look at first? Why?
what might a high level of network activity mean?
which information could indicate a potential cyber security concern?
what other information would you want before deciding there is a problem?
The important discussion point is that the dashboard doesn't prove there is a cyber security incident. It brings information together so that someone can identify activity that may need further investigation.
Check for learning – give students three short statements and ask them to decide whether each is something that could be identified through a monitoring dashboard, network activity information, or both, and explain why.
	NCSC – Network Security Fundamentals (ncsc.gov.uk/) – network security fundamentals
Cisco Tech Talk – Cisco Business Dashboard Network Monitoring (video.cisco.com/) – network monitoring
NCSC – Log and audit administration activities (ncsc.gov.uk/) – logging and auditing administration activities

	Students add monitoring dashboard, network activity and network traffic to their glossary. 
Students identify three types of information that could be displayed on a security monitoring dashboard.
Students review a fictional monitoring dashboard showing user, network and security information. Identify the information being monitored and discuss which information may require further investigation

	4
	1.1 Security monitoring
Sources of system information
Automated alerts
AI-enabled alerts
	1
	By the end of the lesson students should:
understand what automated alerts and AI-enabled alerts are

understand how automated alerts can identify predefined security concerns

understand how AI-enabled alerts can help identify unusual or potentially suspicious activity

understand that an alert indicates something may need investigating and does not necessarily mean a cyber security incident has occurred

understand how system alerts, alert notifications, system logs and account activity records can be used to identify potential cyber security concerns.
	Starter
Would you generate an alert?
Give students 4–5 examples of system activity, such as:
one incorrect password attempt
ten failed login attempts within two minutes
a large amount of data being downloaded unexpectedly
a user logging in from a new device
a sudden increase in network activity.
Students decide which activities they think should generate an alert and why.
Main task
Automated or AI-enabled?
Introduce the difference at a simple level.
An automated alert could be generated when a predefined condition or threshold is met.
An AI-enabled alert can use patterns in data and system activity to help identify activity that may be unusual or potentially suspicious.
Give students a selection of scenarios. Ask them to decide whether an automated or AI-enabled alert could be useful and explain their reasoning.
For example, a set number of failed login attempts could trigger an automated alert, whereas unusual patterns of user activity could potentially be identified through AI-enabled monitoring.
Activity – scenario
You are part of the cyber security team for a college. The monitoring system has generated several alerts during the day. Your job is to review each alert and decide what it is telling you and whether it needs further investigation.
Give students an Alert Investigation Sheet like this:
Alert – information received
a student account has had 12 failed login attempts in 3 minutes. An alert is automatically generated when there are more than 5 failed attempts in 5 minutes
the network normally has periods of high traffic during the college day. An AI-enabled system identifies that one device is transferring data in a pattern significantly different from its usual activity
a server has reached 95% storage capacity. An alert is automatically generated when storage exceeds 90%
an AI-enabled system identifies that a staff account is accessing different files and folders from those it normally uses
an automatic alert reports that an important software update has failed to install
an AI-enabled system identifies several small changes in an account's activity which, when considered together, are unusual.
For each alert, students complete:
Question - Student response
Automated or AI-enabled alert?	
What caused the alert?	
What information would you investigate?	
Could there be an innocent explanation?
Should the organisation investigate further? Why?
Follow-up – which would you investigate first?
Once they've completed the table, tell them: you only have time to investigate three alerts immediately. Choose your three and justify your choices.
Then reveal some additional information, for example:
Alert 1 – the student has contacted IT because they forgot their password
Alert 2 – the device belongs to the Media department, which is uploading a large video project
Alert 4 – the member of staff has recently moved to a different department
Alert 6 – there is no known explanation for the change in behaviour.
Ask - would you change any of your decisions now?
	NCSC – Log and audit administration activities (ncsc.gov.uk/) – logging and auditing administration activities
NCSC – Getting the most from AI (ncsc.gov.uk/) – artificial intelligence and security tools
ICO – AI powered cyber threats (cy.ico.org.uk/) – AI-powered cyber threats

	Students review a series of automated and AI-enabled security alerts from a fictional organisation. 
Students prioritise alerts for investigation and justify their decisions. 
Additional information is provided for students to review and, where appropriate, revise their initial decisions.
Students add automated alert and AI-enabled alert to their glossary and give an example of when each could be used.


	5
	1.1 Security monitoring
Baseline system behaviour
Expected system behaviour
Normal patterns of user activity
Typical system performance and usage

	1
	By the end of the lesson students should:
understand how baseline system behaviour is used to identify deviations and potential threats.
	Starter
What is normal?
Give students a simple scenario:
A college normally has around 1,500 users logged onto its network between 9am and 4pm. Very few users are logged in overnight. Network usage is highest at the start of lessons and at lunchtime.
Ask students – what would you expect the network activity to look like during a normal college day?
Introduce baseline system behaviour as essentially establishing what normal looks like for a particular system.
Main task – building a baseline
Give students a fictional college and a set of system activity cards. Their first task is to sort each card into the three specification categories:
expected system behaviour
normal patterns of user activity
typical system performance and usage.
Example cards:
Activity card - category
most students log in between 8:30am and 9:15am – normal user activity
around 1,200–1,500 users are connected during lessons – typical usage
network traffic is highest between 9am and 4pm – typical usage
systems respond to requests within approximately 2 seconds – typical performance
staff normally access systems between 7:30am and 6pm – normal user activity
backups run automatically at 11pm – expected system behaviour
software updates normally run on Sunday evenings - expected system behaviour
student accounts normally access curriculum folders – normal user activity
network usage drops significantly overnight – typical usage
systems are normally available throughout the college day – expected system behaviour
once they've sorted them, ask each group to use the cards to produce a ‘normal day at the college’ baseline.
Then introduce three new cards:
a staff account logs in at 2:30am
network traffic is three times its usual level
a scheduled backup runs at 11pm.
Ask - Which fits the baseline? Which doesn't? How do you know?
That last question is the important bit, students should be referring back to the established baseline rather than simply saying something “looks suspicious”.
Check for learning
Give them three examples:
1,400 users logged in at 10am
700 users logged in at 2am
system response time increases from 2 seconds to 15 seconds.
Ask students to identify whether each is consistent with the baseline and explain their answer.
	ICO – System and Network Security (ico.org.uk/) – system and network security

	Students create a baseline for a system they regularly use, identifying examples of expected user activity and typical system usage.
Students add expected system behaviour, normal patterns of user activity, system performance to their glossary.

	6
	1.1 Security monitoring
Baseline system behaviour
Expected system behaviour
Normal patterns of user activity
Typical system performance and usage
	1
	By the end of the lesson students should:
understand how baseline system behaviour is used to identify deviations and potential threats
Understand the difference between normal system variation and anomalous behaviour.
	Starter 
Spot the deviation
Bring back the college baseline from Lesson 4:
baseline – normal
staff logins – 7:30am–6pm
active users – 1,200–1,500
failed logins – 5–10 per hour
network usage – highest 9am–4pm
response time – under 2 seconds.
Display five new pieces of activity:
1,420 users connected at 11am
12 failed logins in an hour
staff account logs in at 3:15am
response time increases to 12 seconds
1,550 users connected at lunchtime.
Ask – normal variation or deviation? How do you know?
This is useful because 1,550 users is not automatically a concern just because the baseline says 1,200–1,500. It introduces the idea that normal behaviour can vary.
Main activity – Cyber Security Investigator
Give groups a simple baseline and a set of new monitoring information.
For example:
online retailer - normal baseline
most staff access systems between 8am and 7pm
failed login attempts average 10–20 per hour
network traffic increases between 12pm and 2pm
website response time is normally below 2 seconds
customer service staff normally access customer records.
Give activity cards:
A – 24 failed login attempts between 9am and 10am
B – website response time increases to 2.4 seconds for five minutes
C – a staff account logs in at 2:45am
D – 180 failed login attempts occur within 10 minutes
E – network traffic increases significantly at 1pm
F – a customer service account starts accessing files it doesn't normally use.
For each, students decide:
normal behaviour
normal variation
anomalous behaviour.
They then record:
What is different from the baseline?
Could there be a legitimate explanation?
Would you investigate it? Why?
Added information - Once they have made their decisions, reveal some additional information:
C – the member of staff is working overseas
D – there is no known reason for the failed login attempts
E – the company has launched a lunchtime flash sale
F – the employee has not changed roles and doesn't normally need these files.
Students then reconsider their decisions.
This gets across the important distinction between unexpected and malicious. Something can deviate from the baseline but have a perfectly legitimate explanation.
Check for learning
A deviation is...
An anomaly is...
One reason unusual activity may not be a cyber security threat is...
A baseline helps identify anomalous behaviour because...
	NCSC – Understand normal and detect the abnormal (ncsc.gov.uk/) – detecting abnormal activity

	Students identify three examples of activity that could deviate from a college's normal baseline. For each, suggest one legitimate explanation and one reason why the activity may require investigation.

	7
	1.1 Security monitoring
	1
	By the end of the lesson students should:
understand how correlating multiple indicators helps distinguish normal system variation from anomalous behaviour

understand how linking multiple indicators helps identify potential threats.
	Starter
One clue or several?
Give students these one at a time:
1. a staff account logs in at 11:30pm
Ask – is this enough to conclude there is a cyber security threat?
add
2. the account has had several failed login attempts immediately before the successful login
add
3. a large number of files are downloaded shortly after the login
add
4. network activity from the device is significantly higher than usual.
Ask after each new piece of information:
Has your level of concern changed? Why?
Individually, each indicator may have an innocent explanation - considered together, they give a much clearer picture.
Main activity – join the clues
Give groups four cases – each contains information from different monitoring sources.
Case A
Account activity – staff member logs in at 10am.
System log – normal system activity.
Dashboard – network usage within its normal range.
Alerts – no alerts generated.
Case B
Account activity – account logs in at 2:15am.
System log – multiple failed login attempts before successful login.
Dashboard – unusually high network activity.
Alert – large file download detected.
Case C
Account activity – staff member logs in at 8pm.
System log – successful login.
Dashboard – normal network activity.
Alert – none.
Additional information: staff member is working late to meet a deadline.
Students decide for each case:
What are the individual indicators?
Which monitoring sources provided the information?
What do the indicators tell you when considered together?
Is this normal variation or potentially anomalous behaviour?
Does it require further investigation? Why?
You could have them rate each case:
Low concern – monitor – investigate
The important part is the justification, rather than their rating.
Check for learning
Give a final mini scenario - An account has several failed login attempts, followed by a successful login from an unusual location and a large increase in network activity.
Ask – why is considering these indicators together more useful than looking at each one separately?
Expected understanding: linking information from several sources can reveal a pattern that may not be obvious from one indicator alone.
	NCSC – Security monitoring (Cyber Assessment Framework) (ncsc.gov.uk/) – security monitoring
IBM Technology – What Is SIEM? (4:29) (YouTube.com/) – SIEM

	Students create their own example showing three different indicators which, when correlated, could suggest a potential cyber security concern. Explain why the indicators are more useful when considered together.
Students review cyber security scenarios containing information from different monitoring sources. They correlate multiple indicators to identify patterns, distinguish normal variation from anomalous behaviour and determine whether further investigation may be required.

	8
	1.1 Security monitoring

	1
	By the end of the lesson students should:
understand how to review security-related information to identify slow response times, repeated errors, failed updates and connectivity interruptions, and what these indicate about system quality.
	Starter
What might be wrong?
Give students four very simple messages: 
website response time - 14.2 seconds
ERROR – connection failed (repeated 23 times)
security update - FAILED
network connection lost – 4 times in 20 minutes.
Ask - What does each one tell you? - Would you investigate it? Why?
Main activity – System health check
Give students a fictional organisation with a simple monitoring report - 
Monitoring information - Result
Average response time - 1.8 seconds
Response time 10:15–10:30 - 11.6 seconds
Application errors - 47 in the last hour
Security update – failed on 14 devices
Network connection Interrupted 6 times
System availability 97.5%
Students review a fictional organisation’s monitoring report:
1. what issue can you identify?
2. what monitoring information tells you this?
3. what could it indicate about the system?
4. does it need further investigation? Why?
You could then give them an additional information card for each issue.
Response times - 250 students all logged into the system at the same time.
Repeated errors - The same application is generating all 47 errors.
Failed updates - The affected devices were switched off when the update was scheduled.
Connectivity - Other systems on the same network are also losing their connection.
Ask - Does the additional information change your conclusion?
Quick check for learning
Match the monitoring information to the most likely issue: - 
failed security update - system may remain vulnerable
repeated error messages - possible software/system problem
slow response time - possible performance issue
repeated lost connections - possible network/connectivity issue.
	NCSC – Network Security Fundamentals (ncsc.gov.uk/) – network security fundamentals

	System health check: Students review monitoring information from a fictional organisation, including response times, repeated errors, failed updates and connectivity interruptions. Students identify issues and explain what the information could indicate about system quality before considering whether further investigation is required.

	9
	1.2 Identifying cyber security concerns
Security vulnerabilities
Misconfigured access permissions
Unpatched software
Weak authentication
Unsupported software

	1
	By the end of the lesson students should:
understand what is meant by a security vulnerability

understand the four security vulnerabilities covered in the lesson: misconfigured access permissions, unpatched software, weak authentication and unsupported software

understand how these vulnerabilities could create cyber security concerns for an organisation
understand that identifying a vulnerability does not necessarily mean a cyber security incident has occurred.
	Starter
What's the weakness?
Give students four situations: 
1. every employee can access the organisation's payroll folder
2. a computer has not installed security updates for six months
3. an employee's password is password123
4. an organisation is still using software that no longer receives security updates.
Ask - What is the weakness in each situation? - Why could it be a problem?
Main task
Introduce vulnerability as a weakness that could potentially be exploited or result in a cyber security concern - work through the four types using very straightforward examples:
Vulnerability – simple example
Misconfigured access permissions – a student can access a folder intended only for staff
Unpatched software– a known security update is available but has not been installed
Weak authentication – a simple password is the only protection on a sensitive account
Unsupported software – an old operating system is still being used after security support has ended.
Main activity – Vulnerability audit
Give students a fictional organisation:
Manchester Sports Centre has asked you to review some of its IT arrangements.
Provide perhaps 8 short findings, for example:
1. all reception staff share the same account and password
2. only managers can access staff salary information
3. several computers haven't installed the latest security updates
4. one computer uses an operating system that is no longer supported
5. staff use individual accounts with multi-factor authentication
6. every employee has permission to access customer medical information
7. security updates are installed automatically each week
8. one administrator account uses a short, easily guessed password.
Students’ complete worksheet - 
Finding	vulnerability? – Type - Why could this create a cyber security concern?
Challenge
Ask – does identifying a vulnerability mean that a cyber security incident has occurred?

Check for learning
A user has access to files they don't need for their job – misconfigured access permissions.
A security update has been available for three months but has not been installed – unpatched  software
An account is protected only by an easily guessed password – weak authentication
Software is still being used after the supplier has stopped providing security fixes – unsupported system.
	NCSC – Vulnerability management (ncsc.gov.uk/) – vulnerability management
NCSC – Identity and access management (ncsc.gov.uk/) – identity and access management

	Students identify one example of each vulnerability covered in the lesson and explain how it could create a cyber security concern for an organisation.

	10
	1.2 Identifying cyber security concerns
Security vulnerabilities
Exposed network services
Insecure file handling
· Unencrypted data
· Human error

	1
	By the end of the lesson students should:
understand what is meant by exposed network services

understand what is meant by insecure file handling

understand how unencrypted data can create cyber security concerns

understand how human error can create cyber security vulnerabilities

understand how these vulnerabilities can create cyber security concerns for an organisation.

	Starter – What's the vulnerability?
Give students four short scenarios:
1. An organisation has a network service accessible from the internet that does not need to be publicly available.
2. An employee saves a confidential document in a shared folder accessible to unauthorised users.
3. A company stores sensitive customer information without encryption.
4. A member of staff accidentally sends confidential information to the wrong recipient.
Ask students to identify the potential security vulnerability in each scenario and explain why it could create a concern.
Main task – Identifying security vulnerabilities
Introduce the four vulnerabilities: 
exposed network services
insecure file handling
unencrypted data
human error.
Provide students with a brief explanation of each vulnerability and how it could affect an organisation's security.
Activity – Spot the concern
Give students a fictional organisation with four security weaknesses corresponding to the vulnerabilities covered in the lesson.
Students complete a table identifying:
· the vulnerability
· the evidence that suggests it exists
· how it could create a cyber security concern
· what further information may be needed to understand the concern.
Discuss students' findings, emphasising that identifying a vulnerability does not automatically mean a cyber security incident has occurred.
Check for learning
Give students four new examples and ask them to identify the vulnerability and explain how it could create a cyber security concern.
Challenge
Can an organisation have more than one security vulnerability at the same time? Explain how different vulnerabilities could affect its security.
	NCSC – Cyber security guidance for small organisations (ncsc.gov.uk) – guidance on common security weaknesses and protecting organisational systems and information.
NCSC – 10 Steps to Cyber Security: Data security (ncsc.gov.uk) – guidance on protecting sensitive information, including encryption.
ICO – Security (ico.org.uk) – guidance on protecting personal information, including secure handling and storage.

	Students identify one example of each of the four security vulnerabilities covered in the lesson: exposed network services, insecure file handling, unencrypted data and human error.
For each example, students explain how the vulnerability could create a cyber security concern for an organisation.
Students should also consider why identifying a vulnerability does not necessarily mean a cyber security incident has occurred.


	11
	1.2 Identifying cyber security concerns
· Security vulnerabilities
Malware
· Automated and AI-enabled detection systems
Automated alerts
AI-enabled alerts

	1
	By the end of the lesson students should:
understand what malware is and how it can create cyber security concerns

understand what automated and AI-enabled detection systems are

understand how automated alerts can help identify potential cyber security concerns

understand how AI-enabled alerts can help identify unusual or potentially suspicious activity

understand that alerts generated by automated and AI-enabled detection systems may require further investigation and do not necessarily confirm that a cyber security incident has occurred.

	Starter – What would you investigate?
Give students five short examples of system activity:
1. A computer begins displaying unexpected pop-up messages.
2. An employee opens an email attachment, and their computer starts behaving unusually.
3. An automated security alert reports that a suspicious file has been detected.
4. An AI-enabled system identifies unusual patterns of activity on a device.
5. A member of staff logs into their account at their usual time without any alerts.

Ask students to decide which examples may indicate a potential cyber security concern and explain their reasoning.
Discuss why unusual activity or an alert does not automatically confirm that malware is present.

Main activity – The College Security Investigation
Give students a fictional scenario in which the college IT department has received reports of unusual computer activity. Students take on the role of the IT security team and complete an investigation worksheet.
Stage 1 – Initial investigation
Provide students with three scenarios:
Computer A: A member of staff reports that their computer has started displaying unexpected pop-up messages.
Computer B: An automated security alert has been generated after a suspicious file was detected.
Computer C: An AI-enabled detection system has identified unusual activity compared with the computer's normal behaviour.
Students complete a worksheet identifying the potential cyber security concern, which computers require investigation and why.
Stage 2 – Additional evidence
Provide further information:
Computer A: Unfamiliar software was recently installed.
Computer B: The alert was triggered because a file matched a predefined detection rule.
Computer C: The computer has started accessing files at unusual times, although no malicious file has been identified.
Students record the new evidence on their worksheets and explain whether it changes their initial assessment.
Stage 3 – Investigation findings
Reveal the final findings:
Computer A: The unfamiliar software is identified as potentially malicious.
Computer B: The suspicious file is confirmed as a legitimate application that triggered the automated alert.
Computer C: Unusual activity continues, but there is insufficient evidence to confirm a cyber security incident.
Students complete their investigation worksheets, identifying which computer presents a potential malware concern, which alert did not indicate malicious activity, and which computer requires further investigation.
Feedback and discussion
Review students' findings as a class. Discuss how automated and AI-enabled detection systems can identify potential cyber security concerns and why alerts do not necessarily confirm that an incident has occurred.
Check for learning
Ask students to answer three questions:
1. How can malware create a cyber security concern for an organisation?
2. What is the difference between an automated alert and an AI-enabled alert?
3. Why should an organisation investigate an alert before concluding that a cyber security incident has occurred?
Challenge
An AI-enabled detection system identifies unusual activity, but an automated alert has not been generated.
Ask students to explain why the two systems might produce different results and whether this necessarily means one system is incorrect.
	NCSC – Malware and ransomware guidance

NCSC – Logging and monitoring guidance

NCSC – Introduction to cyber security
	Students complete one of the following independent learning activities:

1. Further investigation

Students revisit one of the computer scenarios from the College Security Investigation worksheet and explain the potential cyber security concern, the evidence available and why further investigation may be required.

2. Malware research
Students use the NCSC website to research malware and produce a short summary explaining what malware is and how it can create cyber security concerns for an organisation.

3. Automated and AI-enabled alerts
Students create a comparison table explaining how automated alerts and AI-enabled alerts can help identify potential cyber security concerns, using an example of each.

4. Create a scenario
Students develop their own short fictional college scenario involving a potential malware concern or an automated or AI-enabled alert. They explain what information would need to be investigated before concluding that a cyber security incident has occurred.


	12
	1.2 Identifying cyber security concerns
· Indicators of potential compromise
Unexpected activity
Anomalous behaviour
Repeated failures/
security alerts
Failed authentication attempts
Unexpected account activity

	1
	By the end of the lesson students should:
understand what is meant by indicators of potential compromise

understand how unexpected activity and anomalous behaviour may indicate potential cyber security concerns
understand how repeated failures and security alerts may indicate potential cyber security concerns

understand how failed authentication attempts and unexpected account activity may indicate potential cyber security concerns

understand why identifying these indicators does not necessarily confirm that a cyber security incident has occurred.

	Starter – Is it suspicious?
Present students with five short examples of system activity:
1. A student logs into their college account from a different computer.
2. An account records several failed login attempts within a short period.
3. A security monitoring system generates repeated alerts.
4. A staff account is accessed at an unusual time.
5. A college computer displays activity that differs from its normal behaviour.

Students decide which examples could indicate a potential cyber security concern and explain their reasoning.
Discuss why unexpected activity does not necessarily mean a cyber security incident has occurred.

Main task – The College IT Helpdesk: Investigating Suspicious Activity
Give students a fictional college IT helpdesk worksheet containing five support tickets. Students take on the role of the college IT team and investigate reports of potentially suspicious activity.
Stage 1 – Reviewing helpdesk tickets
Provide students with the following scenarios:
Ticket 1 – Unexpected activity
A member of staff reports that their computer has opened several applications unexpectedly, despite them not selecting them.

Ticket 2 – Anomalous behaviour
A student account that normally accesses learning resources during college hours has begun accessing large numbers of files late in the evening.
Ticket 3 – Repeated failures / security alerts
The college's security monitoring system has generated several alerts relating to repeated connection failures on a networked computer.
Ticket 4 – Failed authentication attempts
A staff account has recorded 15 unsuccessful login attempts within ten minutes.
Ticket 5 – Unexpected account activity
A teacher reports that their account history shows access to college resources at a time when they were not using their account.

Students complete a worksheet identifying:
The indicator of potential compromise.
The evidence suggesting a potential cyber security concern.
Why the activity may require further investigation.
What additional information could help explain the activity.
Stage 2 – Additional evidence
Provide students with further information about each ticket:
Ticket 1: The computer recently received a scheduled software update.
Ticket 2: The student has been completing coursework from home during the evening.
Ticket 3: The connection failures occurred repeatedly over a short period, but the cause has not been identified.
Ticket 4: The member of staff reports forgetting their password and attempting to log in several times.
Ticket 5: The teacher confirms they were not using their account at the recorded time.
Students review their initial findings and explain whether the additional information changes their assessment.
Stage 3 – Helpdesk investigation report
Students complete a short investigation report for each ticket, recording:
· The indicator identified.
· Whether the available evidence suggests a potential cyber security concern.
· Whether further investigation is required.
· A justification for their conclusion.
Review findings as a class, highlighting how the same indicator may have different explanations and why further investigation is important before confirming a cyber security incident.

Check for learning
Give students three new situations:
1. A user account generates repeated security alerts following several unsuccessful login attempts.
2. A college computer begins behaving differently from its usual pattern of activity.
3. An account shows activity at a time when the account holder reports they were not logged in.

Students identify the relevant indicators of potential compromise and explain why each situation may require further investigation.
Challenge – One indicator or several?
A college account shows failed authentication attempts, unexpected activity and repeated security alerts within a short period.
Ask students to explain why identifying several indicators together may provide stronger evidence of a potential cyber security concern than identifying a single indicator.

Emphasise that multiple indicators do not necessarily confirm that a cyber security incident has occurred.
	NCSC – Logging and monitoring. Identifying unusual activity and investigating security alerts.
NCSC – Identity and access management. Monitoring suspicious login attempts and account activity.
ICO – Security outcomes. Detecting security events and anomalous user activity.
	Students could complete one of the following activities:
· Revision table: Identify the five indicators of potential compromise covered in the lesson, providing an example and explanation of each.
· Create a scenario: Produce a fictional college IT helpdesk ticket involving suspicious activity, identifying the potential concern and information needed for further investigation.
· Further investigation: Select a scenario from the lesson and explain both a legitimate and a potentially suspicious reason for the activity.
· Independent research: Use NCSC guidance to explore how monitoring helps organisations identify potential cyber security concerns.
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	1.2 Identifying cyber security concerns
Indicators of potential compromise
System performance anomalies
Unexpected configuration changes
Unexpected software activity
Unexpected network activity
Unusual access patterns
Unusual network traffic

	1
	By the end of the lesson students should:
understand how system performance anomalies may indicate potential cyber security concerns

understand how unexpected configuration changes may indicate potential cyber security concerns

understand how unexpected software and network activity may indicate potential cyber security concerns
understand how unusual access patterns and unusual network traffic may indicate potential cyber security concerns

understand why these indicators require further investigation before concluding that a cyber security incident has occurred.

	Starter – What's happening on the network?
Present students with four short observations:
1. A college computer is running much more slowly than usual.
2. A system's security settings have changed unexpectedly.
3. An unfamiliar application begins running on a staff computer.
4. Network activity increases significantly outside normal college hours.
Students identify which observations may indicate potential cyber security concerns and explain why.
Discuss why unexpected activity does not necessarily confirm a cyber security incident.

Main task – The College Network Investigation
Give students a fictional scenario in which the college IT team has noticed unusual activity across several systems.
Students work individually or in pairs to investigate six reports using a simplified network monitoring dashboard, system activity log and investigation worksheet.
Stage 1 – Reviewing the evidence
Provide students with six reports:
Report 1 – System performance anomalies - A computer used in the college library has become unusually slow, with applications taking longer than normal to respond.
Report 2 – Unexpected configuration changes - The IT team discovers that security settings on a staff computer have changed, although no planned changes were recorded.
Report 3 – Unexpected software activity - An unfamiliar application has started running automatically on a computer in the college reception office.
Report 4 – Unexpected network activity - A classroom computer begins making network connections at times when the room is not being used.
Report 5 – Unusual access patterns - A staff account that normally accesses teaching resources begins accessing a large number of files across different college departments.
Report 6 – Unusual network traffic - The monitoring dashboard shows a significant increase in network traffic from one computer compared with its usual activity.
Students complete a worksheet recording:
The indicator of potential compromise.
The evidence suggesting a potential cyber security concern.
Why the activity may require further investigation.
What additional information would help explain the activity.

Stage 2 – Interpreting monitoring information
Provide students with a simplified monitoring dashboard and system activity log showing information relating to the six reports.
Include details such as computer performance, configuration changes, application activity, connection times, file access and network traffic levels.
Students compare the information with the original reports and identify which observations differ from expected system behaviour.
They explain whether the monitoring information strengthens their concerns or suggests that further evidence is required.
Stage 3 – Investigation conclusions
Students produce a short investigation summary identifying:
Which systems show indicators of potential compromise.
Which evidence supports their conclusions.
Which systems require further investigation.
Why the available information does not necessarily confirm a cyber security incident.
Review findings as a class, emphasising the importance of interpreting monitoring information before drawing conclusions.
Check for learning
Give students three new examples:
1. A computer's security configuration changes without an authorised update.
2. An unfamiliar application begins running while the computer experiences unusual network traffic.
3. A staff account accesses files from several departments outside its normal pattern of activity.
Students identify the relevant indicators of potential compromise and explain why each may require further investigation.

Challenge – Connecting the evidence
A college computer experiences unusually slow performance, unexpected software activity and increased network traffic during the same period.
Students explain why considering these indicators together may provide a clearer understanding of a potential cyber security concern than examining each indicator separately.
Emphasise that multiple indicators do not necessarily confirm that a cyber security incident has occurred.
	NCSC – Logging and monitoring: Guidance on identifying unusual system and network activity.

NCSC – Network security: Network security fundamentals.

Teacher-produced resources: College Network Investigation worksheet, simplified monitoring dashboard, system activity log and six fictional investigation reports.
	Students complete one of the following activities:
Revision table: Identify the six indicators of potential compromise covered in the lesson, providing an example and explanation of each.

Create a scenario: Develop a fictional college IT incident involving unusual system or network activity, explaining the potential concern and what further information is needed.

Interpret the evidence: Revisit the College Network Investigation worksheet and explain how two or more indicators could suggest a potential cyber security concern.

Independent research: Use NCSC guidance to explore how organisations monitor network activity and identify potential security concerns.






Subject knowledge support for this topic area
	! Content remains provisional and subject to change until the specification is accredited. Do not use for teaching.

	Subject knowledge enhancement
	Details

	Underlying knowledge and understanding
	Students should already be familiar with:
basic components of computer systems and networks, including devices, software, user accounts and network connections
the purpose of user accounts, passwords and authentication when accessing systems
basic understanding of cyber security, including the need to protect systems, networks and data from unauthorised access or harm
familiarity with common system information such as login activity, error messages, software updates and network connections.
basic awareness of common security vulnerabilities, including weaknesses in software, access permissions and authentication
awareness that malware and human error can create cyber security concerns for organisations


	Common misconceptions
	Unusual system activity always means a cyber-attack has taken place.
A security alert confirms that a system has been compromised.
High network activity always indicates a cyber security concern.
Automated alerts and AI-enabled alerts operate in the same way.
A baseline represents a fixed level of activity that should never change.
One indicator or source of information is enough to determine whether a cyber security threat exists.
System performance problems, such as slow response times or connectivity interruptions, are always caused by cyber security incidents.
AI-enabled detection can determine whether activity is malicious without the need for interpretation or validation.
Identifying a security vulnerability means that a cyber security incident has occurred.
Malware is always immediately noticeable through unusual system behaviour.
Failed authentication attempts or unexpected account activity always indicate unauthorised access.
Unexpected software activity, configuration changes or unusual network traffic always indicate that a system has been compromised.

	Key concepts
	Security monitoring – using information about system, network and user activity to identify potential cyber security concerns.
Sources of system information – understanding how account activity records, logs, alerts, dashboards and network activity information provide different information about system activity.
Baseline behaviour – understanding expected system behaviour, normal user activity and typical system performance and usage.
Deviation and anomalous behaviour – recognising activity that differs from an established baseline while understanding that unusual activity is not necessarily malicious.
Correlation of indicators – combining information from multiple sources to identify patterns and potential cyber security concerns.
Automated and AI-enabled detection – understanding how automated and AI-enabled alerts can support the identification of potential concerns and why outputs need to be interpreted and validated.
Interpreting security-related information – using logs, dashboards, alerts and system information to identify potential concerns and issues affecting system quality.
Security vulnerabilities – understanding how misconfigured access permissions, unpatched software, weak authentication, unsupported software, exposed network services, insecure file handling, unencrypted data and human error can create cyber security concerns.
Malware – understanding how malicious software can affect systems and data and create potential cyber security concerns.
Indicators of potential compromise – recognising unexpected activity, anomalous behaviour, repeated failures, security alerts, failed authentication attempts and unexpected account activity as potential indicators requiring investigation.
System and network indicators – understanding how system performance anomalies, unexpected configuration changes, unexpected software and network activity, unusual access patterns and unusual network traffic may indicate potential cyber security concerns.

	Subject knowledge enhancement for teachers 
	Read - NCSC – 10 Steps to Cyber Security: Logging and monitoring (ncsc.gov.uk/) – strong overview of why organisations log and monitor activity and how monitoring supports detection.
Read - NCSC – Security monitoring (ncsc.gov.uk/) – useful teacher background on what is logged and how logging supports security monitoring.
Read - NCSC – Security monitoring (Cyber Assessment Framework (ncsc.gov.uk/) – more detailed teacher-level material on baselines, monitoring, analysing logs and correlating information.
Read – Cambridge OCR endorsed textbook.
Watch - Cisco Tech Talk – Cisco Business Dashboard Network Monitoring (video.cisco.com/) – short demonstration of a network monitoring dashboard.
Read – NCSC – Mitigating malware and ransomware attacks (ncsc.gov.uk/) – provides teacher background on malware, how it can affect systems and the cyber security concerns it creates.
Read – NCSC – Vulnerability management (ncsc.gov.uk/) – supports teachers' understanding of security vulnerabilities, including unpatched and unsupported software, and why identifying weaknesses is important.
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